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Abstract 

Cognitive radio networks (CRN) have emerged as a promising solution to spectrum 

shortcoming, thanks to Professor Mitola who coined Cognitive Radios. To enable 

efficient communications, CRNs need to avoid interference to both Primary (licensee) 

Users (PUs), and among themselves (called self-coexistence). In this thesis, we focus 

on self-coexistence issues.  Very briefly, the problems are categorised into intentional 

and unintentional interference. Firstly, unintentional interference includes: 1) CRNs 

administration; 2) Overcrowded CRNs Situation; 3) Missed spectrum detection; 4) 

Inter-cell Interference (ICI); and 5) Inability to model Secondary Usersô (SUs) activity. 

In intentional interference there is Primary User Emulation Attack (PUEA). 

To administer CRN operations (Prob. 1), in our first contribution, we proposed 

CogMnet, which aims to manage the spectrum sharing of centralised networks. 

CogMnet divides the country into locations. It then dedicates a real-time database for 

each location to record CRNsô utilisations in real time, where each database includes 

three storage units:  Networks locations storage unit; Real-time storage unit; and 

Historical storage unit. To tackle Prob. 2, our second contribution is CRNAC, a 

network admission control algorithm that aims to calculate the maximum number of 

CRNs allowed in any location. CRNAC has been tested and evaluated using MATLAB. 

To prevent research problems 3, 4, and to tackle research problem (5), our third 

contribution is RCNC, a new design for an infrastructure-based CRN core. The 

architecture of RCNC consists of two engines: Monitor and Coordinator Engine 

(MNCE) and Modified Cognitive Engine (MCE). Comprehensive simulation scenarios 

using ICS Designer (by ATDI) have validated some of RCNCôs components. In the last 

contribution, to deter PUEA (the intentional interference type), we developed a PUEA 

Deterrent (PUED) algorithm capable of detecting PUEAs commission details. PUED 

must be implemented by a PUEA Identifier Component in the MNCE in RCNC after 

every spectrum handing off. Therefore, PUED works like a CCTV system. According 

to criminology, robust CCTV systems have shown a significant prevention of clear 

visible theft, reducing crime rates by 80%. Therefore, we believe that our algorithm 

will do the same. Extensive simulations using a Vienna simulator showed the 

effectiveness of the PUED algorithm in terms of improving CRNsô performance. 
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1.1 Introduction  

The rapid proliferation of wireless technologies and services has led to a scarcity of 

available wireless resources. According to the International Telecommunication Union- 

Radiocommunication sector (ITU-R) there will be a demand for 1280-1720 MHz of 

extra band in 2020 to fill up the current allocated radio spectrum in wireless networks 

[1]. Furthermore, the inflexible static spectrum management policies followed by 

government agencies have led to a critical degree of spectrum underutilisation. Recent 

spectrum occupancy measurement campaigns have revealed that many allocated 

spectrum bands are used only in bounded geographical areas or over limited periods of 

time [2]. Therefore, to alleviate the shortcomings in the spectrum, a Dynamic Spectrum 

Access (DSA) paradigm has been proposed. The Cognitive Radio (CR) technology was 

proposed by Mitola in 1999 as a promising approach to implementing DSA, which 

enables Secondary (unlicensed) users (SUs) to utilise the spectrum on a non-injurious 

to Primary (licenses) users (PUs) basis [3].   

In the context of CR, in order to exploit the Dynamic Spectrum Access (DSA) 

paradigm, three strategies of spectrum accessing have been proposed: Overlay, 

Underlay, and Hybrid [4]. Firstly, in the Overlay (also in some literature called 

If we take care in the beginning, the end 

will take of itself. 

Ken Blanchard 
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Interweave) strategy, the SUs are able to utilise the spectrum band during the absences 

of PUs [5]. Secondly, for the Underlay strategy, SUs are able to share the spectrum 

even when PUs are active, but need to confine their transmission power below the 

interference threshold of the PUs [6]. Lastly, Hybrid transmission strategy proposes 

that if PUs return, SUs can switch their transmission mode from interweaves to 

underlay if and only if the transmission power is still below the interference level of the 

licensees [7]. 

To support intelligent and efficient utilisation for the available spectrum, CRN 

functions are categorised in four main components as follows: 

1)  Spectrum Sensing: concerns with detecting the idle channels (spectrum holes) [8]. 

2)  Spectrum Decision: deals with identifying and selecting the best channels [9]. 

3)  Spectrum Sharing: Coordinates the access to select channels among SUs [10]. 

4)  Spectrum Mobility: Administers the adaptation of the transmission parameters in 

switching to other best available channels in order to maintaining seamless 

communication during the transition [11]. 

As CRNs are wireless in nature, they inherit all topologies present in traditional 

wireless networks, which are classified into: Infrastructure-based CRN, and 

Distributed (in most literature known as Ad CR hoc Networks (CRAHN)) [12] (see 

Figure 1.1). Infrastructure-based CRNs are categorised as: a) Conventional (or cellular) 

CRNs (CCRNs) (usually referred to as CRN in the literature); b) IEEE 802.22 Wireless 

Regional Area Networks (WRANs) [13]; and c) IEEE 802.11 White-Fi Networks [14]. 

WRAN and White fi networks are proposed to operate on unused portions in TV 

channels (called TV White Space (TVWS)). On the other hand, CCRNs can utilise any 

vacant channel in the band 30 kHz to - 300GHz; however, non-permitted bands (e.g. 

military, security) are excluded [15]. 

The rest of this chapter is organised as follows. Section 1.2 explains the motivation 

of this research. Section 1.3 outlines research problems. Section 1.4 describes our 

research questions. Section 1.5 presents the main aim and objectives of the research. 

Section 1.6 gives the methodology adopted in this research to tackle the identified 

challenges. Section 1.7 outlines the organisation and the contributions of the thesis. 

Finally, Section 1.8 summarises the publications so far arising from this research. 
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Figure 1.1: Overview of CRNs communications. 

 

1.2 Research Motivation 

Loss of utilising spectrum bands for CRNs due to other CRNs activities has 

motivated us to look for potential solutions that will lead to eliminating this challenge. 

Briefly, to enable efficient communications, CRNs need to address two types of 

coexistence issues: Incumbent-coexistence, and Self-coexistence. Incumbent-

coexistence is related with how to avoid harmful interference with PUs, whereas Self-

coexistence is concerned with how to prevent interference among overlapping and 

neighbouring CRNs [16]. Self-coexistence issues trigger CRNs to vacate their under-

utilised channels, thinking that PUs have returned to their bands. Therefore, the 

motivation of this research is tackling self-coexistence issues. 
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1.3 Problems Definition  

Missing th e opportunity to utilise a free channel by CRN presents a big problem in 

this kind of networks and a challenge for researchersô society to find a solution. In the 

literature, numerous research studies have effectively addressed the incumbent 

coexistence challenges [17] and [18]. In contrast, several critical issues are still open in 

self-coexistence. This thesis addresses six self-coexistence issues that cause  CRNs to 

lose the opportunity of utilising channels because of other existing CRNs. As depicted  

in Figure 1.2, the identified issues are as follows: 

 

 

 

 

 

 

 

 

 

Figure 1.2: Research problem classifications and relations. 

 

1.3.1  CRNs Administration 

In the literature, a number of internetwork spectrum sharing schemes have been 

proposed. The most well-known types are: Geolocation databases [19], and Spectrum 

Access System [20]. While these two systems are promising, however, both are 

restricted to a particular band (the first one concerns TV band 56-864MHz, and the 

latter 3550-3700 MHz) which makes them useless in other bands where CRNs may be 

eligible to operate. Furthermore, numerous Internetwork sharing frameworks have 

often been considered the cost (pay to PNs) to benefit (achieve spectrum to CRNs) 

trade-off (recently surveyed in [21]). Furthermore, they are unable to tackle the 

following serious challenges (Figure 1.3(a)). 
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Figure 1.3: The six problemsô statements of the research.  

 

1.3.2 Overcrowded CRNs Situation  

It is expected that when CRNs are implemented, their number and scalability will 

increase rapidly. Therefore, any uncoordinated increase of the number of CRNs will 
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b: a scenario shows ὡὙὃὔρ losing its users (i.e. 

SUs) of overcrowding CRNs issues. 
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