University of

Salford

MANCHESTER

ADEQUACY OF THE LEGAL SAFEGUARDS OF THE
CONFIDENTIALITY RIGHT UNDER THE SAUDI ARABIAN LAWS

By

ABBA AMSAMI ELGUJJA
LLB (Hons)MaiduguriBL EnuguLLM (Health Law)Salford

@00343621

Being a Thesis Submitted to the Salford Business School

University of SalfordGreateManchester
In PartialFulfilment of the Requirements for the Degree of Doctor of Philosophy

(PhD Law)

2020



Abstract

The concept of patient confidentiality is nearly as old as the practice of health professions
and has evolved over the years, from one jurisdiction to ttmer.oTheduty of patient
confidentiality can be a fundamental human right, an ethical duty or a legal duty. Under
the Saudi Arabian jurisdiction, the concept of patient confidentiality has evolved around its

S h a r-lbaded (hslamic) legal culture, its tisy andthe concept of universality of human
rights. Patient confidentiality is gaining global attention as a result of rising cases of
confidentiality breach incidents. This study examines the adequacy of the safeguards
against such breaches under thadb@rabian legal system. The aim is to advocate for a
model that protect patients and will be compatible with the tenets 8fltha r Thé stuay
reviews literature on patient confidentiality and the need for healthcare practitioners to
ensure that theyrotectpati ent sé6 private information. Th
circumstances under which a patientodés private
identifies that Saudi Arabia does not have a holistic framewaork for the protection of patient
confidentiality as several of the laws are deficient. There is also a lack of a dedicated
legislation aimed at safeguarding patient confidentiality. The research reviews laws, extant
literature on patient confidentiality and a variety of other sources. Thenmendatios

of the study are hinged on two theories namely: human rights in Islam and human rights in
patient care. The research adopts the practice in Europe and the triple tests upheld by the
European Court of Human Rights for insights into how a framlewor pdient
confidentiality in Saudi Arabia can be modelled. The study supports a liberal interpretation
of Sh ar sodreed to ensure that law remains dynamic and provides solution to the

challenges of an evolving society.

Keywords: healthcare pratitiner, uman rights, patient confidentialitg,h ar i 6 a h
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CHAPTER ONE

INTRODUCTION AND BACKGROUND TO THE
STUDY

éelt is crucial not only to respect |
but also to preserve his or her confidence in the medical profession

and in the health services in general. Without sucheptioh,

those in need of medica s si st ance may be deter
seeking such assistance thereby endangering their own health

(and) éthat of the community. The do
afford appropriate safeguards so that there may be no such
communicabn or disclosure of personal H#adata as may be

inconsistent with the guarantees of Article 8 of the Convention.

1.1Background of the Study

This thesis examines the adequacy of the existing legal safeguards for patient
confidentiality under the Saudir&bian legal systenfatient confidentiality can be

simply referred to as the patientds right
information within healtlcareinstitutions under normal conditions. The healthcare
practitionefpatient relationshifppecomesnore complex as a result of advances in
informational technology and modern forms of communicatidrich further
involves the managementf pati entsod6 records. There 1is
i nformation technol ogy infoomatiotemtleegSaudig pat i en
Arabian healthcare delivery systems without a corresponding review in the law

dealing with patient confidentiality. Ehthesis argues thaven where a patient is

entitled to the right to confidentiality under the law, the laghduo be dynamic to

deal withthenew challenges.

Thequote above by theuropean Court of Human Rights (ECrtHRY v Finland?
establishedhat where patients are assured of their rights to both confidentiality and
privacy, it will result in them hawig confidence in medical services as well as in
seeking help fronthe healthcare practitioners (HCPs). The contrary will mean a

lack ofconfidence in the medical servi¢agich will be countesproductive. InZ6 s

17 v Finland(1997) 25 EHRR 371 [95].
2 Supra. Refer to quotation above.



case, the court restated the need for domé&sw to afford appropriate safeguards
for protectng the right of the patient to confidentiality. Z applied for relief to the
ECtHR dleging that her right to privacy under Art 8 of the Convention was
infringed upon when her HIV status was disclosedtly media during her

husbandds cri mi nal tri al

It is importantto note from the start of this discussion, the unique nature of the
Saudi Arabian legal system before a discussion on how patient confidentiality is
protected under that legal system. Satudibia is governed undé& h a r3ila& a h
principles. Given thatheS h a r is & leodly of divine law, it is in many respects
different fom manmmade laws. Thus, the study reviews literature from both
perspectives. It is also worthy of note that there igtdichliterature on the subject

from a Saudi Arabian standpotht.

The motivation for the reseaawtrkng s borne
experience aseH C P . The authorés job role often r
(platforms) and electronicn f or mati on systems in communic
information. Usually, the author and other team members engage one another via

social media channels during the management of outbreaks of infectious diseases.

Furthermore, the research aims to cbutie to the development of a model for the
protection of patient confidentiality in Saudi Arabia. This study, apart from
maintainingthe distinction between the concepts of confidentiality and privacy,
focuses on the right to confidentialitys opposeddtan elaboration on the right to
privacy. Thus, the study unties the knot around data protection/ confidentiality
under the Saudi Arad legal system vistvis international best practice as
exemplified in the system applicable in Europe. The study isehery nd a

comparative research.

3 The Constitution of Saudi Arabia in Art 1 statesasfolloivfih e Ki ngdom od Saudi Ar a
sovereign Arab | slamic State with Islam as its rel
Prophet, Godds prayers and peace be upon him, are
|l anguage and Riyadh is its capital.?o

“Ghi at h Al ahmad, Meitlitat and GeneticeCenfidéntiality in tthe Saudi Research
Biobank: An Exploratory Survey (2016)ternational Journal of Medical Informati&y.



1.2 Research Questions and Objectives

Information technology (IT) revolution has improved the quality of medical care in
many countries. Nevertheless, the increase in the use of modern information
technologies in the carof patients around the globe presents a threat to the safety
ofpatent¢ pri vate i nformation. Therefore,
guestion: How adequate is the legal protectiomfanagingoatient confidentiality

under the Saudi Arabidagal system?

In order totackle the above question, the study reviews human rights in patient care
(especially as it relates to the right to patient confidentiality) and how this has been
definedunder the international human rights laws (IHR&sY at he same timgit
examineshe legal framework for the protection of patient confidentiality in Saudi
Arabia. The research aims to improve on the current framework for the protection
of patientsod right to confi detnhthatvall i ty
be dynamic inte face of contemporary challenges to patient confidentiakty

result of an increase in the use of information technology in the management of
pati ent s 0 Fg achiewmytthes aim, ahe atudy identifies the follovgn
objectives:

1 To define what is meant by patient confidentiality and how it is protected
by law;

1 To examine what lessons may be learnt fromliitieLs in so far as this is
not incompatible withth& h ar i 6 a h;

1 To determine whether the current Saudi Arabiawsl offer adequate
protecton for patient confidentiality in compliance with thepte test of
legality, legitimate aim and proportionality;

1 To identify current challenges that impair the adequacy of legal protection
for patient confidentiality and talentify gaps in the lawsind

5 This is discussed in detail in chapter three of this thesis.

t
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1 To advance appropriate recommendations geared towards improving the
protection for patientso6é right to confi

In pursuing these objectives, this study argues in support of a liberal interpretation

of Islamic principles to adance the right to patient confidentiality.

1.3 The Contextual Framework

TheS h a r, which tegulates Saudi Arabii derived from the Islamic traditich.

It o6indicates the moral code Shadisdbahi gi ou:
all-embracing where it embodies acts of devotidbhadah), commercial

transactions iu 6 a ma poldtidal) system giasah), marriage or family laws

(munakahata s wel |l as the concé&he$sa roifatedtfi f ences,
high premiumoned pra ect s an i ndividual s right to
privacy with a few exceptions. Furthermore, there are several regulatory protections

for personal data that are spread acdiisrentlegislatiors.? Recent advanceda

IT and the use of sadi mealia platforms have opened up a new vista in the
management of patientsd confidenti al i nfor
the Kingdom of Saudi Arabialn the same vein, the use of the internet among

HCPsis on the increas¥ For instance, ailable statistics show that as of 2018,

internet users in Saudi Arabia are around 30.25 million with about 25 million active

social media users.Furthermore, out of the nearly 25 million perstinsse are

active on social media, 18 million Saudis accassal media platforms on their

mobile devices? This number accounts for nearly 72 per cent of all social media

5The tSlnrm Ga@dedinterchangeablyit Islamic Law.

"Norazmi Anas, Ahmad Fadhir Dahan and Zuriani Yaac
Law Foundation Studentsd Atjurnatintetekr-14nd Percepti onsé
8Abdul azi z Al ufficidncy afdnformétiorhPeivacPr ot ect i on i n Saudi Arab
(2018) Unpublished doctoral dissertation, Indiana University, 4.

% Daniel R George, Anita M Navarro, Kelly K Stazyk, Melissa A Clark and Michael J Green,

O0Et hical Quandar i ensMedical GtuderascThirk d ek (dithsird’eersH o

Should (and Woul AJPN BEmpitical Bioeth2€8-7Y94193. 5 ( 2)

YChristina Beach Thielst, 0Social Media: Ubiquitou
(2011) 28(2)rontiers of Health Services Managent13

Gl obal Me dSiaau dlin sAirgahbti,a 6Soci al Media Statistics 201
<www.globalmediainsight.com/blog/saddiabiasociatmediastatistics/> accessed 21 July 2018.

12 | bid.



users in the countri?.In the same vein, there is increasing use of smartphones with
internet capability among HCPs in the Kingdom of SaudbixaFor instance, in

a study on medical interns and final year medical students conducted at the Qassim
University, Saudi Arabia, it s revealed that all 100 per cent of the participants
own smartphone¥.However,78 per cent of the participants claintedt they had

never used their smartphones to share paiemitifiable data withcolleagues
(whichcarrya r i sk t o mtalityiagwell & privacyd: Arfothed study

of mobile phone use among medical residents in Saudi Araebiag a cross
sectional multicentre surveyshowed that99 per cent othe participants were
mobile phone users with no significant difference ia hetween male and female

respondents?

Aside the potential risk to breach of confidentiality due to the use of informatio

technology being a global concern, the unique nature of the legal system in Saudi
Arabia calls for concern due toorthe coun
example, in aurvey conducted in the Middle East, it was reported tiativerage

cost of déa breach in the Saudi Arabia and the United Arab Emirates (UAE) stood

at $108.52 percapitdFr om t he United Kingdomdés per spe
crucial reports in thanainstream media witthe headlines implicating HCPs for

unprofessional conduct asresult of breaches of patient confidentiality on social

media platforms. Here are a few exampl es:
scrutiny after images show up oif®@nd ONursing students e
university after posting pictures of theehges with a human placenta on

F a ¢ e b'bAné&thed reported HCPs abuse of social media was an incident

13 bid.

“sSaleh Al garyan, 6Smart ph oSeetisnal®tmdy onAntens and si onal i s m:
Find-Year Medi cal S t IntetnationakJéurngl gf Mad&gl ReSe@rgh)and Health

Scienced98202 at 198

15 I bid.

YAmr Jamal, &éMobile Phone Use Among Medical Reside
Survey in SaudiMRAHebhiadhuHea(thB10 1 6) 4

YMinistry of Communications and I nformation Techno

Breach in Saudi Arabiand UAEG6 ( 2 0 1 Bitps://awwanricit.gavibsd/en/madia <
certer/news/92158 accessed 7 July 2020.

Kelly Jeyboer, 6Med Students Cadaveli RBOtos under
New Jersey Redlime NewgNew Jersey, 26 March 2010).
®“Daily Mail, éFour Nursing St uidgePicturssoExpel l ed from

Themselves Posing with dalfdMahadjanudy2dlent a on Faceboo


https://www.mcit.gov.sa/en/media-center/news/92153
https://www.mcit.gov.sa/en/media-center/news/92153

involving five nurses who were fired for Facebook postfidgsien hough there is

a dearth of decided cases involving breach of patient confidentiattgents like

the ones mentioned above raise the risk of possible breaches of patient
confidentialityin the care settingrhis possibility is a thorny issue particujafor

a jurisdiction such as Saudi Arabia.

On the positive side, Saudi Arabia, déspbeing a conservative and culturally
sensitive country! has witnessed spectacular progregbé@healthcare and stands
out among peers. Saudi Arabia is investingviigain electronic healthcare

information systems and aiming to build a single eleatrtvealth system in the

year 2020°As a r esul t 2diftrodBcian dfian etectraricimadical
information system, the use ofhealth involvement systems isecoming

widespread?

Interestingly, patients in Saudi Arabisshow increasing interesin e-health
management, and are happy with the use of health information technology to
manage their private data. A Saudi empirical study reveals rikatly three
quarters of the respondents showed interest in the electronic health information
system tamanage their caré.However, about an equal proportion (representing

67 per cent) expressed some concerns about the possibility of a data breach and

they areworried for their personal health information being stored orte.

2Jenni fer FieskFiodEidvé oNu BaubstldNoveknbeP20KIY i ngs 6

ZEmi rate News, 6Saudi Doct orEntrae2 B ¢Emidcdes Newsl f or Mol e
(21 September 2013).

22 This information is known to the author in the cause of his everyday busine$®alhcare

practitioner in Saudi Arabia.

Z2Eman Asiri, ¢é6Sharing Sensitive Healthddl nformati on
(2016)International Journal for Quality Healthcare.
24 |bid.

%0Ohoud Saad Al hammad, 6 As andBxpectatigns hwardgsat i ent sd At t i
Electronic Personal Health Records (EPHR) Systems in Secondary and Tertiary Hospitals in

Riyadh, SaudiAralei 6 (2017) < https:// macsphere. mcmaster.cal
April 2020.

26 |bid.



1.3.1 The Healthcare Profesional and Patient Relationship

It is not out of place to discuss the relationship between a patient and the HCP in a
study on patientonfidentiality. The HCPpatient relationship is an ancient one and
has developed over time. Apart from the expectahanthe HCP must have good
interpersonal skills, be a good listener, be trustful, compassionate and?¢#nimg,
HCP-patient relationship is a fiduciary one and requires utmost good faith and care.

It is regarded as a relationship built on the concepusf?®

Whilst there is no direct provision in tig@u r ® ar theSunnaf° that deals with
confidentiality of information obtained as a result of an H@dient relationship,

contemporary Islamic scholars have interpreted the statement of the Proptet (pea

be upon him (PBUH)) O6the one wAmaea counse
( t r Yite inferéa duy of trust on HCPs whdn the course of performing their

roles assume a fiduciary relationship with their patients. Thus, by analogy, anyone

who isentrusted with confidential information including HCPs, lawyers, bankers

and accountants is under a dugydiligently guard the information received in the

course of carrying out that duty. Akin to the Hippocratic &athluslim doctors

are required to takan oath not to disclose anythitigatthey see or hear in the

course of their engagement witte patients 23 The Hippocratic Oath, now referred

ZAnne Pr i p,-Helffidare Préfesdionat Relationship and Communication in the

Oncol ogy Outpati enCancgBblursingetl- 2. ( 2018) 41(5)

%Nicola Brennan, O0Tr ust iPatentRelatiordpaA Systecnatic Mapghgovi der
Review of t he EW5H&leterraonaBlausnal for Gualiy ih Bldalth Cag82-

688, 682.

®l't is the Muslimés holy barefrem AllAhGot)wmchisbel i eve t ha
usually foll owed by the | etters SWT (Suhanaho Wa T
exatel ) . The Qurdan was revealed to Allah (SWT)d&s me
It is divided into 30 sections, called Juand it contains 114 chapters (Surahs). All Muslim

schol ars agree that the Qur 6amytheSunhahe main source
30 The Sunnah is a collective term that refers to whatever the prophet Mohammed (PBUH) said,

did, approved or disappred doing, explicitly or implicitly. Generally, it usually refers to what he

said, while teaching his companions.

31 Sunan Alb Dawud, Book 43, Hadith 356.

2Physicians take an oath to among others, uphold t
confidential information. It forms part of theéorpus Hippocraticumwritten and collected during

the period between 460 an@@BBC which broadly forms the foundation for the structure of the

medical profession.

33 Nihayat AFRutbah 109 (2003).



to as the World Medical Association (WMA) Declaration of Gengvaegads in

part wihrespect thé saets that are confided in me, even after the patient

has The ldlamic Medical Association has on its part implemented a similar

oath for Muslim physician® Therein, Muslim physicians are required to state as

foll ows: 0 Take t leCrsatooochdll the heavens dng thenearthe , t h
andundertakeo repect the confidence and guard the secrets of all my pagients

The right to patient confidentialitiurther promotes trust and confidence. Trust on

the part of the HCP to protect the patiemd @onfidence on the part of the patient

to be able to discla@sinformation about their private lif8.Furthermore, the right

to confidentiality will aid the HCP to suc
diagnose it and properly plan for the ridime of treatment. HCPs must bear in

mind, while dealing withthe patientst hat o6trust is difficult

| o $%a&urthermore, confidential relationships must encourage openness, trust,

frank disclosure of althe possible relevant informatin betweerthe patient and

HCP to enable the latter to susce f ul | y tr eat the “Patientds

Therefore, the legal protection of patient confidentiality is of utmost importance.

1.3.2 Ethical Basis of Patient Confidentiality

Whilstitisotedthathep at i ent 6 s conf i duturet Soaetyandy 1 s a 1
legislation?! it is also a professional duty for the HCP just like other persuns

have a fiduciary responsibility. Every HCP owe an ethical duty to protect their

34 Adopted by tle 2 General Assembly of the World Medical Association, Geneva, Switzerland

in September 1948

Medi cal AW, O6oWMA fDe@enaervaatdi (2006) available at
<http://www.wma.néen/30publications/10policies/gl/index.htrdccessed-Rebruary 2016.

WD Ahmad, AElKadi and BA Zi kria, o06O0Oat hJoorialoftheMus!| i m Phy:
Islamic Medical Association of North Ameridhe new oath was presented at tfigd@nual
Convention of the Islamic Medical Association in Newark, NJ in 1976.

%7 1bid.

A Samuel s, o6Patient Oledcbleghledoutnaldl. i t y o
39 Shaun D Pattinsomedical Law and Ethic&™ ed.) (Sweet and Maxwell 2017) 189.
“YAH Fegusbwgl WtTiIhen of Confidentiality in the Unite
14(9) The Virtual Mentor738.

41 TC Tan and A AmmmaiRrivacy and Confidentiality in Neurosurgical Ethics in Practice:

Value Based Medicingpringer Berlin Heidelberg 2014) 62.

(2002) 70(4)


http://www.wma.net/en/30publications/10policies/g1/index.html

pat i en idéntal imfosnmafiorf?> From a consequentialist perstige,
protecting patient confidentiality could potentially maximise good consequences by
creating the trust in the patient to enattiat the patient make full disclosure of
health information which inturn, aids the HCPfor makng more accurate
understadingaboutt he pati ent dés ail ment and to
regimen®3 In order tobuild and sustain trust, virtue ethicists agree that the patient

recec

expects that the professional would respeott pat i ent 6s expectati or

would keepthep at i ent 6 s pr i v a*%an the otfeohand,afrom a n
utilitarian perspective, the concept of confidentiality is to maximise its utility by
encouraging the patient to open up to the HCP ae#t seedical assistanée.
Therefore, as an act of utilitarianism, it could allow for a breach of confidentiality

if doing sq it would maximise its utility or right/dutpased thathe fact that it
allows for weighing of individual right& In line with thecommon law, this apjaés

to the greater good for most people i.e. where it is for the public inférEsts,

there needs to be a balance when the private right to confidentiality should be

withheld in the interest of the public.

HCPs, as a matter of étk, owe their patens a duty to keep
information confidential. Based on the above, professional associations and
regulatory bodies in the healthcare industry have created professional codes to
guide their members. For instance, trei@ Commission for Ealth Specialties

has created a Professional Code of Ethics for Healthcare Profe¥sidnis.code
echoes the need to protect the patient confidentidtitthe same vein, in the UK

the General Medical Council and the British Medigakociation have palished

core guidance outlining the professional and ethical obligatiotiseafoctors to

maintain both confidentiality and privacy of their patientthe care setting

42 pieter van Dijk, Theory and Practice of the European Convention on Human Rightsl.)
(Instersentia 2006) 665.

SecCr e

he |

“CR Hooper, R I gbal and C Gass, O6Maternal Confiden

Dut y6 ( 2 Oustetics, Byhdedology aneproductive Meitine 108.

44 |bid.

45 |bid.

46 |bid.

47 |bid.

48 Saudi Commission for Health Specialities, Code of Ethics for Healthcare Practitioners (2014)



1.3.3 Legal Basis of Patient Confidentiality

The duty ofaHCPtoma i nt ai n pati ent s confidentialit
one is also a legal obligatiom an empirical study conducted in Saudi Arabia, a

26i tem questionnaire was developed wusing
Responsibilitied? The quesbnnaie covered among others, demographic details,
educational l evel , as well as questions r ¢
availability and i mpl ementati on o f pati e
confidentiality>® The results showed thatvhile majority of the patients were

concerneaf their rightsthey rarely exercised their rights as patiéhtsinderthe

Saudi law, any liability arising from breaches of confidentiality falls within the

scope of legal liability? As a general rule, HCRs Saudi Arabia are under a legal

duty to respect confidentiality of their j
wrongfully disclosed and doing so causes some type of harm to the patient, they

could have a cause of action againstitealthcargrovider forthe issue obreach

of confidentiality or other related tort3.

In other western jurisdictions, e.ghe UK, theright to confidentialitycould arise

as a result of the constitutional protection of privacy and confidentiality. It could as
well arise as a tortious liability or a breach of legislation governing patient
confidentiality rights. For example, under the common law, wrongful disclosure of
confidential information could constitute a legal wrong. It could directly result a

breach ofcontract, negligence, an equitable wrong or even a criminal offénce.

“Mi nistry of Health, Saudi Arabia, O0Patientdos Bill
available &< https://www.moh.gov.sa/ LAYOUTS/15/MOH/Internet/New/404/error.ktml

accessed 20 June 2016.

®Hassan S Halawany, Ohood S Al Towi h&r, OAwareness,
Implementéa i on of Patients6 Ri ght sThdSaudiRousnafdbrh, Saudi Ar a
Dental Researcth32137.

51 |bid.

Maj ed O Bamarouf, ©6éHealth Practitioner Breach of
available at <

https://www.academia.edu/39135959/Hkatfiractitioner_Breach_of Confidentiality in_Saudi A

rabig> accessed 6 July 2020.

53 bid.

%“BM Dickens and RtJhiCoo kqgv érL a®o rafniddnéEmationall i t yo (2000
Journal of Gynaecology and Obstetrig85
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There isin the same vein, a possibility of a breach of human rights or a professional
code of practic€ Where the physiciapatient relationship is contractual, an
implied term ofthe ayreement is that the physician will maintain the confidentiality

of disclosures that the patient makes for diagnosis or théfdpyother instances
where HCPs are paid by the healthcare institution or the government or its agency
without direct contactud ties with the patients, they may still owe an implied
general duty of care to the patients. Therefore, a deliberate or negligent breach may
make them liable for negligenééAn aggrieved patient relying on a breach of the

right to confidentialitymay brihg an action against the HCP or the employer.

Despite the various legal frameworks, there is now a universal legal test which can

be applied under the IHRLs.

1.3.4 To Share or Not to Share? The Dilemma of the HCP

HCPs may find themselves in some siiag entangled in a dilemma of whether
or not to disclose a pa,whoamatnétbeirolvedv at e i nf
directly in thatepathentdiugd ycarfe.maTme rae fna n
confidentiality may conflict with the duty to iofm a critical member of the health

team for the continuum care to be effectively maintained.

Under international human rights law, there is an imposed duty ofdentifality

on persons responsible for handltonng or proc
The responsible person and those involved at any stage of the processing of such

i nformation are obligated to madamt ai n t he
This obligation shall remain even after ending the relationship with the datatsubjec

or with the responsible perséh.

%5 1bid.

%6 |bid.

5 1bid.

%8 The Malrid Resolution: Joint Proposal for a Draft of International Standards on the Protection
of Privacy with Regard to the Praxging of Personal Data (2009).
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The right to confidentiality in Saudi Arabia is governed byShe a r Urder the

S h a r, ithé ight to confidentiality is naibsolute’® The recognised exceptions
includethecases in which the patient has consetadbe disclosure or where doing

so is in the patientodés best interfest or
or thecases in which the health of a spewr the public is at risk, especially in the

prevention of an infectious diseasecrime®?

Contemporary Muslim jurists have based the exceptions on various juristic rules.

These include 6choosing the | es®ad evil

p

or

the notion that the O6publ i Hdwavergtheest over

jurists did not disclose the modus for evaluating the degree of harm nor the
distinction between major and minor harmwhich are relevant factors for
determining te 6r i ghtnessd or Owrongnessod of
compared to the principles of fability and the magnitude of potential hathin

a fatwa® for instancethe jurists affirmed thata breach of confidentiality may
become justifiablgf the harm of maintaining confidentiality overrides its benefits

by allowing the commission of lessevil to avoid the greater one and for an
overriding public interestwhich favours enduring individd harm to prevent

public harm or safeguard the public intef®dt.is imperative to note thathere is

a dearth of literaturevhich provides clues to slw when it is enough to justify a

breach of confidentiality under Islamic law adsvis, what is aplicableunder the

a

IHRLs.5” Forinstancethest udi es such as 6 A36MRAS$ DSndh n@onf i

%9 Some exceptions are largely adopted ffatwas.See AalAwadhi , 61 sl amic Univer sa

of Med c al He a | t hislaic Diganisafion fo2Medical )Sciencés-79.

80 For example, the prevention of crime, in tloense of criminal investigations or to provide
evidence in a court of law.

61 A al-Awadhi, op cit (note 59).

2A Ahmad, oOBlreaachingomnffi dentiality and its Effects

(2007) unpublished PhD thesis;Athar University.

Tlbn Taymia Mai moua Fatwa (Collection of | bn Taymi

84T Beauchamp and J Childregsjnciples of Biomedical Ethig@®xford University Press 2009)

307.

85 A fatwa is a ruling on a point of Islamic law given by a recognised authority.

66 Resoluions and Recommendations of the Council of the Islamic Figh Acadéntgrnational

Islamic Figh Academy (1993) Decision No. 79 @QCavailable at <
http://www.fighacademy.org.saiaccessed 31 August 2015.

57 The European model is discussed in chapter two of this thesis.

%G Gillet, 6AI DS andJApmmPhiloslB20nt i al i tyo (1987) 4
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a Duty t%a nRbrtetbdr eotto Telb breachig confidentiality with clients

wi t h HI V “%havd createdaSlightly different view bktissue from that

of the Islamic viewpoint. Furthermore, Islanfiadwashave not explored concerns
about the disclosure of genetic information to third paraesissue that is very
important in modern medicine and which has been investigated by Western
researcher§ Nevertheless, the IHRL creates a relevant legal bridge between the

Saudi and Western legal systems.

1.3.5 Sharing Patient Information in the Healhcare Team

There is a general presumption that a patient has given implied consgmriog

confidential information among health care team memf3dise multidisciplinary

team or 6 ¢’ as it is ealledl in otbea jursdictiorthat includes he

individuals and activities related to the care and treatment of a patient and covers

related activities such as laboratory work and professional or case consultation with

ot her health care provider s.nahdngtheef or e, sh
has become imperative to ensure a smooth and rapid transition during the

continuum of care.

Where a statute provides for a statutory duty to disabdserwiseconfidential
information under some defined circumstances or allows for disclasweuld

not constitute a breach of confidentiality if disclosure ensues in such situations.
Examples of statutory authorisations include the reporting of infectious di¢éases,
where there is a serious risk to oth€rstating of the underlying causédeath in

a death certificate, notification of birth and dedfhand reporting of alcohol

®Hasting Centre, 6Hasting -Z%ntre Reportodo Report 17
™K Hook and JL CI evel an dhing Gohfadenfiaty with Glients Not t o Tel |
with HIV and ABthksSadd Beliadod®e53819 ( 4 )

1T Beauchamp and J Childress, op(niite 64).

2KJ Breen, SM Cordner, CJ Thomson and VD Plucckfnd Medical Practice:

Professionalism, Ethics and Lg®2010) 73

3 bid.

“For example, S1 2010/569, United Kingdomdéds Health
2010. See also Public Health (Control of Diseases) Act 1984 (as amended) by Part 3 of the Health

and Social Care Act 2008.

5 Section 22 (2) (d) (ii), Halth Act 1999

76 Under the provisions of the Births and Deaths Registration Act of 1953
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consumption related road traffic accideft©ther exceptions include the interest
of improving patient care or in the public inter&sgreating a database for
surveillance andnalysis of health and dised8¢p prevent acts of terrorism, or for
apprehending or sedng the prosecution or conviction of suspected crimifials.
Despite the multiple possible ledadsesa single framework of evaluation can be
enshined under the IHR.

1.4 The Significance of the Study

Apart from being an offshoot of the right to privacy, patient confidentiality is an
integral part of modern society.Patient confidentiality plays a pivotal role in
society. There is, thereforenaed to ensure ththis right to patient confidentiality

iIs upheld in the face of the increasing use of modern forms of information
technology. Theuse of IT systems by HCPs poseghallenge to the protection
offered by laws in conservative jurisdict@rThe case of Saudrabia calls more

for concern considering the nature of its unique legal system.

Whereas the legal protection for patient confidentiality is robust and more elaborate

in the West, there is a need to investigate how modern technologsffact patient
confidentiality in a | egal system such as
recommendations. In Saudi Arabia, a breach of confidentiality is only a criminal

offence® This is in contradistinction with what is applicable in other legsiesns

where a bredtof patient confidentiality gives rise to both a criminal offence and a

"7 Under the provisions of the Road Traffic Act of 1988

8 See section 60, Health and Social Care Act 2001 which empowers the Secretary of State to

make regulations allowg processingfgatient information in such circumstances if considered

necessary or expedient to do so.

® Under the Health Service (Control of Patient Information) Regulation 2002

80 See section 18 of the Prevention of Terrorism Act 1989 which makesffemte to fdito

disclose information which might assist in preventing acts of terrorism.

81 isa H Collingwood, O6éPrivacy Protection under the
Chall enges Raised by Online Co3mmpubliske®iDi ng Bet ween
Thesis Kingston University 37.

82 See Article 21 of the Law of Practicing Healthcare Professidrese HCPs are under a duty to

maintain confidentiality of the patientds [private
criminal offence under Aitle 30 of the Law.
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tortious liability® The literature review conducted aspart of this studythat
reflects the fact thatthere is a dearth of legal writings on the right to patient

confidentiality n the Kingdom of Saudi Arabia.

This investigation is novel and unprecedentsithere has not been any doctrinal
study conducted on the subject in Saudi Arabia. This research, therefore, is an
attempt at evaluating the existing legal safeguards regatmght as well as the

duty for patient confidentiality in the Kingdom o&&di Arabia. The study seeks to

fill the gap in the literature by enriching the body of knowledge on the subject.

There is currently no comprehensive law under the Saudi Arldgahsystem that
specifically provides for information confidentiality extepome provisions
scattered here and there under some legislation. Some of the legislatimes
Article 40 of the Basic Law of Government which protects the privacy of
commurcation and prohibits confiscation, delay, surveillance or eavesdropping
excef in cases provided by the I&%In the same vein, the Telecom Act makes

provision to protect information exchanged via public telecom netwérks.

Furthermore, judicial precedenare not binding on lower courts in Saudi Arabia
unlike what applies in theommon law system. Thus, in Saudi Arabia, decisions
reached in Saudi courts do not establish binding precedents in the Kingdom. As a
result, there is no guarantee that a courbweh superior court will decide a
subsequent case with similar facts andesss theprevious case. This is because
adjudication is strictly on a case by case basis and in line with the interpretation of
the S h a r byétlehtrial judge.Accordingly, Article 48 of the Basic Law of

Government obliges the courts to:

éeapplyeshefr $lhari éah in the case th
them, in accordance with the precept
the Sunnah, and regulations decreed by the ruler which do not
contradict the Quréan and Sunnahteé

83 For example, under the common law, a breach of confidentiality could give rise to an action in
tort or for a breach of contract as well as a criminal charge.

84 Royal Decree 1992.

852007.
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The above could potentially result in onsistencies in the interpretation of the

laws. It appearsthat hese | mpedi ments could signific
access to justice. Other grey areas of the existingi 8atalprotection laws include

|l ack of statutoryrdenhahidabadobrtbaei sel msu
lack of requirement for a formal notification for registration before the processing

of the data in Saudi Arabia as well as the requiretmi®r registration before

processing data in the country means,thfareis no structured modality for

reporting breaches of personal data under any law in the country. There is a need,

therefore, to address these gaps to protect personal data imiiey £

1.5 Theoretical Underpinnings

This research builds on tvileeories. These are the theory of human rights in patient
care and the theory of human rights in Islam. These theories are briefly discussed
below:

1.5. 1 Human Rights in Patient Care

Since this research considers the right to confidentiality in therdatare context,

it is not out of place to consider human rights in patient care. Patient care deals with

the prevention, treatment and management of illness and the preservation of

physdcal and mental welbeing throughthe services offered by HCP$§? Human

rights in patient care refer to the Otheo
human rights princi pl8Humanaghtsinpatiept@dred ent car
recognise theHCPs are important actors whose rights must be respected st as

right of the patient to receive servigcashich further meet with international

standards set out in international and regional human rights norms and

8 Muhammad Arif Saeed and MuharathAnum Saleeng Cy ber Secur ity and Data P
i n Saudi AFinaicierVorldyidseVdldble at <vww.financierworldwide.com/cyber
securtyand-dataprivacylaw-in-saudiarabia® accessed 22 July 2018.

8%Heal th and Human Rights Resource Guide, OHow is P
< https://www.hhrguide.org/2014/02)4estingpagel/> accessed 28 April 2020.
%Jonathan Cohen and Tama Ezer, O6Human Rights in Pa

Framewor k 6 Healthdn®HumdnRigHts)
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agreement®’ Confidentiality is cucial for patients seeking diagnosis and treatment
of illnesses wth which stigma is attached, such as HIV/AIDS and mental iliffess.
From a standard point of international law, human rights in this context are two
way traffic. Furthermore, the right to paicy and confidentialitywhich is the crux

of thisresearchis provided for in the International Covenant on Civil and Political
Rights (ICCPR}! and Covenants on the Rights of the Child (CR@)ich are
accepted by Saudi Arabialt is noteworthy thatthese rights may be violated in

any of the following situatior{&

Patient medical information is available to all staff;
{1 Patientsare forced to disclose their medical diagnosis to their employer to
obtain leave from work;

1 Medical examinations take placepablic conditions etc.

Building on the above, this study examines how a model can be structured to
consider the above groundgheinterpretation and evaluation of the international
human rights as ex ehapbeénfsaleeted fodwtudydnd ot r i pl e

emphasis is placed on lessons learnt.

1.5.2 Human Rights in Islam

Given the peculiarity of the Saudi Arabiamg& system, it is pertinent to consider
the concept of human rights in Islam. Humaghts in Islam arederived from
divinity. The concept of human rights is not exclusively a Western CofftEpére

are numerous verses from fQas r dhat show that Islam has come to free human
beings from any bondadeIn Islam, human rights simply mean the natural rights

which have been ordad by Allah (God). Man enjoys these rights for being

89 |bid.

9 Health and Human Rights Resource Guide, op cit (note 87).
91 Art 17(1) ICCPR

92 Art 16(1) CRC

9 Jonathan Cohen and Tama Ezer, op cit (note 88).

“M Berween, O6The Fundamental Human TRieghts: An |sl a
International Journal of Human Rightl-79, 62.
% |bid.
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human®® These rights are granted by God and not bylagislative assembly or
king.®’ It is noteworthy thatthe recognition of the inherent dignity of human beings

is unambiguously corroborated by 1@a r 6% n

However, there is a need to identify possible mechanisms within Islamic law for
the realisabn of the practical implementation of international human rights in the
domestic forum of Muslim states that ap@yh a r or éspduts of it This stem

from the fact thgtunder traditionalS h a r, ithé eahly Islamic jurists addressed
issues related tbuman rights within the general framework of rights and duties

without codifying or listing specific human rights guaranteed bysttea r.%*°6 a h

It is beleved thatthrough a liberal interpretation of teh a r, it i6 adsbpossible
to accept the idea ohanagingpatient confidentiality as expressed in IHRIhis
is because, as Viljanen puts it succinctly:

AThe necessary el ementernaidnal devel opm
human rights in any context and by any actors, whetitgonally,

regionally or universally, is the interpretation in light of present

day conditions and requiring the increasingly high standard in the

area of the protection of human rights daddamental liberties

correspondingly and inevitably requiring egiter firmness in

assessing breaches of the fundamental values of democratic

soci &t ies. o

1.6 Research Methodology

This section discusses the apprqoaatopted for this research. It dabessand the
ways thatthe rationale for choosing the method é&msessing the legal protection

% |bid.

Abr oo Aman, s6Hunmalns |Raingihct Pletersagoerattournalefé (2016) 2
Humanities and Social Science Reseédtth

®Mashood Baderin, o¢6ldentifying Possible Mechani sms
Protection of Human RightsinMusli St at e s 6 (rlandDQuarterly & Huxhart Righats

329.

9 |bid.

100 |pid.,

YJjukka Viljanen, 6The RuraeRighttastiDeseEair opean Court o
I nternational Human Rights Lawbé (2008) 62 Cuaderno

Furi6 Ceriol 1 62/63 249(265).
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of patient confidentiality in Saudi Arabia. Following the research question

formulated for the study which is: how adequate is the legal protection for patient
confidentiality under the Saudi Arabian legal system? The stddyta a desktop

library approach to provide a solution to the research prqobiltinch identifies the

factthatani ncr ease in the use of modern inform

confidential data at risk.

The study primarily focuses on the proteatiof patient confidentiality provided
under the Saudi Arabian legal system. The research evaluates these laws,
regulations and policies to reach a conclusion and make recommendations. The
researcher adopts a legal research style. The methodology foesharch is a

doctrinal approach.

Legal research makes a distinction between primary and secondary $turces.
However, there is a distinction between primary sources of law in the West and
under Islamic law. In the West, primary sources of law includeslation, court
decisionst®® and regulations that form the basis of legal doctrine. Secondary
sources, on the other hand, are works which are themselves not law but which
discuss and analyse kEgdoctrine. Under th8 h a r sysieanhon the other hand,
thetwo primary and transmitted sources of law areQhe r dtlze mevealed book)

and theSunnah(sayings and deeds of the Prophet (PBUH)). The combination of
the two crucial surees is seen as ink between reason and revelati8fThe

Qu r Gsaansidered as the most important and sacred source of Islantf® law.
compriseof over500 legal verses that explicitly set out legal rulings that should
be applied by believer§®TheS h a r braadlyborsistsoft he pr ot ecti on of
life, mind, offspring, religion as well as property. It is noteworthy that only

Augustine Ari moro, 6é6The Role of -Rrigate i n th
Partnership @®jects in Nigeria: Lessos from South Africad (2018
University of Cape Town 10.

103The unique nature of the Saudi Arabian legal system means that court decisions are not
regarded as a source of law as the common law notistaddecisishas no place inslamic law.

e Succes
) unpubl

“Rafat Y Alwazna, 6élslamic Law: | ts Sources, Inter
Written i n Efntinatienal dourfalod SedidpticsDfA RB1-260 at 251.

105 |pid.

106\WB Hallag,An Introducton to Islamic LawCambrige University Press 2009) 26.

107 |bid.

19



limited legal rulings stated ih h e  Qand tbeS8umnahhave a definitive nature.
The body of Islamic law is contingent upon the views ¢dnisc jurists or the
reasoning of the juris referred to agsulal-Figh. While theQ u r @aesinot make
any explicit or implicit legal provisions in a majority of areas, it nonetheless helps

to support the system &h a r.186 a h

According to the Sunni sdols of Islamic jurisprudence, the secondary sources of
law are the consensus of the companions of the Prophet (PBUH). These are referred
to as the consensus of commentators amrasolvegoint of law!lt is important,
therefae, to note the difference) between the primary sources of law under the

common law for instance andtBeh ar.i 6 a h

Upon identifying the difference between the legal systemdhatbe pplied in

Saudi Arabia and those in the West in the first chaptiisthesis, the study bas

with an introduction of the unique nature of the Saudi Arabian legal system and the
need for protecting patient confidentiality given the increase in the use of
information technology by HCPs. A comprehensive literatureeretollows in the
succeedig chapters to analyse the legal protection foanaging patient

confidentiality both from the Western and Saudi Arabian point of views.

Following from the above, the ethical practice for HCPs and human rights in Islam
are idenfied as the conceptual csinuct uponwhich the study rests. Furthermore,
consequent upon the review of the literature, the research question, aim and
objectives for the research were developed. The study adopts a doctrinal method of
legal research to afyse legal sources. A lagiumber of documents derived from
primary and secondary sources were also reviewed. The primary sources are made
up of theQu r fSumahand statutes while the secondary sources include the
consensus of Islamic jurists, texttso journal articles, workg papers, theses,

newspaper articles and reports, magazines, government publications and other

108 Rafat Y Alwazna, op cit (note 104).
109 Tallyn Gray (ed.))slam and International Criminal Law and Justi¢Eorkel Opshal Academic
EPublisher 2018) 33.
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materials available via online sources. The study concludes with the findings and

recommendations for practice and provides diredborfuture studies.

1.7 Research Plan and Structure

This study is divided into seven chapters. Each of the chapters is briefly described

below:

Chapter One This is a general introduction to the research. It describes the
research problem, identifies the research questioiifjggshe research, introduces

the literature, expounds on the theoretical framework on which the substructure of
the study rests. Furthermorbetchaptestatesaboutthe methodology adopted for

the research and descritbe structure of the research.elthapter also introduces

the concept of confidentiality as it relates to the HCP.

Chapter two: The second chapter of the study presents aweMi¢he concept and
practice of patient confidentiality. The chapter identifies such aspects as patient
confidentiality among HCPs. It discusses patient confidentiality both from Western
and the Saudi Arabian perspectives. An attempt is made to intrdtriceader to

the practice in other jurisdictions as well as in Saudi Arabia. The reference to patient
confidertiality in Western countries is to highlight the practice in those
jurisdictions. The aim is not to draw comparisons but to show to what eassphls

can be learnt from thiBiRLs to justify a liberal interpretation of the rules in Saudi
Arabia. The tripé tests for ascertaining whether the limitation of a fundamental

right is justifiable arelso introduced in chapter two of this thesis.

Chapter Three: Here the study reviews the Saudi Arabian laws on patient
confidentiality within the context of domesiislamic) regional and international
human rights law. The laws are examined to uncover whether or not they measure
up to the standard requiréolr protecting patient confidentiality in contemporary

times given the increasing use of IT systems in heakhmactice.
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Chapter Four and Chapter Five The fourth and fifth chapters review and assess
the adequacy of Saudi Arabian laws on privacy amdfidgentiality and those

specifically dealing with patient confidentiality respectively.

Chapter Six Thesixh chapter reviews and assesses
which includesthe professional ethics and codes as well as administrative
regulationsand other controls available to ensure adequate protection of the

patientds confidential dat a.

Chapter Seven This chapter of the research discusses the new challenges to the
protection of patient confidentiality especially the role and influence ohé¢he
information management technologies including social media platforms and

electronic health information sigsns.

Chapter Eight: The final chapter of thetudyrepresents a summary of the findings,

observations, conclusions and recommendations.

1.8 Sope, Limitations and Challenges Encountered

This thesis focuses on the legal protection to patient confadiépntinder the Saudi
Arabian legal system taking into cognisance evolving developments in information
technology systems. The need for tlaev to catch up with the fast pace of

technology is the bedrock upon which this study is built.

While the focus othe research is not restricted to patient confidentiality in the use
of electronic information system or the use of social media platfah@scope of

the thesis is limited in certain respects. Rrsthis thesis is concerned with the

t

pati entrstdi alointfyi deend not tpgderselpaheriwerdst 6 s r i gh

this research deals with data protection as against spatial prigaty. Secondly,
although confidentiality may be addressed through the prism of legal regulation,
ethical selreguation and privacyenhancing technology, the study is about legal
protection to patient confidentiality under the Saudi Arabian legal sydteis
worthy of note as well that under the Saudi Arabian law of Healthcare Professions,
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the Ethical Code is embddd as being a part of the law to the extent that
compliance with the ethic is considered as compliance with thé'faw.

Furthermore, while this study is not a comparative study, reference to international
and regional instrumen(s.g., the ECHRis made ér lessons that can be learnt that
IS not incompatible with the tenets of t8eéh a r. Besidels, the research considers

other areas of law outside the scope of the research topic to advance arguments.

The study is limited by the paucity of literature frtime Saudi Arabian perspective.
The dearth of literature is compounded by the fact that some of the available
literatureis written in the Arabic language. Other areas of limitation include the
nonavailability of judicial precedents to use for the studg do the unique legal

system in Saudi Arabia.

1.9 Conclusion

This chapter encapsulates the framework of the studiytritduces the reader to
the unique nature of t he Saudi Ar abi
confidentiality. It is noted @t whilst the right to confidentiality is an offshoot of

the right to privacy, this research deals with the right tdidentiality and does not
undertake a broad approach. The chapter examines human rights in patient care as
well as human rights undettasic law; as the bedrock upon which the study builds.
Some points to note from the first chapter include the fachtiratin rights are not
exclusively Western and that human rights can be traced to divine laws as it is
indisputable that Islam providescgnition for human rights as one of the tenets

of faith prescribed in th@ u r GmdrtheSunnah The thesis argues fer liberal
interpretation of thé&s h a r pridcplbs to accommodate human rights provisions

in the protection of the right to patient ¢oientiality.

10 For instance, under Arts 31 and 32 of the Law of Practisirajthizare Professions, non
compliance with the ethics of the healthcare profession is an offence that could attract a
disciplinary liability.
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Furthermore, the unique nature of the Saudi Arabian legal system means that there
are no judicial preceas to rely on for the study as well the fact that there is a
paucity of literature strictly from the Saudi Arabian perspective. Thiemmbtes
particularly that the increase in the use of new forms of information technology and
the advancements achievadhe use of electronic healthcare management systems
vis-&vis the right of the patient to confidentiality makes this research gerrithe

chapter includes the research question, the aim and objective(s) for the research, the
methodology adopted for ¢hstudy, the research plan and structure as well as the
scope and limitations for thesearchThe next chapter discusses understanding
patient confidentiality rights as well as tests developeder the international

human rights law$or the protectiorof human rights.
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CHAPTER TWO

UNDERSTANDI NG PATI ENTS6 CONFI DE
AND THE TESTS FOR LIMITATION OF HUMA N
RIGHTS

2.1 Introduction

The second chapter of this thesis appraises the concept of confidentiality and the
tests for the limitation of human rights. Various aspects, including the law
relating to the right to patient confidentiality, are introduaed discussed in this
chapter. The chapter also discusses the tests develomkt IHRL for the
limitation of human rights to show what lessons can benid¢a develop a Saudi
Arabian model that is compliant with the tenets of $hé a r iTlisachapter
introduces the gist of the study as weltlagelopgliscussion in successive chapters

of the thesis.

2.2. Patient confidentiality or privacy?

As severalf earlier on alluded to, the focal point of this research is on
confidentiality rather than privacyA bulk of this study centres on the duty of

mai ntaining patient confidentiality and, t
is fundamental to the pfessional relationship between the patient and the

healthcare professional. But many at times, wal fempted to use the terms

@orivacyd and &onfidentialityd interchangeably as if they bear one and the same

meaning or connotation. The terms privacy amshfidentiality are sometimes

distinguished on the basis that privacy refers to physical matterde whi

111 For this review, the researcher conducted seatioH&soks, journal articles, government
publications and othesources. A variety of these materials are available in print form and
electronic form online. While there is a wide literature available on the subject that is published in
the West, there ispaucity of literature on the right to patient confidentialitym the Saudi

Arabian perspective. Furthermore, a large chunk of the literature in Saudi Arabia on the subject is
written in Arabic. The writer commissioned a translator to translate sorhe afdterials which

also formed part of the literature reviewed.
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confidentiality refers to informational materfdf. According tothe construction, it

would seem to denote that a stranger walk into a consultingaim and sees a

patient being examined by a doctor, the pe
sane stranger | ater picks up the patientos

It might not necessarily be as simple as that.

Although the two congas were both derived from ethical principles of respect for
the autonomy of persons, the desire taqydod (beneficence), and the principle of
trust}3there is a distinction between the two, although, afesminglyunclear'
In other words, a sort distinction without differencgt could be argued that, while
privacy of information is construed ag@neral concepivhichfurtherreflects both
the individual and public interest in the ability to kgaprvateinformation away
from public view, confidentiality, on the other haiichas to do with relationships

and the rules that govern how informatisrshared within them.

This setion tries to clarify further that, although the two concepts bear similarities,
there are significant differences in their definition and impact within the context of
the professional relationship between the patient andadthtare professional.
Anothersignificance of this section is to identify the focal point of Saudi Arabian
protection to patient confidentiality, i.e., is it about privacy, or confidentiality, or a
combination of both? Consequently, it is noteworthyhat point that, our focus is
largely on data protection rather than physical privacy protection. It is, therefore,
instructive to digress a little bit and review the concept, definitions and differences
(and similarities, if any) between privacy and coefitiality to enable us buttress

our chace of data protection as our focus as against privacy.

Ly SySGK 2 D22RYFY YR whkyR2fLK ! aiffSNE WOGKAOa
YR hdziO02YSaQ Ay 9 RgI| Mito (eds)Bikngetidalifofmiatiss QoyipRterwl YSa W /
Applications in Halth Care and Biomedicitfgrd edn, Springer, New York, NY 2096379402

U3For more details, se¢: dza 'y C2f { YI Yy Wt RIQINAQE . NS/ BEHFNRAY § & If
Susan Folkman (ed$jthics inesearch with human participan{dst edn, American Psycological

Association 2000)

4Donna Knapp van Bogaeyd&k D! h3dzyolye2z W 2y FARSYGAFEAGE | YR
SATFSNBYOSKQ ounndpd pm {2dziK ! FNAOFIY ClFYAf& t NI OGA
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2.2.1. Privacy

Among all the human rights in the international catalogue, privacy is perhaps the
most difficult to definé!® Not only is the difference betweeniyacy and
confidentiality blur ed but defining the term o&éprivac
difficulties. No one knows what is meant@yivacyd'®because, perhaps, no single
workable definition can be offered and that privacy may take different forms that
are related to one another family resemblance¥. For instance, what this study
refers toas @hameleoriked word privacy may denote a wide range of wildly
dissimilar issues that range from confidentiality of personal information to
reproductiveautonomy**® while others have lamesd that the term tends to be
ambiguous, momentary? elusive!?® and variablé?!

When considered generally, privacy protection is frequently seen as a way of
controlling access to a person's private affairs which mewde an information
privacy, bodily privacy and territorial privacy? Information privacy governs the
collection and handling of sensitive personal data such as credit information and
medical records, while bodily privacy is concerned with the protection of people's
body against invasive procedures such as drug testingaatgt searches. On the
other hand, privacy of communications covers the security and control of access to
all forms of communication such as mails, telephones, email etc., while territorial
privacy sets limits on intrusion into the territorial space sastthe workplace or

public spacé??

115 James Michael, Privacy and Human Rights, UNESCO 1994 p.1.

116 judithJarvis Thomson. The right to privacy. In: Privacy, Raymond Wack$9@8. V 1, 22.

W5l yASt W {2f2@Ss V! WHRGMNBbiVergitR Rrgsg May SO0GVE Q wHA Ny 8
LegalStudies Research Paper No. 420p. 1

W Af ALY w .S+ ABME MW RFENRdINA2YAY 66KS | yRaE 2F D2@S
onMeOKFYyA&aYa TF2NJ t NA G O& tNRGSOGA2YQ o@mdppO n 2 At A
458)

19 w aAfft SNE WeKS 2ValddzdENE 2 y5 [N GFHORl & YR 52aaASNA
of Michigan Press, Ann Arbor, Mich. 261.

1204 Britz and M Ackermanimformation, Ethicgind the Law(Van Schaik 2006)
<http://www.vanschaiknet.com/book/vie//146> accessed 22 July 2018.

PiTomGeré 8 5 WwWSRSTFAYAY I t NA @ O Liketiesd aw Review2331 | NI NR / A
<https://www.ncjrs.gov/App/Publications/abstract.aspx?ID=46755> accessed 22 July 2018.

122 Simon Davies "Big Brother: Britain's web of surveillance and the new tedicalorder",

Pan, London, 1996 p. 23
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Under other jurisdictionghe ECHR has not specifically defoshevhat a private life
denotes for the purpose of attaching a legal right or duty to it. Howewers ialso

held that, private life is a broad term andsit®pe is not exhaustive covering both
the physical and psychological integrity of a person, guarantees of personal
autonomy, personal privacy, identity, integrity, development!?4la. the case of
public figures, their privacy is limited to those are&their private life where it is
obvious that they wanted to be aldé2Often, privacyhave been referred to in
several nomenclatures includiddpat which is no one's busine®€ dhe right to

be ld alone@d?’ or, a @person's interest in controlling hetr people's access to
information about him or herse¥?® or ¢he condition of not having undocumented
personal knowledge about one possessed by dif&nother viewconsiders
privacy as being invadedhen people approach an individual so that they ca
examine his or her body, behaviour or interpersonal relations. Preserving privacy
in such cases would entail the creation of a physical barrier between the individual
and otherst® Recently,the Indian Spreme Court irPuttaswamy and Anr. vs
Union of India And Ors defined privacy as

fiThe ultimate expression of the sanctity of the individlials a
constitutional value which straddles across the spectrum of
fundamental rights and protects for the indidal a zone of choice
andsefd et er mi*®hati on. o

124 Pretty v The United Kingdof2002) ECHR para.&ee alsdieter van Dijk and otherheory

and Practice of the European Convention on HuRights(5th edn, Instersentia 2006)
<http://intersentia.com/en/theory-and-practiceof-the-europeanconvenion-on-humanrights-
5th-edition-paperback.html> accessed 22 June 2p1865Citation}

125\/on Hanover v Germany (2004) ECHR.pa# 76

126 For more details, se&vVdzRA G K 2 F 3y SNJ 5S/ Sg3 WEeKS {BABIS 2F t NA DI
Law and Philosophy 145.

127ps per U.S. Supreme Court Justice Louis Brandeis in the 1890s, qussedial Warren and

Louis Brandeis, "The right to privacy", Harvard Law Review 4, 1890 pj2293 Scott Burris,

'Healthcare Privacy & Confidenlitg: The Complete Legal Guide' (1995) 16 Journal of Legal

Medicine.

128 sysan Folkman, 'Privacy and Confidaityi.', Ethics in research with human participafist

edn, American Psychological Association 2000).

1292 1 ¢t NBYydz W!' bS¢g S5STFAYAGAZ2Y 2F t NA@H O F2N) GKS |
306)
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American Ethnologist 551

131 http://supremecourtofindia.nic.in/pdf/jud/ALL %20WP(C)%20N0.494%200f

%202012%20Right%® %20Privacy.pdf
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It has also been proposed that privacy may
freely under what circumstances and to what extent they will expose themselves,

their attitude and their behaviour to eth 82, Te Caldicott Reportn the UK,

althowgh lamented about its failure to findvaholly satisfactory statutory definition

of privacypproposed adacceptablélegal definition of privacy as

fiTheright of the individual to be protected against istan into
his personal life or affairs, or those of his family, by direct physical
means or by publi¥® ation of informat.|

Accordingly, even when a zone of interaction is considered as beinig With
scope of public life, it may still fall withinhie scope of private lif€* if, for
instance, the activities are intentionally or knowingly recorded systematically or
permanently:3® A compilation of data on individuals may constitirtterferencea
breach of privacy3® except wherea monitoring is done whout recording®’
Likewise, a publication of materials beyond that which is foreseE&tenot
anticipated at the time of collectitf is serious interference witthe right to

privacy.

thas been argued that Warr entomivad/(ofBr andei s (
1890 )asdhe right to be left alorieseemingly ushered in the modern concept of
the privacy right*°1t could be safely surmised that privacy relateseorecy(the

32 plan F Westin, Privacy and Freedom, Atheneum, New York p. 7.

133 Report of the Committee on Privacy and Relaltéatters, Chairman David Calcutt Q©90,

Cmnd. 1102, London: HMSO, page 7.

134PG and JH v the United Kingdom [2001] ECHRP&ES. 39

135ibid. para. 57

136 SeeAmamu casat para. 6566 of 16/2/2000,Rotunacaseat para. 4344 of 5/4/2000 and

Peck casat para. 59 of 28/1/2003

137Herbecq and Associates llique desRekr i RS f QK 2 Y YE Appeald32900/965 3 w  (H

and 32201/96

138 peck casat para 59 of 28/1/2003

139 perry casat para. 4749 where a footage wasbtained without the consent of the person,

and it was not anticipated to be used for identification purpodev KSft R (2 Wy2dG | OO02NRA
f I 6Q EdanWllanéewith due procedures and protocols. (para482f 17/7/2003)
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extent of our accessibility to othersplitude(our popularity and othe6 s access t o
us) andanonymity(the extent of our being the subject of interest to otHéts).

Furthermore, the loss of privacy may not necessarily involve the disclosure of the

pai ent 6s private i nformation becobectse, one
of attention, even when no information is disclosed, and regardless of wtiether

attention is conscious, intentional or unintentional. Privésyrelated to our

concern oer our accessibility to others: the extent to which we are known to pthers

the extent to which others have physical access to us, and the extent to which we

are the subject of others' attentitf?.

Privacy relates tdhe persons and/or personhood, i@, personds right t
manage and control his/her certain emotionalnitog, or psychologicatspacé

and the ability of a patient to control personal information or to make decisions

about how his/her personal information is acces$é@hat is, itis the power to

aeny and/or grant accés® some (personally identifiablenformation about

himself orto control over who can experience him or observefitm.

Although the term privacy is first used in tort I&®the right to privacy is now one

of the fundamental human rights that is clearly captured under the UnitedsNation
Declaration on Human Rights (UDHRj, regional conventions/chartétsand
national constitutiorié® that protect a person's spatial privacy (e.g., of home) and

141 John Burrows and Cheer Ursuléedia Law in New Zealar{@th edn, Lexis 2010).

Lwdzi K DI @A&a2y s Wt NAGF O& | ydelawGunplA2rtA ia 2F [F6Q 6 wmd
<http://www.jstor.org/stable/795891?origin=crossref>.

Wt SGSNI { 2Ay(1StadSAys WOUKAOKE IyR {20Alf [/ KIfftSy:=
and others (eds)Medical Informatics: Knowledge Management and Data Mining in Biomedicine

(Spinger 2005) 144.<https://ai.arizona.edu/sites/ai/files/MIS596kapter_05.pdf> accessed 24

July 2018.

144 Britz and Ackermann (n 120).

“5pebuting firsti{ 2 F NNBY yR [ . NIYRSA&AZI We¢KS wiAIKAG G2 t NA
146 The Universal Declaration of Ham Rights of 10 December 1948 (General Assembly

resolution 217 A

147/ECHRArab Charter on HR etc
148E.g., Fourth Amendment to the U.S. Constitution (the Bill of Rights)
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informational prvacy against illegal interference by the governm&ht-or
instance, the UDHRS The Arab Charter on Human right¥ and the European
Convention on Human Rights (ECHR) have all give protection against

Grbitrary interference with privacy, family, home or correspond&nce

Accordingly, the Saudi Basic Law of Governance provides:

NThe $ate shall protect human rights in accordance with the

l sl amic hari éah. o

fiCorrespondence by telegraph and mail, telephone conversations,
and other means of communication shall be protected. They may
not be seized, delayed, viewed, or listened to exeagases set
forth in*the Law. 0

Therefore, the right to privacy is theniitation, placed on the right of others to have
access to information about, or the physical space, of an indivitddthough the
study does not intend to delve into téepaceé privacy rights as applied to the
fundamental rights to privacy, but in view of the cultural sensitivity of the Saudi
society with regard to spatial privacy, especially during interactions befpesple

of the opposite sex, we may examine how this unique iatricate interaction

affects the patientds confidentiality

Furthermore, it should be noted thide privacy limitation placed on information

is regarding unlawfuhccessather tha its unlawfulsharingwith (or disclosureto)

third parties,which comes within the ambit of confidentiality. However, the
healthcare professional in Saudi Arabia, just like elsewhere, might be at the risk of

br eachi ngprivacyqghttunlessma&/ e accesses the patient

information upon the ssumption of a professional relationship of the patient. It

9] 2dzZh 4 9PSNROAYS | YR 2A0KINEI AWt NIEBIOKE (HKySANI /LEYOF A6RShy

Psychologist 828.

150 Article 12

151 Article 17, Arab Charter on Human Rights (adopted in Cairo on) 15 September 1994
152 Article 8 ofTheEuropean Corention on Human RightECHR), 4.11.1950

98 NIIAOES HcecE {FdzRA . F&AO [6 2F D2OSNYIFyOSs wzeél f

March 1992 Published in Umm@ura Gazette No. 3397 2 Ramadan 1418HWarch 1992
154 Article 40, Saudi Basic Law of Goveen

BSRa’k St a WFHYSazr WwW2Ke tNAGIOe La LYLRNIZ2)GQ d6mMdTpod n

<https://www.jstor.org/stable/2265077> accessed 24 July 2018.
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woul d seem, therefore, to be a breach of |
care professional |eledtrenig mddicayrecard, orédlegalle s a pat
obt ai ns aedigalarecords rile 6r someone eavesdrops and listens to a
conversation between a patient and her doctor. It would, however, be different if,

the access was made possible by an unjustifiedodisid by someone who had

legally accessed the information. such a case, the persowho made the

unjustified disclosurewould have been in breach obnfidentialityright, rather

than privacy right because the access was legal.

2.2.2. Confidentiality

The second arm of the human right to privacy is the contraltbeedisclosure to

thethird party, of personal information already lawfully accessed. Confidentiality

has been defined @the careful husbandry of personal informatibiy,or as the

dutytomai ntain patientés private iomf or mati ol
relationship®” More specifically, confidentiality implies the protection of

personally identifiable information against access or knowledge by any
unauthorised third party®

The information sought to be protected must be unique to that particulanpéas

opposed to information that could be attributable to any person qua p&t$oing.

| awf ul access to patientds privknde data ¢
further creates awbligation or a commitment by the healthcarefessional$o

keep that data in confidend&? Confidentiality then may imply two domains: that

which is private (or known only to the individual) and that which is public (that

which is dready known to the public). The doctor may be justified in breaching the

duty in the public interest and, any personal information which is already in the

public domain, as in newspaper articles, is not considered ptNateis exception

156 020G . dzNNAaAZX WI SFHEGKOFNB t NAGIFOé gl YT /2yFARSYD
Journal of Legal Medicine 44at 448)

<http://www.tandfonline.com/doi/abs/10.1080/01947649509510987>.

157 Fokman (n 113).

BCNF yOAa 5SS /fALIWISEST WeKS [Fg 2y 9f SOUGNRBYAO aSRAC
Electronic Signature Law Revigw2 <www.declippeleadvocaten.com> accessed 24 July 2018.

159 Everstine and others (n 149).

160\Winkektein (n 143).

161 parent (n 129).
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may also applyto any previously privileged information that was disclosed in
breach of confideraiity. That is to say that once it is published, no matter how, it

might no longer claim confidentiality.

As alluded to earlier on, sprddieated onghet o f
value of trust placed in a doctpatient relationship. The pant presupposes that

the doctor would, banking on this trust, refrains from revealing that private
information to others without his consent. Confidentiality, too, is fedngon the

et hical principle of autonomyinterestdas t he
the master/ruler of his secret. The patient should be able to decide freely what,
whether, how and to whom to disclod&t particularinformation about his/hre

health or treatment.

One of the key features of this studytesidentify thecircumstances that signify

breach of patient confidentiality and the remedies available to the aggrieved patient.
And a breach of patient confidentiality may arise at varieusls of managing the

pati ent 0s,which mayrinclade acquiring (colleotn), processing and

di sseminating of the patientds private

t hat ari ses because of i nvasion into the

The study realises thahformation collection generally involves surveillance and
history taking or interview. In the context of patient confidentiality, the manners in

which information is conveyed may beaf or m o f di scl osur e

of

pa

n

f

complant s and ot her patientds unique infor mat

requet s. The professional may al so access

physical, radiological and pathological examinations and evaluations. How the
information is a&quired could potentially lead to a privacy breach, while
confidentiality focuses mre on whether, to whom, and how that information is

furthertransmitted?62

162yan Bogadrand Ogunbanjo (n 114).
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On the other hand, information processing implies how the acquired information

Is stored, manipulated, and used. This process may inageegatingthe

information (the groupig of various pieces of information about the patient) and
identificationor linking the aggregated information to the patient. At these stages,

two challenges may lead to a potential breach of confidentidtisgcurityand

Secondary us¥® Insecurity may arise from the failure to protect stored

information from improper accesgjile secondary use is the use of data for a

di fferent pur pose wi%lirhsooch situationse thepeavbulde nt 6s ¢
appear to be a case of breach of privagdyere an idividual takes advantage of the

insecurity and, illegally invades into ammlc qui res the patientos
information. On the other hand, it would seem to be a breach of confidentiality, if,

the professional or the health institution, having legadiyuired the information,

subjects it to insecurity and/or secondary usbwitu t t h epegfiaconsentnt 0 s

to a resultant disclosure to an unintended third party.

As we have pointed out earlier, the main premise of confidentiality duty is a
commitmentby the professional to keep a patient's information sethetrefore,

during the process of information dissemination, several actions could result in a

breach of confidentiality. This may include disclosure, exposure, increased
accessibility, appropriatn and distortionDisclosures considered a®vealing the
patientds truthful i nformation to others t
while exposure involves revealing patient's bodily functions. Conversely, an

increased accessibilityistaect of i ncreasing the avail abil
information to third parties while approp
information to serve other ulterior interest. Data distorgatails the distribution

of false or misleading iofmation about the patient. The worst form of illegal

disclossir e i's when the pati ent olackmaihd.,ohe mat i on i

W AGK ! fadA FAYLFY YR 2FfSSR ! 1t NPRKIYSXS WLYT2NY)
7 Computer and Information Science

<http://www.ccsenet.org/journal/index.php/cis/artile/view/38409> accesse®10ctober 2018.

W5 yASE W { 2f FBdhonlyof Rva@d® KSHNEEc WImpn | YABSNERAGE 27F t
Review

<https://www.law.upenn.edu/journals/lawreview/articles/volume154/issue3/Solovel54U.Pa.L.R
ev.477(2006).pdf> accessed 24 July 2018.
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threat to disclose personal informati$alt is only through an unlawful disclosure

of the information that a brela®f confidentiality becomes effective. As in other
contexts a supposed breach of confidentiality may be justified where the disclosure
is purportedly in the public interest or, if this information is already in the public
domain, as in the British casesCampbelt®®, and that oMosley vs News Group
Newspapers td.16’

It seems that the more we try to juxtapose the terms privacy and confidentiality the
more their distinctiveness becomes even more blurred. There is not a clearly
distinctive and definitive ifferentiation between théwo terms privacy and
confidertiality under the Saudi Arabian laws. Even when seen under other
jurisdictions l i ke t he UK®6 s | aws, t he
6confidentialityéd as r es peHaman RightsA\ctdescr i b
and, the Data Protection Act has resdltn more confusioff® Notwithstanding

the blurred distinction between the two, the takeaway is that privacy is about access
to spatial or informational space, while confidentiality is about dsseck of
information legally accessed pursuant to thetiaiahip of confidence between the
patient and the healthcare professional. Furthermore, confidentiality right derives
its origin from the right to privacy and not the other way around. Therefspitele

the attempts made above to clearly differentiatevéen the two concepts, in this
study, a reference to privacy or confidentiality @ri@ntationto an unlawful access

to or disclosure of patient confidential information (data protection). Unless
otherwise clearly delineated, the study does not deteepinysical privacy.

2.2.3.What is Patient Confidentiality?

Patient confidentiality 6éis central to th
their ati ertps ed e nt o tha prqieation of their pessonali g ht t

information, which under normal circumstances should remain strictly confidential

165hid.
16612004] UKHL 22

16712008] EWHC 1777 (QB), [2008] EMLR 20

168yan Bogaert and Ogunbanjo (n 114).

K Blightman, SE Griffiths and C Danbury, o6Patient
Justi fi ed ?British Do0Orrdako) Andegthestsd-56, 52.
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during the patiento6s | i'fAa tutymwfeconfidende even af
arises when a patientsgioses information to an HCP (fexample, a patient to a

physician) in circumstances where it is reasonable to expect that the information

will be held in confidencé’! In the United Kingdom, for instance, confidentiality

is a legal obligation that is deed from law and must be includedthin the

National Health Service (NHS) employment contracts as a specific requirement

linked to disciplinary proceduré$? Confidentiality is, therefore, both an ethical

and a legal obligatio>

The right to confidetality is an essential part of the b that exists between an
HCP and a patient. Where it is not maintained, it may lead to the patient being
reluctant to reveal confidential information that is required for proper diagnosis and
treatment.’* Confidentiaity is a right that must be respectgdadll members of the
healthcare team. Disclosing confidential information about a patient without their
consent is unethical and a breach of a legal duty. The only exceptitwere the

HCP is required by law, ethicer a contractual obligation to disceossuch
information. For a patient to give consent to any disclosure of confidential
information, the patient needs to understand:

who the information will be disclosed to;
precisely what information will bdisclosed;

why the information is to be disclakeand

= =4 =4 =4

the significant foreseeable consequences.

Where a patient has given consent for the disclosure of any confidential

information, the HCP must only disclose information the patient has agreed and

10ShabanAFur gani Ajaj, o6l mproving Patient Confidentia
Experienced (2012) Unpublished PhD Thesis Univer si
"Depart ment of Health, éConfidentiality: NHS Code
<https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachmetd_data/fi
[200146Confidentiality - NHS Code of Practice.pelaccessed 3 April 2020.

172 bid.

B GSLIKSY . NBIFENISes W/ 2yFARSYyGAlItAGReT 9GKAOAZ FYyR
4.

174 Shaban AlFurgani Ajaj, op cit (note 13).
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only to the third party requested and no other usth@finformation can be made
without further consent from the patient.

As previously discussed in chapter atipnt confidentiality is not a concept known
only to the West. The concept has been congidarkslamic jurisprudence, as such
contemporaryslamic scholars can producéaswabased on the Islamic principles
in the exercise of IslamiEigh which is a reference to th@ u r Gvhemever the
truth needs to be found and based on a ratigoaktioning of what is to be
humant’®The scholars can ratialise and determine what should be a right or duty
derived from the tenets of tligu r 0A® a result of applyingigh, scholars have

determined thapatient confidentiality should be protected.

Patient confidentiality is an oe8hoot of the human righto privacy and
confidentiality. It needs to be noted, however, that there is a difference between
both concepts. Confidentiality is the legal protection offered to a person for sharing
private information with a professional with whom that person is ifidaciary

relationship. For example, in the context of health¢acenfidentiality refers to

data disclosed by a patient to an HCP during dialogue in a medical appointment.

On the other hand,rpi vacy refers to the 6l egal
information from being shared on a public platform. Privacy legally protects the

patientds records, prescriptions and
anyone other than his/her physian'’® 6

2.2.4. Patient Confidentiality among Healthcare Praditioners

In countries where physicians are dbtyund by the Hippocratic Oath to safeguard
patient confidentiality, they swear to protect patient confidentiglftifor example,

these words fon part of the 1923 edition of the Hippocratic Oath:

175 | bid.

176 Al-Qadawi (2008).

177 Shaban AlFurgani Ajaj, op cit (note 113).

178 | bid.

1791n Islamic jurisdictions, physicians swear to a different kind of oath.
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And what®ever | shall see or hear in the course of my profession,
as well as outside my profession in my intercourse with men, if it
be what should not be published abroad, | will never divulge,
holdng such things o be holy secretsé

By the reason of that ogtphhysicians have a legal as well as an ethical obligation
to protect pat i ent!!$mtheUKntieHipperatidCathhas nf or mat
served as the main pillar for the physici
confidentiality of health infomation) and practitioners should make it an important

point of consideration in the course of treatingguds.

The medical information of a patient is not only what H@€P finds during a
diagnosis or clinical examination or testsults!®? it also incldes information

regarding the pat i etHtAdydnappropriae, disdosufe®fs t y 1 e a

apatientds confidential information by the
patientds reputation and huardarexamplg,ni ty. | n
a breach of patientds confidentiality by
conviction unde the Islamic Penal Cod&* 1 n t he same vein, Il rar

Council prohibits breaching confidentialit§?

In Saudi Arabia, the healthcare professioegarded as a noble profession because
It is related to Ot he humahith isthbeunhost heal t h
pr eci o u%UndehtherCgde for HCPs in Saudi Arabia, it is emphasised that
S h ar ihad aasserted the significance of keeping that i ent 6 s secrets
confidentiality!®’ As a gui de, the HCP must tiallever di s

information except in the following circumstancé$:

H|i ppocrates of CleabClassiéld BraredBP¥Pe Oat ho

181 Shaban AlFurgani Ajaj,op cit (note 113).

182 Mahshad Noroozi, Ladannaz Zahedi, Fataneh S Bathaei and Pamoted$ i , 6 Chal l enges of
Confidentiality in Clinical Settings:-88ompil ati on
875.

183 |bid.

184 Article 648 Islamic Penal Code ofahslamic Republic of Iran.

185 Mahshad Noroozi, Ladannaz Zahedi, Fataneh S Bathaét@mkeh Salari, op cit (note 124).

¥%The Saudi Commission for Health Specialities, 6Co
(2014) available at #ttps://www.iau.edu.dsites/default/files/resources/5039864724>pdf

accessed 4 April 2020

187 |bid.

188 | bid.
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T 1 f the disclosure is to protect the pa
harmed, like contagies diseases, drug addiction, or severe psychological
illnesses. In this case, the disclosure shieladtonfined to those who may
become harmed;

1 If the disclosure is to achieve a dominant interest of the society or to ward
off any evil from it. In this caseéhe disclosure should be made only to the
official specialized authorities. Examples of this dtiod are the
following:

(a.) Reportingdeath resulting from a criminal act, or to prevent a
crime from happening.

(b.) Reportingof communicable or infectious disses.

(c.) If disclosure is requested by a judiciary authority.

(d.) To defend a charge against a healtkgaractitioner alleged by
the patient or hi s/ her family in
competence or how he/she practices his/her profession.
Disclosure bould be only before the official authorities.

T I'f the discl osur eothersis usefd forgha treatment, 6 s f a mi
then there is no objection to such di
consent.

1 The healthcare practitioner can disclose safe hi s/ her patientd
when needed for the education of other healthcare team menfiibss
should be limited to the purposes of education only and to refrain from
disclosing what could lead to the identification of the patient and his/her

identity.

Furthermore, Article 21 of the Law of Healthcare Professions $®&hd the
Council of Miristers Resolutiol{® provide for the duty on HCPs to maintain the

patientds confidentiality in the foll owing

189 Royal Decree No. M/59 dated 4/11/1426
190No. 276 dated 3/11/1426 (6 December 2005)
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A healthcare professional shall maintain the abenitiality of
information obtained in the course of his practice and may not
di sclose it except (as provided by

A violation of the law is a criminal liability which upon conviction attracts a fine,
a warning or revocation of the license for firactice and/or a further ban from re

registration for a period of two yedrsm the date of revocatidii!

In other jurisdiction like the U.K., the duty of confidentiality is enforced through
four apparatuses:

1 Commonlaw;

1 Statute

1 Contractof employmentand

1 Regulatorybodies

Under the common law, patients who feel that theinfidentiality has been
breached may seek redress from a court in a civil suit. Professional registration
bodies may investigate any alleged breach of confidentiality and whereeckq
impose appropriate sanctions, which may include delisting of the frt@ the

register of practitioners.

Tablel: Confidentialityin Medical Codes of Ethic8ource: Domen (1998:3)

Hippocratic Oath AWhat ever i n gmofessoralpractice, ow i

(4thCentury B.C.E) not in connection with it, | see or hear the life of men,
which ought not to be spoken of abroad, | will not divulge.
reckoning that all shall |

Percival 6s APat i e n temtersohated dortterring their complaint
Medical Ethics (1803) in a tone of voice whichcanho be over hear

American Medical Patients should never be afraid to make physicians their
Association (1847) friends and advisors, but always bear in mind that medice
personsare nder the strongest ¢

191 Art. 30 Law of Healthcare Professions 2011.
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The Declaration of Al wi || respect the secret

Geneva (1949 after the patient has diec
The Declaration of AConcern for the interperrl:
Helsinki (1975 over the interest of sciel
Kuwait Forum AfHe | i es when he speaks, I
Islamic Code of betrays when confided ino

Medical Ethics (1981)

2.3. Choosing the Triple Test assuide for Assessmenbf Adequacy of
Compliance with Right to Privacy and Confidentiality

Despite theperennial rancour among some natibtst is no longer in dispute that
human rights are universallgpplicablé®3%* although the modus oftheir
application may differ from jurisdiction to jisdiction. And theefore, thethesis
proposeis to use a criterion for the assessment of the adequacy of protection of
privacy right that is not only universally applied, but also accepted in the Saudi
Arabian jurisdiction.This is calledas 6t r i p lofelegdiitg degitdmate aim

(necessity)and proportionality.

Thistest whichseeks to safeguard the human rights from arbitrary alsusedely
acceptedand appliedn several international human rigtreaties. Furthermore,
Saudi Arabiahas ratifiedthe treaties which further accept thistest Therefore, it

can be argued thahe triple test is applicable to Saudi Arabia because it is part of
the international legal system, and because it has chosen to ratify (reléesthe

92 KNAaGAYlF a [/ SNYyI I W' yAg@S NDbersityllh@ementatiohalzY Iy wA IKG &
Human Rights in Different Sodiodzf (i dzN} f / 2y GSEG&Q o6mddn0 mc | dzYly wi
<http://www.jstor.org/stable/762567?origin=crossfe.

LB /1 wE WEKS t NB Of | YWwhichobligaegtie pron®fios ditespert far m dpc y 0

human rights and fundamental freedoms for all withalistinctiondistinctionsof any kind such

as race, colour, sex, language, religion, political or other opirlions
<https://www.ohchr.org/EN/Issues/Education/Training/CompitatiPages/a) Thef®clamationof
Teheran(1968).aspx> accessed 21 January 2021.

194 Officeof Higher Comndi & A 2 SNJ 2F | dzYty wAIKGEAXZ WxASyyl 5SSO0t NI
l R2LIGSR o0& (KS 22NIR /2y FTSNBy OSheDyclatatigY | y wAIKGEA Ay
assertstha#k S dzy A OSNE I f yIF GdzNBE 2F GKS&S NRIKGA FYyR FTNBSI
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test is clearly embodd both in Islamic and Uleaties'®This is because, Saudi
Arabia has agreed to review, amend and/or abolish it existing laws and regulations
and or the drafting of new laws to streamline them with the international human

rights instruments to which thewatry is a party.

For instance, Article 29 (2) of the UDHR provid&s:

In the exercise of his rights and freedoms, everyone shall be
subject only to such limitations as are determined by law solely
for the purpose of securing due recognition and respedh&
rights and freedomof others and of meeting the just requirements
of morality, public order and the general welfare in a democratic
society.

Similarly, the Arab Charter on Human Rights, which affirmed the UDHR in its
preamblereiterated thehreeelements of the test:Manecesty (legitimate
interest¥ and proportionalityat Article 4:

It is prohibited to impose limitations on the rights and freedoms
guaranteed by virtue of this Charter unless where prescribed by
law and considered necessaryptotect national and eaomic
security, or public order, or public health, or morals, or the rights
and freedoms of others.

The Universal Islamic Declaration on Human Rights, at its Explanation 3, made a
similar provisionthat emphasisedn the requiremests of the tripleest of legality,
necessity and proportionaljtwith a proviso that the law referred to therein, is the

S h ar and &rklates to the Muslidmmah(community) only:

In the exercise and enjoyment of the rights referred to above every
person shall be subgt only to such limitations as are enjoined by
the Law for the purpose of securing the due recognition of, and
respect for, the rights and the freedom of others and of meeting the
just requirements of morality, public order and the ganeelfare

of theCommunity (Ummabh).

The Cairo Declaration on Human Rights at Article 8 made safeguards against the
infringement of human rights O&édexcept for t
a necessity &1 Sinilarly, esame mtgratidna w@man rights

195SeeRoyal ORSNJ b2® mMonyn 2F HT wl oA WSdealscSaudd mMmnoc omy Wk
I' N} OAIFZ Wbl OGA2ylFf wSLE2NI {doYAGGSR Ay ! OO2NRI yOS ¢
wWAIKGA [/ 2dzyOAt wS&a2fdziA2y wmcksalem>fackedmR2? ! NI 0AF Q 7 K
January 2021.

196 Saudi Arabia affirms to the UDHR through the Arab Charter on Human Rights which it ratified.

197 The Cairo Declaration on Human Rights in Islam was released during the Nineteenth Islamic

Conference of Foreign MinisterSd€ssion of Ree, Interdependence and Development), held in

Cairo, Arab Republic of Egypt, frori® Muharram 1411H (31 July to 5 August 1990),
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conventions that Saudi Arabia has ratified). the CRPB%and CRC®° (although

not referring to privacyhave made similar restrictions.

An International Conference of Data Protection and Privacy Commissioners was
held inMadrid on SNovember 2009 to, among others, define a set of principles and
rights guaranteeing the effective and internationally uniform protection of privacy
with regard to the processing of personal data. Although Saudi Arabia did not attend
the conferace, the Madid ResolutioR® allows for restrictions to theight of
privacy and confidentiality subject to the fulfilment of the elements of the triple

test, thus:

Whennecessary in a democratic society in the interests of national
security, publicsafety, for the pretction of public health, or for
the protection of the rights and freedoms of othéts.

Likewise, some other international human rights conventions,|E@QPR?°?2 and
ICESCR® that Saudi Arabia has not ratifiednd other regional Uman right
conventiongo which Saudi Arabia is not a state pagyg., the ECHR have made

same exceptiong-or instanceArticle 8(2) of the ECHR provides as follows:

There shall be no interference by a public authority with the
exercise of this right except such as is inardance with the law

and is necessary in a democratic society in the interests of national
security, public safety or the economic wiedling of tke country,

for the prevention of disorder or crime, for the protection of health

198 Article 323 (4) provides that the separation of a child from parents can only be justified subject
to judicial review detemine, in accordance with applicable law and procedures, that such
separation is necessary for the best interests of the child

199 Saudi Arabia ratifiethe Convention on the Rights of Persons with Disabil{{ZRRRD) o24

Jun 2008Article 10 2) providesK I (i heXighiito leave any country shall be subject only to such
restrictions as are prescribed by law and which are necessary to protect the national security,
public order (ordre public), public health or morals or the rights and freedbatkerg 6Saudi

Arabia ratified the Gnvention on the Rights of the Ch{{@RC) on26 Jan 1996

200j.e. the Joint Proposal for a Draft of International Standards on the Protection of Privacy with
regard to the processing of Personal Data. This was dédatieelnternational Conference of

Data Protection and Privacy Commissioners, held in Madrid on 5 November 2009 for defining a
set of principles and rights guaranteeing the effective and internationally uniform protection of
privacy with regard to the pcessing opersonal data.

201 See para 5 (Restrictions).

202 Article 12,International Covenant on Civil and Political Rights, G.A. res. 2200A (XXI), 21 U.N.
GAOR Supp. (No. 16) at 52, U.N. Doc. A/6316 (1966), 999 U.N.T.S. 171, entered into force Mar.
23, 19%.

203 Article 8, International Covenant on Economic, Social and Cultural Rights, G.A. res. 2200A
(XXI), 21 U.N. GAOR Supp. (No. 16) at 49, U.N. Doc. A/6316 (1966), 993 U.N.T.S. 3, entered into
force Jan. 3, 1976.
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or morals, or for the prot&ion of the rights and freedoms of
others.

Additionally, constitutional courts in severathercountrie$®and regional human
rights courts have applied the principle of proportionality intending to guarantee
the full respect of human rights by the sfife

It could easily be deduced from the above that the elements of the triple test are
firmly engrained irthe international human rights laws that are universally applied
under laws that are applicable to Saudi Aralbiawever, because of lack or
inadeqacy of enforcement mechanism, the triple test is not fully develaped
those, for instance, under tB€EHRbecause the ECtHR plays a key role in ensuring

signatory statesdo cofpliance with the Con\

Therefore, i may not be out of place to showwihis important to make reference

to some regionahterpretation of the right to privace.g., theeCHR, whichis not

binding on Saudi Arabia.The main issue ofuniversal declaration and
international/regional convertions is the lack of, or weak interpretation,

enforcement mechanisms or assurance of remedieurse Saudi Arabia is not
ordinarily bound by the ECHR, and therefo
by the European Court of Human Rights are thusagdy not automatically

guiding or acceptable®” However the ECtHR has developed the triple test as

applicable to privacy inHRL. And, thereareno available case law that interprets

the principles on triple test as applicable under the Saudi Arabian jurisditi®n

204This principle is applied in both civillaand commoraw systems, in countries such as the

United States, Argentina, Germany, Great Britain, Spain, Italy, France, Belgium, Denmark,

Ireland, Greece, Luxemburg, Holland, Portugal, and Switzerland, just to mention a few.

2Juan Cianciardo, 6The Principl e Right sPor o(p200ritOi)on3al i t
Journal of Civil Law Studies p.177. available at <http://digitalcommons.law.Isu.edu/jcls> accessed

6 October 2018.

2060 1 £ SY { I SSR ! f &K S Kridwithin ¥RelisBnabieATank in Criminal Case31AA NJ ¢
Comparative Study between Saudi Arabia and the Requirements of the European Convention on
HumanRight = ! &Ay 3 9y3tA&K [lg & Iy 9ESYLXINR 0! yADSNE
<https://discovery.dundee.ac.uk/en/stiehtTheses/theright-to-a-fair-trial-within-a-reasonable

time-in-criminalca> accessed 16 January 2021.

2"Ant oine Buyse, 0Echo dlelnfiuenceSd ECHR Andarturg i n Geneva.
Jurisprudence on the United Nadtlapanase Yedrbomkaoh Ri ght s C
International Law, 81 <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2952324> accessed

24 September 2020.
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accepted that irmany instances interpretations from Strasbourg are applicable
universally. It is the case for the right to patieonfidentiality in medical settings.
Western medical model is the otleat isimplemented worldwide amodern
medicine including Saudi. Thdoge, the thesis may refer to tfet r a s taser g 6 s
law interpretation othe provisions of Article 8 of the ECHRs a representative of

the same principles enunciated also under those declarations to which Saudi Arabia

is a state party.

The ECtHR has fuhier developed and strengthened the triple test under the ECHR,
and the thesis proposes to use any such ledsainsay be usedr anysubsequent
reform,developmenbr enforcement of human rights law under the Saudi Arabian
jurisdiction. Similarly, the nterpretation provided by the ECtHR is leading and
influential in the field as is reinforced by the role the Bldys in setting the
standards for privacy / data protection in the world. E@&IRis grounded both on

a universal and a regional inspiratiorhish serves as the first steps for the

collective enforcement of certain of the rights stated in the UB¥R.

Having noted aboveherefore,any interferences with rights protected by the
human rights laws can only be valid if they pass the triple #%stg)ich comprises

of the 6legality testo, oOlegitiffate aim t e
advanced under, Article 29 (2) of both the UDHR atider IHRLs?!?
24 The Triple Tests

Having noted abovehe need for protection of human rightgststudy identifies a
triple test which establishes the grounds on which human rights may be subject to
certain limitations. As a corollary, the right to patient confidentiality is not absolute.
As such, therare certain circumstances under which tighatrimay be curtailed.

2 UKKA VI LJANEN, o6The Role of the European Court o
I nternational Human Ri ght s idnaewde la(Cat€da&gdrigge2 Cuader no
Furié Ceriol 8 62/63 249.

2] Gerards, OHow tostmpfovdet tairdpeansiCowrTe of Hur
11(2)International Journal of Constitutional Lati(2) 466490.

20sC Greer, O0The Exceptions to Articles 8 to 11 of
(1997) 88 Council of Europe 8

210sal yn Hirgpgiand ,onGDander Human MitishYearsooklof eati esd (:
International Law281i 319
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Taking the above into reckoning, how might the law adequately provide for the

protection of the right to confidentiality under circumstances that warrants a

limitation? Furthermore, how miglone assess whether the exceptions doimet g

room for abuse and arbitrariness on the part of state actors and other private

i ndividual s? The answers to these questi o
tests0The tests are discussed under sestih 1 to 24.3 below:

24.1 The Legality Test

The | egality test requires that any restr
foro or Oprodasv@ ¥ B drerdo vboiyng t he inSthercasssbotir g6s di
Huvig?®® and Kruslin?'4 the legality test poses four questions that beg for answers

in orderto establish that the restriction of the right is according to?taw:

Legal Infraction: Does the domestic legal system sanction the infraction?
Accessibility: Is the relevant legal pwision accessible to the citizen?

1 Precision, clarity, and foreseealiity: Is the legal provision sufficiently
precise to enable the citizen reasonably to foresee the consequences which
a given action may entail?

1 Safeguards against arbitrary infringement Does the law provide
adequate safeguards against arbitrary intenterewith the respective
substantive rights? Does the law provide for a reasonable application/use of

the data and an adequate administrative control against misuse?

Where the answer(s) to any of the four questions (above) is/are in the negative, the
legdity test must fail. Following from this there will be no need to proceed to the

22Necessary and Proportionate, 6éBackysisforuhed and Supp
I nternational Principles on the Application of Hum
(2014)

<https://necessaryandproportionate.org/files/2016/03/29/background_and_supporting_legal_analy
sis_en.pdf> accessed 8 October 2018.

213 Judgment o024 April 1990, A 176B

214 Judgment of 24 April 1990, A 17B, paragraphs 236.

215Malone judgment of 2 August 1984,82, paras 6@8; Leander judgment of 26 March 1987,

A 116, paragraphs 582; Silver judgment of 25 March 1983, A 61, paras385Sunday imes
judgment, op cit paras 40.
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two other tests. As a result, the infringement would not be justifiable. As it relates
to the right of privacy and confidentiality, where the legality test fails, there is no

reason why the right should be limited.

24.2 Legitimate Aim Test

The second test is the legitimate aim test. Here, an interference that potentially
contravenes@r ot ected right must not only be 0i
must also pursue one more of the legitimate aims referred to under Article 29 (2)

of the UDHRother IHRLs earlier on alluded to, aAdticle 8 (2) of the ECHR1®

Under international huam rights law, any restriction on the rights to privacy must

be necessary for pursuinglate ast one of the o6l egiti mate
aims may include public safety, prevention of crime, protection of morals and of

the rights of others, nationales ur i t vy and O tbhirgg ofetteo n o mi ¢ v

cound’ry. o

2.4.3 The Proportionality Test

The third test is the Oo6proportionality tes
human right must not only be necessary for the pursuitegisBmate aim but that

the necessity must be related t%®¥toca Opress
the legitimate aim pursued? It is not surprising that the ECtHR emphasised that

it must decide whether:

216 HR Radu v. the Republic of Moldg\Eur. Court of judgment of 15 April 2014pplication no.

50073/07.

217 See for example, Article 19 ICCPR (freedom of opinion and expression) refers to respect of the

rights or reputatins of others, [or] for the protection of national security or of public order, or of

public health or morals. Acil e 8 ECHR (right to privacy) refers 1t
safety or the economic webeing of the country for the prevention ofalider or crime, for the

protection of health or morals, or faAriclet he protect
13 IACHR (freedom of expression) refers to respect for the rights or reputation of others, the

protection of national security, pliborder, public health or morals.

218 Under the Inte’dmerican Jurisprudence. See also the decision of theAmerican Court of

Human Rights, Case dfristan Donoso v Panam&reliminary Objection, Merits, Reparations and

Costs. Judgment of January 2D009. Series C No. 193, para. 56

21%Handyside v the United Kingdomo. 5493/72, 7 December 1976, paras. 48 and 49.
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é t hdmterferencé complained of corregmded to ajpressing
social needywhether it wagproportionate to the legitimate aim
pursued) [and] whether te reasons given by the national
authorities to justify it aré&elevant and sufficient?°

It forms part of the tests developed by the ECttRead on the decisions in the
cases ofHandyside??! Silver??2andLingeng?® which consists of some principal
elemers:

1 Theburden of proof/proportionality : To assess whether the interference
is justified by ? reapng ®oeionmpre sfdhei al nee
legitimate aim$® and Oproportionate %y the ai m

creating a Obalaadexcepiondf et ween rights

1 The margin of appreciation: To ascertain whether both the aim and
necessity of any given infrirgnent of rightsewer tharone or more of the
public interest exceptions is compatible with the Regul&tfamd to what

extent they are irmmpatible with each other if any.

In essence, the principle of proportionality entails that the statute which affects a
human right must be suitable to achieve the legitimate purpose/aim sought by the
legislators. In other words, the interpreter mustfyehat the intention is meant to

achieving that aim.

220Sunday Times (1) v URO Eur. Ct. H.R. (ser. A), § 62.

2lsypa., paras 4%0.

222 Silver v. United Kingdor(1981) 3 EHRR 475 paras ®B.

223 gypra paras 341.

224sunday Times judgment, op. cit., paragraph 59; Glasenapp, report of 11 May 1984, para 90.
225 See for example, Observer and Guardian judgment, op. cit.,dara.

226 Axel Springer AG v. Germangur. Court of HR, judgment of 7 Februaryl2) application no.
39954/08L.L. v. France Eur. Court of HR, judgment of 10 October 2006, application no.
7508/02. See also, Observer and Guardian judgment, op. cit., pard@:al olstoy Miloslavsky
judgment, op. cit.

227 See for example, Klass judgmenp. cit., para 59; Gaskin judgment of 7 July 1989, A 160,
para 40; Barfod judgment, op. cit., para 29; B. v. France judgment of 25 March 19932CA 232
para 63; Murray judgn@ of 28 October 1994, A 308, para 91; Piermont judgment of 27 April
1995, A314, para 77.

2SC Greer, O0The Exceptions to Articles 8 to 11 of
(1997) 88Council of Europel6
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Some have criticised these standards for appearing to be rather vague and that the

case |l aw on the test o#o0MAnekcessi eyamiaaktes
the applicati onsiotfy tihne a edd mobef EGiIR ecc essoc i e
reveals a rather nenr anspar ent use of the terminolo
confuse and mi x*°The winciplethat aneintezfenance with thé

right t o privacy must cb es o@a ene¢ gfdbear y i n i
cornersbnes of human rights law.

2.4.4. Quality of Case Laws: Lack of Judicial Precedents

In addition to the triple tests, it is argued here that the principlsief decisi€an
strengthen the quality of cases laws. Howetlez, doctrine of judicial precedent

has no significant value in the Islamic judicial system. In Islam, it is not necessary
to apply the doctrine of judicial precedent in deciding cases. As such, judgis dec
each case on its merit. Interestingly, evemugidhejudges are not bound to follow
precedents, they are not prohibited from referring to former judgments as guidance
in deciding cases. For the sake of clarity tladl cases have to be decided onirthe
own merits and previous decisions are merelysiiered as guidance for future
cases?3! This position still prevails in some countries such as Malaysia and Saudi
Arabia. In Pakistan, quite the opposite, $hé a r Codrts follow the doctrines of
judicial precedents just like in Nigeria where tBeh aah Caurt of Appeal is
competent to decide cases before it and its decisions become binding on all

subordinates h a r dowtstR

The previousAdab alQadibooks were principally guides fgadis(judges) These
books are not about the actual judicial preand do not offer anything about the

status of precedent in Islamic 1&W.According to Emile Tyan, these writings

293 Gerards, OHbwceeslmprdestthe& the European Cour't
11 International Journal of Coitsitional Law 466 <https://academic.oup.com/icon/article
lookup/doi/10.1093/icon/mot004> accessed 25 February 2019.

20ibid. 247.

Blsad6id AdekuMabwamiaklaiAlr i &dmad, O6Application of Doctri
Shariah Cour tia Coult RracticBullefha | ay s

232 bid.

ZMuhammad Munir, 6éPrecedent in Islamic Law with Sg
Court and the Legal Slglanic Stodieglddb(44H)a ki st and (2008) 47
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describe the ideal rather than the actual practice of the Muslim éatstudy of

19 cases oMatad ( ¢#3° $how) that the judgeswhosedecisions are analysed
neither referred to their previous decisions nor considered themselves bound by
them in their later decisions. Unfortunately, all the above sources offer little or no

help as far as the status of judicial precedents in Islamicslaanicerned?®

Under theS h a r,ijuflges must decide each case following its m&fithe
message sent by Caliph Umamj to Abu MusaaAs hoéari that i s part

to judicial precedent is:

If you gave judgment yesterday and today, upon recorgider come to

the correct opinion, you should not feel prevented by your first judgment
from retracting: for justice is primeval, and it is better to retract than to
persist in worthlessness. Use your brain about maters that perplex you and
towhich neitle r t h e orGhe Bubireaimseams to apply. Study similar

cases and evaluate the situation through analogy with those similar cases.
238

This may be in | ine with t hdthddsdnrotmi ¢ | ega
be revoked by anothdjtihad.6  Tlégal snaxim isrelating to the validation and

invalidation of ijtihad. It does not matter whether the revocation has been
pronounced by theujtahid(lslamic jurist) who initiates thgtihad. According to

this legal maxim, if a juriséxercisegjtihad in conformity totextual authority with

a valid outcome, subsequently, the similar issue occurs and it appears to the same

jurist or another jurist, then he gives an opinion different from the first one based

on textual authority. The second opinion canreoke the firs opinion even

though there is a similarity between the first issue and the second one. It is

immaterial whether the same jurist or another jurist exercised the Sitduamti?>°

245ee, Emile Tyan Hi st oire de | 6organi dladtiondggd. j udi ci ai re en
Brill, 1960), 9.
®»gMatad is a gift that is given by a husband to hi

236 Muhammad Munir, op cit (398) 447.
7S a 6 dekunla Mikail and Mahamad Arifin, op cit (note 206

).

28 Herbert J Liebesnyft he Law of the Near & Middl eStéfimast. : Readi
University ofNew York Press 1975Quoted fromlbn Khaldun, The Mugaddimah, vol. 1, pp. 452

i 454. Also see Zaydan, Abdul Karildjzam alQ a d a 6-S i & r iAfslanhiyyai(Brd edn,

2002) 233237.

29SS A Mi kail and M Arafin O0Application of Doctrine o
(2013)Malaysian Court Practice Bulletig
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However, for the application of this rule, the following coiwfis precedent must
be present:

1 The previous decision must be basedjtimad, and that it does not violate
t he texts fSumahortallerisiv@ y ridaadn ,

1 Additionally, the previougtihad should not depend on clear error, iniquity
and/or injusice and, that it was not based on public interestss{ahah
Aammal. In other words, if the previougihad had either violated the text
of a primary source dd h a r (thé ldotyQ u r @raSmnnah) or based on
error, iniquity or injustice, the previousedsion may be effectively

overruled by a subsequent decistéh.

On the other hand, ti& h a r itsdf an&inly covers substantive aspects of Islamic
law while the procedural aspects fall witlthe realms ofFigh as formulated by the
jurists. While theQuré aamd Sunnah which are the main sources of Islamic law,
may specify the crime, prescribe punishments and enjoin substantive justice and
general protection of the liberty and security of itndividual, they do not often
cover details of procedure such arrest, detention, investigation, prosecution,
hearing, judicial review, appeals, etc. Thé a r emplagises substantive justice,
leaving the procedure for its realisation to the autlesitf the state to decide
following the best interests of sogi€f! Under Islamic law, the issue of due
process, being procedural, is covered mostly by the methods rather than by the
sources of Islamic lawer se®*? the author submits thaperhaps this auld be
utilised as a window of opportunity for finding commonnds for realigning the

application of the IHRL in ways that are considered consistentwitBthea r i 6 a h .

From the foregoing, it is clear that passing the triple tests is a prerequisateyfor

restriction to human rights. The triple tests representtraard applied by the

240 Mikail and Arifin (n 206).

241 Mashood A Baderin, op cit (note 366). There seem to be unanimity among Islamic scholars the

Shari 6 ah sy sibdlegonthe dymanmneeds of tmefsubstantive justice. See also Mashood

Baderin op cit (note 98).

242 S5ee M.A. Baderin, International Human Rights and Islamic Law (Oxford: Oxford University

Press, 2003),339, for an analysis &but besédiiosdnsidon coMe b n bet w
Islamic law.
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ECtHR to allow a limitation of a human right. The crux of this thesis is to assess
whether this test is compliant with the principles of Islamic law and to what extent
they can be applied to enforce the protection of human rightesmetially the

right of patient confidentiality in Saudi Arabia.

2.76 Conclusion

This chapter provides an overview of the concept of patient confidentiality and also
introduces the triple tests that are used to ascertain whether a human right can be
validly curtailed. Patient confidentiality is important for an Hg&ient
relationship as patients are happy to disclose personal information based on the
understanding it there is an ethical and legal duty on the part of the HCP not to
disclose the infomation to third parties. Where HCPs work in a team, patient data
must be shared for the treatment of patients amongst the team members and not to
be used for any other gabse. The literature reveals that patient confidentiality is

an ethical issue juskat is a legal one. HCPs, therefore, must uphold their oath to
keep patientsd confidential matter secret
also noted that ctin exceptions apply and it is only in these conditions that there

may be adisclasr e of patientds confidenti al infor

Furthermore, the chapter argues in support of a strong mechanism for enforcing
human rights. The ECHR and the mechanism pptdoe is a good exampbé the
application ofArticle 29 (2) of the UDHR anthe othe IHRLs earlier on alluded

to. This can serve aggaidefor other jurisdictions including jurisdictions governed

by Islamic law so long as it complies with the tenetthefS h a r. Ex@mthough

the UDHR and other IHRLs are not domestiocument, domestilegal systems

may adopt similar strategies to ensure the protection of the rights of citizens. The
next chapter discusses the laws of privacy in Saudi Arabia anaghirersality of

human rights.
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CHAPTER THREE

SAUDI PRIVACY LAWS AND THE UNIVERSALITY
OF HUMAN RIGHTS

3.1 Introduction

Saudi Arabia does not wholly reject the UDHR but only certain aspects of it that
Saudi Arabia considers as being inconsistent withSHe a r iTliosehaspects
rejected does not impagh the right to privacy and patient confidentiality as Saudi
Arabia hagatified several treaties that have bearing on the protection of privacy
with similar contents to tharticle 29 (2) of the UDHR, other IHRLs earlier on
alluded to, and Article 8 (2)fathe ECHR However,it is interpretation and
application of the requiments necessary for ensuring adequate protection of
privacy under theéS h a r may adt be entirely consistent with the IHRLs. This
chapter reviews the Saudi laws for their protectibpagient confidentiality in the

light of the universality of human rigghhand consistency with the IHRL.

In the previous chapter, the concept of the right to patient confidentiality was

introduced as well as the tests that will determine in what cireumoss a right can

be validly curtailed. The standard useddserived from the IHRL which is

universally aplied, and accepted by Saudi Arabiia this chapter, the discussion

shifts to lawswhichguar ant ee t he protectionnof patie
Saudi Arabia. As stated earlier in chapter one, the right to patient confidentiality is

an offshoot ofthe right to privacy. This thesis assumes that even though both

concepts flow in the same stream, they should be considered differently.
Notwithstandhg, a discussion of confidentiality rights must always have a basis

the right to privacy.

In an assesnent to find out if the laws pass the triple tests discussed under sections
2.5.1 to 2.5.3 in chapter two above, it is imperative to review theepbruf
confidentiality rights under Saudi laws. The aim is to see how consistent the Saudi
laws are with te universal concept of patient confidentiality. ®eetions in this

chapter, therefore, examitiee Saudi laws of confidentialitfhereference isnade
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to the right to confidentiality under tHelRL and the other relevant human rights

instruments.

It is important to note that the Kingdom of Saudi Arabia operates a monarchical

system of government. Its rulers have to come from the descendantsooirttier,

King Abdulaziz bin Abdulrahman AfFaisal AtSaud. The most upright among

them shall receive allegince according t oQWd PpaadiHist yv Godd s
me s s e BgneahAs soted in chapters one and two above, the Qalyr @rad n

the Sunnaharethe ultimate sources of authority in Saudi and serve as the bedrock

for all laws in the Kingdom*

While the Saudi Arabian legal system is primarily based on Islamic law, it also

faces the challenge of having to contend with the global commitment tolabide
international law. Saudi Arabia recognises and provides for the respect to human
rights (including theright to patient confidentiality) in compliance with the
Sharf&Caoamsequentl| y, Saudi Arabiads | egal
historical anteedents reflect in the manner and the extent to which human right to
patient confidentiality is applied within its jurisdiction.

For appreciéing the degree of legal protéat afforded by the Saudi legal system

to patient confidentiality, it is imperaguo review the global trend and assess the
Saudi Arabian status among the comity of nations. In a survey conducted by the
World Health Organisation (WHQ)ublished in 20124 113 different countries
were required to state the level of patient confidetyialn their various
jurisdictions. The result of the survey showed that nearly teeters out of the

113 countries that participated in the survey (70 per cent) repoaigdg some

kind of legislative protection to privacy/confidentiality. Again o8 per cent of

23JavierEthage and Celine Assaf Boustani, oO6lncitement A
Case Of Human Rights Lawy#/aleed AbuAl-K hai r 6 (2016) 24(2) | LSA Jour n;
and Comparative Law 371.

244 Articles 26 and 40, Basic Law of Governance

#pPolicy Engagement Network, O6Electronic Health Pri
and Humanitarian Operationd  ( 2dhdof $chool of Economics and Political Science

available at

<http://www.|se.ac.uk/collections/informationSystems/research/policggEment/kealthPrivacy

.pdf> accessed 21 December 2019.
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the surveyed countries had legislation specifically protecting the right to privacy of
their electronic health records. Within the context of these findorgscan assess

the level of acceptance and application of the legal protectionat@np
confidentiality, if anyjt is already achieved by Saudi Arabia. Although the specific
focus of their survey was on the legislative protection of confidentiality of
electronic health records, it is rewarding to find that even the developing csuntrie

a group to which Saudi Arabia belongs, have shown a significant level of
acceptance of the basic concept of privacy. The report further shows that, although
cultural divesity in different regions tends to give diverse value to legal protection
to privacy and confidentiality, the core concept is well understood globally. Further
analysis of the report shows that even fewer countries (10 per cent of countries)
reported havig legislation, which covers the sharing of electronic health records
across the hders. However, this finding does noécessarilymply that the
existence or the neaxistence of such legislation reflects the degree or level of the

application of respet for patient confidentiality*®

It is important to recognise though thany disussion regarding patient
confidentiality acrostheborders andlifferentcultures must take cognisance of the
historical context and the role played by cultures, norrdsearironments relative

to the application of universal concepts of priva&tiOften,legal rules usually arise

out of an institutional setting and from a range of different conéébiss stated
earlier on, the Saudi Arabian legal system is mainly baseth®S h a r and a h
therefore, its provisions related to patient confidentiality as@gnificantly
influenced by theS h a r.iDéspite the impact db h a r onétle Saudi legal
system, other external factors also do have some influence on it. For extmple,
Arab Charter on Human Rights have a great influence on the concept and
applicatonof t he patientds right (tThiscandaef i dent i ¢
inferred from the various laws that have been passed to strength the right to

confidentiality inSaudi Arabia.

246 | bid.

247RT De GeorgeThe Ethics of Information Technology and Busir{@ackwell Oxford 2003)

15.

%John Bell, 6éLegal Research and the Distinctivenes
(ed)Methodologes of Legal Researdhart Publishing 2011) 157.
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3.2 Saudi Arabia and the Universal Declaration of Human Rights

Saud Arabia has made several objections to the interpretation of the universality
of UDHR with regard to specific human right issues, but not particularly on the
right to privacy and confidentialitySaudi Arabia arguments, objections and
abstentions arm the interpretation and application of the freedom of religion, and
womenos r i gBut betaosefehgse argumenthathad overshadowed

its agreement with many other aspects of human rights, it seems sensible to put this

issue in perspective

Human rights or 6rights of mand are the
h u m&* Thé concept of human rights connotes in different ways by different

schools of thought. For instance, the Ona
60gi veno;veddsed halearastd view it as that whict
schol ar stoh at ewhii ¢ h aiss 6fought fordé, and o6d

i s 6t al R¢ludmararighisy as thé naturalists generally hold, are the rights
possessed by all mans by virtue of their humanity, i.e., of being human beings in

the society>!

Universality features of the right to privacy and confidentiality involve that of
personhood i.e. right to, for example, the privacy of all persons and practicalities to

justify local variations (or exception$)? Generally, human rightsre not equéibr

all the individuals as human nature is a fact that is unalterable, not earned nor can
itbelost?®®*This 6conceptual universalitydé only

exid, all hold them equally/universalfy* However, the question as to whether

249 J Donnelly, Universal Human Rights in Theory and Practice (Cornell University Press 2013)

55.

MB Dembour, OWhat are human ri)gfljHsfanRightsr school s
Quarterly1-20.

»l) Tasioulas, O6Human rights, Universality and the
St eps 6 ( Eadpean Jodrral(ofiPhilosopt8s.

252 | pid.

253 | bid.

254 | bid.
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everyone or even anyone enjoys these rights is another matter altégrethisis

is because, in many jurisdictions, these rights are either not implemented at all or

are grossly vimated. Human rights enforcement ldsggées at the mercy of the

states?°°

The right to patient confidentiality is partly an offshoot of the fundamental right to

privacy and confidentiality which guarant e

to respector private and family lifé>’ TheUniversal Declaration of Human Rights

1948 is presumably the foundation of international human rights law, which has

inspired a rich body of legally binding international and national human rights laws.

When addressing justices, it has continued to infloce our decisions, or as we

strive towards achievintipe universal enjoyment of human rights®

Subsequently, regional charters and conventions, including the Arab Charter on

human rights formally e a f f i r meples df théd H RS whilecniation

(including the Saudi Arabian) constitutions and laws apply human rights laws

according to the exigencies of their peculiarities. This Declaration is an

internationally accepted benchmark for the application of humarsrghhation

members. The attemfui use the UDHR 1948 to establish a universal document on

human rights and libertthathas been criticised from the Islamic perspective for

being motivated by a secular philosogfyT hi s criticism |l ed to

sparheading an international reeogpon for human rights based on divine laws.

This ultimately led to the Arab Charter as well as promulgating a domestic body of

lawsfor protectng the human rights based on the principles of Islam.

255 | bid.

256 | pid.

257 Jonathan Herringyledical Law and Ethic§Oxford University Pess 2010) 228

X8Uni ted Nations, o6Universal Declaration of

Human Rights Lawé ( U4#4B)avalable&tati ons Website,
<http://www.un.org/a/sections/universaleclaration/foundatiointernationalhumanrights
law/index.html> accessed 6 January 2019.

259 See the preamble to League of Arab States, Arab Charter on Human Rights, May 22, 2004,
reprinted in 12nt'l Hum. Rts. Rep. 893 (2005), enéd into force March 15, 2008.

0paul Kurt z an dslam&mamanRights: Defending Univérdality at the United

Hu man
19

Nationsd p.5 (2008) <www.centerforinquiry.net. >
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The ountriesaroundthe world have constitutional @risions for the protection of

the right of privacy, including the rights of inviolability of the home and the
confidentiality of communications. In a few countries where their constitutions do
not make explicit provision foprivacy rights, such as the lted States, the
domestic courts have developed case laws protecting the privacy rights founded
under other provision§ince patient confidentiality springs out from the universal
human right to privacy, this study seekagtsess the conformity of thepipation

of domestic law to the principles and application of universality of human rights.
As such, this author seeks to assess whether the application of patient
confidentiality under Saudi Arabian laws is consistent whi#thn UDHRand other
internation&d human right treaties ratified by Saudi Arabia, including the Arab
Charter®®!

The concept of human right can be traced in history beyond the UDHR of 1948.

For instance, the Magna Carta of 1218 mspired those strugglinigr rights and

freedoms, and many of its core principles echoed in contemporary human rights
legislation. It also served as inspiration for many international human rights
documentghat serve as a living document evidencsogre form of commitment

betwesn a government and its people throughout the world. The UDHR is not a

treaty, butanoff usti ci abl e 6stat e,wkiantcanlmefervel undament
as commitment amonmember states and established by the United Nations in

response to the atrocisieof World War Il. At best, it is a commendable attempt at

a O6statement of common principles setting

prote®tion. 6

It also served as the foundation for tather binding UN human rights cavants
namely: The Internatnal Covenant on Civil and Political Rights (ICCPR) and the
International Covenant on Economic, Social and Cultural Rights (ICESCR). There
are Optional Protocols to the ICCPR and ICESCR which give individuals a right to
complainto the UN Human Rights Comittee if they feel thattheir human rights

%l Henkin, O06The Universality of (Theé&nn&doftheept of Hun
American Academy of Poliitand Social Scienck0-16.
262 pid.
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have been violated. Both the American Declaration and the UDHR evolved almost
contemporaneously, with the American Declaration preceding that of the UDHR
by eight months. Therefore, tlleafters of each declarati were interested in and
aware of the contents of the other declaration. Mexico's delegates at a point in time
submitted a motion at the Bogota Conference to take notice of the Universal
Declaration project®?

The vexedjuestion that needs to be addressettiis point is this: how universal is

the UDHR? Whilst it is safe to say that the UDHR is not a Western doctithast
someMuslim-majority nation$®® are signatories to the instrum&fit Saudi Arabia

(where the King mst act in line with the tenets of tt®*h ar i 6 ah) di d not s
declaration arguing that it violated the principles of Islamic law and for the fact that

the UDHR failed to take into consideratio
nonWestern countrie 2°’at is worthy of note that SaudirAbian law ispartially

at variance with the UDHR as all Saudi citizens are required to be Muslim B$flaw.

Thus, even though the UDHR proclaims a universal outl8ol,a r ¢ommidant

nations have found comfort inh e S hbased @amohDeclaration onukhan

Rights in Islam (CDHRI)which is widely acknowledged as an Islamic response to

the UDHR?®°

263 Alexandra Valeria Huneeus and Mikael Rask Madsen, op cit (note 137).

264 Given it was drafted by more than a dozen senior representatives from across the globe and
adopted by the Ured Nations (UN) General Assembly on 10 December 1948 by a vote of 48 in
favour and 0 against with eight abstentions.

265 |ncluding Egypt, Iran an@akistan signed the UDHR in 1948.

266 A Christian Lebanese representative, Mr. Charles Habib Malik was a mejerifiothe debates
surrounding key provisions of the Declaration. He also played a critical role in explaining and
refining some of its basic coaptual issues.

%"Dania Akkad, O6Human Rights: The Universal Decl ara
available at <https://blogs.lse.ac.uk/mec/2012/12/10/1568¢cessed 5 April 2020.
268 |bid.

269 Olayemi, Abdul Azeez Maruf and Hamzah Alabi, Abdul and Hidayah Buang, Ahmad, Islamic
Human Rights Law: A Glical Evaluation of UIDHR & CDHRI in Context of UDHR (2015).
JOURNAL OF ISLAM, LAW AND JUDICIARY VOLUME 1, ISSUE 3 2015, PP 236 ISSN
24114936 Available at SSRN: https://ssrn.com/abstract=2690355.
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3.3. Saudi Arabiads I nitial Aversions t
UDHR

Saudi Arabia has constantly attracted criticism on several human regurtsof

human right rapporteuré’® for alleged human right violatiort$: However,

considering the right to fair trial, Professor Baderin assertsdhamto st of t he r ep:
have mainly focused on exposing general practical violations of this right

conceni ng i nternat i on dghts igstrumentsewittsa Imich h u ma n
attention paid to the legal question of whether or not there are relevant domestic
provisions for its guaranteethhti t i gants can rely ond under
systen?’? As diswssed earlier on, the Saudi BasicwLaf Governance

(Constitution) has recognised and protected certain human rights including that of

privacy and confidentialityArticle 26 providesthabt he St at e shall pr ot
rights in accordance with the Stm® whi | e Arti clvacyd@ provi de

confidentiality.

The principles of human rights under the UDHR and those under Islamic laws that

apply in Saudi Arabia hawaostlybeen strictly interpreted, and thus produced the

ensuing differencesTherefore the lack of liberal interpretatiohas, arguably
highlightedtheapparentronflictbbetween the UDHR and the Saudi Arabian laws

on human right®other than the right to privacyhich persists until now. This
oconflictd therefoemcge ctolue dt pwme eandaldleygr i

210E.g., Report of the Special Rapporteur on the pramnaiind protection of human rights and

fundamental freedoms while countering terrorishission to Saudi Arabia

(A/JHRC/40/52/Add.2); Report of thSpecial Rapporteur on extreme poverty and human Fghts

Mission to Saudi Arabia (A/HRC/35/26/Add.3); Repofthe Special Rapporteur on violence

against women, its causes and consequendession to Saudi Arabia (A/HRC/11/6/Add.3)

211 See UN Human Righ Treaty website available at <http://www.unhchr.ch/ntml/intlinst.htm>

accessed 4 February 2019

22MashoodABrderin, O6A Comparative Analysis of the Righ
under International Human Rightsaw and Saudi Arabian Domestic Lawb
International Journal of Human Rights 241

<http://www.tandfonline.com/doi/abs/10.1080/1364298I88586>.
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coopl i anced reported. Before the final af fi
Charter, Saudi Arabia and a few other developing nations had resisted and abstained
from affirming it for several decades after its declaratiat®48although the actual

conflicts are mostly centred on freedom of religion and rights of women.

Interestingly, Saudi Arabia was the only Muslim country to abstain during the
UDHR vote along with other mostly communist states (the Soviet Union,
Byelorussia, Ukraine, Poland, Czechoslkla and Yugoslavia) and South
Africa.?”®* They had different reasons for their abstentions which ranged from their
assumption that the Commission had eitlggme too fabor because it hacot

gone far enough d e p emwdha ismopmplaining*. These nabns had sought

to redefi ne t hebedaese the content wes part of iwlgahidieg 6
referred to as O0the ideol odgdPQnapossiplat ri mony
factor, which gave rise to this phenomemnowas that most of the third world
countries, including the Muslim countries that were then apparently revolting were
not present at the conferences that produced the UDHR. As of 1948 when the
UDHR was declared, most of the countries were either undemiabtule or lacked

the political weight at the time to pursue their goals in regards to the provisions of
the UDHR?"®

At all events, Saudi Arabia avoided approving articles, declarations or treaties that
were contrary to itxonservativeinterpretation 6 Islam or that isin its view,

detrimental to its sovereignty. While always avoiding explicit opposition to

t t
he

ZAbdul aziz M Al amisads Brsqagée méAnt in, and || n a
Rights System: An Analytical Reviewd (2010)
<http://www.tandfonline.com/i/abs/10.1080/13642980903007516>.

274 Johannes Morsink;he Universal DeclarationfdHuman Rights: Origins, Drafting, and Intent

(University of PennsylvaniarBss 1999)

<https://books.google.com.sa/books?hl=en&Ir=&id=w80apwItI3Y C&oi=fnd&pg=PR9&dg=Deba
ting+universality+of+Human+Rights&ots=ohkz_IEgF6&sig=ujFKIm42hfGLIXpGaVynWHWT
QnO&redir_esc=y#v=onepage&q=Debating universality of Human Rights&f=false> accessed 15

August 2018.

25Christiana Cerna, o6Universality of Human Rights
Human Rights in Different $SomanRidgsQuarterly742l Cont ext s
2Abdul Azeez Maruf Ol ayemi, Abdul Hamzah Al abi a
Human Rights Law: A Critical Evaluatiofd of Ul DHR
Journal of Islam, Law and Judiciary 29

<https://papers.ssrn.com/sol3/pepefm?abstract_id=2690355> accessed 19 October 2018.
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internationally recognised human rights standards, Saudi Arabia has consistently

been a believer in, and promoter of, a form of cultural relgtihiat would allow

the Kingdom to disregard those standards that it deems contraryQditteer .46 a h

Hence, Saudi Arabia initially abstained f
r i g2f atth@San Francisc@onferencé’® The abstntionwas not beaase it

objects to issues on privacy and confidentiality, but regarding articles 16 and 18 of

the UDHR relating to the womends rights i

religion 280

The Saudi representative,-Baroody?®*had dr awn the UN Gener al

attention on several occasions to the point that article 18 would give preferential

treat ment to missionary religions, afyr mi
systematic prosel yti si ng detion @ofhherwertisor e, he
6freedonnt ation nmari t o change his religionb6 Fo

Third Committee approved an amendment to article 18, by a vote of 54 to 0 with

15 abstentions, among them Saudi Arabia, in which the controversial phrase
60freedom t o chantge 6h dwe aore t6d recadmptmd i n tF
text of Article 18282

Saudi Arabia was the only countby using cultural and occasionally, religious

grounds to challenge the universality of some provisions of the UDHR. The Saudi
representative criticisedttteut hor s of t he UDHR because th
had taken into consideration only the standarésc o gni sed by Western ¢
2 He further went on to state that, o6it wa

superiority of one civilisatiowver all others, or to establish uniform standards for

2"Abdulaziz M Alwasil, éSaudi Arabiad6s Engagement i
Rights System: AMddnal yti cal Reviewdé (2010) 14 The I nternat:i
28 The Vienna Decliation and Programme of Action, adopted by The World Conference on

Human Rights 24 June 1993, U.N. Doc. A/Conf. 157/24 (Part 1),-462@3 Oct. 1993).

278 Chrisina M. Cerna, 'Universality of human rights and cultural diversity: Implementation of

human rghts in different Sociocultural contexts' (1994) 1&M)man Rights Quarterly42

280 Abdulaziz M Alwasil, op cit (note 252).

®lSaudi Arabi ads idntativetdtrerUsManent Repr e

282 Abdulaziz M Alwasil, op cit (note 252).

283 Alwasil (n 252).
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all the c¢ount?AleBaroodynnadé & turthev drantic ceffoit to
emphasise that the drafters of the declaration used only the Western civilization as
their benchmark without regard to taecient civilization that has already passed,

what he called 6%n experimental stage.d

Although tre abstaining countries conceded tHatman rights are universal, but

i nsisted that it Omust be considered in th
of international normsetting, bearing in mind the significance of national and

regional particulatii es and various historic®1, cultu
On his part, AlBBaroody called for cultural relativity rather than -cultural
colonialism?®” Several Latin American countries, including Venezuela, Brazil and

Bolivia supported the Saudi progal but, the Committee, as well as delegates from

India, Lebanon, France and the Philippines, rejected this proposed amefffment.

Also, at the Vienna Declation of 1993, e Conference members adopted (by a

majority votes}®® the Vienna Declaration an®rogramme of Actioff® that

reaffirmed the universal application of human rights and acknowledged the
significance of national and regional peculiarities and tratous historical,

cultural and religious differences have to be put into consider&fidargely, the

Vienna Declaration essentially-adfirms the universalism of the UN Declaration

of Human Rights (UDHR) and redeems the imperfections of the origiatiFef

This criticism of the universality of human rights was also echoed by Pollis and
Schwab in 19793when they stated that:

2iMi chael | gntataicekf fon Hluhem nA Ri ghtsdé (2001) Foreign .
285 Dania Akkad, op cit (note 224).

286 Bangkok Declaration after the Asian Regional Conference. See GarldtiCerna, op cit (note
254) 743

287 Abdulaziz M Alwasj op cit (note 252) 1075

288 Johannes MorsinkTheUniversal Declaration of Human Rights: Origins, Drafting, and Intent
(University of Pennsylvania Press 192%)

289 Eight countries, including Saudi Arababstained from the vote, while 2 others were absent.
See Christina M. Cerna, op cit (note 254)

20 TheVienna Declaration and Programme of Action, adopted by The World Conference on
Human Rights 24 June 1993, U.N. Doc. A/Conf. 157/24 (Part 1),-462@ Oct. 1993)

21 Gee Christina M. Cerna, op cit (note 254) 741

292 Joe Hoover, 'Rereading the Universal eation of Human Rights: Plurality and Contestation,
not Consensus' (2013) 12@urnal of Human Right821

293 Adamantia Pollis and Peter Schwab, Human Rights: Cultural audogical Perspectives
(Praeger 1979) 1.
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The Western political philosophy, upon which the (United
Nations) Charter and (Universal) Declaration (of Human Rights)
are base, provides only one particular interpretation of human
rights, and that this Western it may not be successfully
applicable to notWestern areas due to ideological and cultural
differences%*

Ever since, this has triggered a theoretical debate betiwedimiversalists and the
Relativists on the universality of human rights from the mpblogical and cross
cultural relativity of the different continents, for example, Africa, Asia, and the
Muslim world?®® For instance, some of the relativists arehef tiew that:
Cultures manifest so wide and diverse a range of preference,
morality, mdivations, and evaluations that no human rights

principles can be said to be selfident and recognised at all
times and all place8®

The relativists maintain that ¢ufes or the society may only be judged by no other

absolute values grinciples than by the culture itsé. They further assert that

there is a connection between O6cul tural o |
for t hat cul t uoneedald that Ifor @very culure,tsbneeymoral

judgments are valid, howenethey maintained thaho judgment is universally

valid 2% Therefore, if a human right is not indigenous to a particular culture, its

validity and applicability to that culture are ddfuth andalsoby extensiorf®®6 a | i e n

and i ncompat i-Westend cultwal tahd refigions traditiorf§°

Conversely, the Universalists argued that at least some moral judgments are
universally valid, and therefore, the collections of rights as enundnatiee UDHR

and other international human rights covenants aati¢seare universally valit}?

2%ibid.

2Mi chael Goodhart, 6Origins and Universality in th
Essentialism and the Challenge of Globalisation (2003)@5an Rights Quaerly 940.

26 Abdul AzeezA}, 6 Hi s Eminence Sheikh | braheemo.

X’Bhi khu PaEehkhocé&mMNomnic Universalismé in Tim Dunne
Human Rights in Global Politics (Cambridge University Press 1999) 128.

2John J Tilley, o6Cultural Relativismé6 (2000) Human

299 Adamantia Pollis and Peter Schwab, Human Rights: New Perspectives, New Realities (Lynne

Rienner Publishers 2000) 44.

S0AE Mayer, oO6Current Musl i m ThNaimlndirgncisM DeAgt man Ri ght
(eds),Human Rights In Afca: CrossCultural Perspective§1990).p. 133156

301 Michael Goodhart, op cit (note 251) 940.
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This debate has culminated in the evolution of other perspectives, including the
bessent i al ?%The edsentialises focus rkoredn the view,tbaltures

have core or 6essenti al 60 bpliefognd ontthees amo n ¢
essenti al connection between any given cu
doctrines. Does it reflect the values and beliefs of their cultures, whether it

embodies thesocial, religious, economic and philosophic character of a given

society? To essentialists, it is not the question of origins or universality of the

culture, but their validity. Therefore, for instance, if a culture is Western, then it

cannot be universaf®

Al t hough oO6not binding witat ithtedUPHRMe f or ce
assumes as O0a common standard of % chieveme
or 6an inclusive set of rights t hat tra
di vi s%ltdassisodeen argued thagh incidence of consensus (80 pent)

with which the resolutions of the Commission on Human Rights have adopted

further stresses the universality of the Declaration i#8éTFhis assertion has been

challenged by the Muslim wial. They doubt its universality or compatibility with

the whole world. Rather, they opine th#tte UDHR is simply a manifestation of

Liberal, Western, Christian ided®¥ However, the Arab Charter eventually

reaffirmed the UDHR in its preamble.

It is worthy of note thatbringing forth this debate is just to show that the arguments
and abstentions to the UDHR by Saudi Arabia and eight other nations are not
unfounded. While the West continues to maintain that there should not be a
different definition of hwan rights for dferent regions, such reservations

exhibited by Saudi Arabia has continued to reflect on its perception of the definition

32Mi chael O@uagmslamdUniversality in the Human Rights Debates: Cultural
Essentialism and the Challengedf@ bal i zati ondé (2003) 25 Human Right
<https://www.jstor.org/stable/20069700> accessed 15 August 2018.

303ibid. 941.

304M Khadduri, The Islamic Concept of Justi¢dohn Hopkins University Press) 236.

305See the preamble to UDHR, 1948

36A Eckert, o6Universality by Consensus: The Evol uti
UDHRO ( 2 HOMah Rights @nyl Human Welé22.
%"BG Ramcharan, OHow Universal Are Human Rights?6

3S5ee section on i ArboHuman®ightsafpaga®ab Char 't
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and application of human rights in its domestic laws. Based on the arguments stated

above, to some Muslims, humanhrig are a cultal concept of morality that is

European in origin, and that they evolved from European modern thought on natural

law. The Western countries later elevated them to legal institutional standards

whichf i nal |l y ended u patiomand mtergdtionallaw*¥ r sal 6 decl a
Despite its consistent rejection of the notion of the universality of the UDHR, it is
argued that Saudi Ar abiads approach to th
position of rejecting any inconsistencies with @ a h. it ldaa beemrgued that,

if strict Wahhabis#'® were taken fully into consideration, Saudi Arabia would

l' i kely vote against the UDHR. 1t is intere
and sometimesambiguous positions about international human sigitandards

ard instruments implypragmatism and malleability on the part of the Saudi

Government and that of the Islansich a r.3! ®aliharily, Islamic international

law permits the application of international commitments to the domestic legal

system ifthey are notontrary to thes h a r.3?fiiatheaut hor 6 s submi ssi o1
this approach creates optimism that Saudi Arabia might, eventually, adopt a more

liberal approach to its interpretation of tBeh a r with a potential tendency to

aligning with te universaty of human rights as they are.

Moreover, Saudi Arabia has generally endorsed the UDHR and subsequent human

rights covenants, conventions and protocols, noting th& thea r guéranteed

human rights and expl aklesiwergincbrporateddimme Conver
Saudi lawsSaudi Aabia had claimeth its regular national repgisubmittecto

Human Rights Council of the URthat it has madaumerous lawsvhich are

S%Bassam Tibi, o6l sl amic Law/ Sh a mdlétenatioddu man Ri ght s,
Rel at i on s Hudnan(Rig&tsoQarierly 276 (278)

310Wahhabism (Arabicyy atwa DR Ubi ya(h) ) is an I slamic doctrine
movement founded by Muhammad ibn Abeghhhab. It has been variously described as
Oultraconservatived, daubitealkpdo; dsnamamesktami st ref

to restore "pure monotheistic worship" (tawhid) by
movement 6, O6vile sectd and a distortion of Islam b
SMAM Al wasil, 6Saudi Ar abiondith,tHe U Hugen®Rgmtst i n, and | n
System: AnAa | yt i cal Re The interdatiqnd Ibdrrtal)of Huran RigHt875

312Donna Knapp van Bogaert and GA Ogunpan, o6 Conf i denti ality and Privac

Di f f er en c eSbudh Africad Padily Praclic2l5.
313 Submitted in accordance with paragraph 5 of the xatméluman Rights
Council resolution 16/21
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relevant to the Convention, including the law prohibiting torture during
investigations, which stipulatestiiat onf essi ons shoul d result

careful investidation without torture. o

Having stated the above, the focus now shifts to the particular provision of the
UDHR on the right to confidentiality. As noted eerlon, there is no significant
distinction on the definition of what constitutes the right to privacy or
confidentiality between the UDHR andthe Safsdi a bi ads | sl amic inter
human rightsRather, the difference is more on the quality of @esl and its
application to achievene protection to confidentiality right. For instance, Article
12 of the UDHR (1948) provides thatvery person has the right to privacy, i.e., in
the sense of protection of access to their family, home and corresperidetic
provides:

No-one should besubjected to arbitrary interference with his

privacy, family, home or correspondence, nor to attacks on his

honour or reputation. Everyone has the right to the protection of
the law against such interferences or attdtks.

However, Article 30 of the UDHRmits the application of all human rights to the
extent thatit does not confer anyone, group or state the right to engage in any
activity or to perform any act that interferes with the rights and freedoms of others

asprovided therein.

The UDHR presmably forms the international benchmark on privacy rights, which
explicitly provides for the protection of both territorial and communications
privacy. Several other international covenaand treaties tsome ofwhich Saudi
Arabia has acceded toave renforced the UDHR, for example, the UN Convention
on the Rights of the Child (CRE)! Convention on the Rights of Persons with

314 AM Alwasil, op cit (note 252) 1079.

315 Similarly, the Islamic Declaration on Human Rights, as proclaimed in Paris on 19 September

1981, provides likewise under its Article 22 thus: "Every person is entitle@ ortitection of his

privacy.o0 It seems that there athedawohwnanrighany f undame
declarations, thanks to the certain changes later introduced to the UDHR to adapt some of the

Islamic ethics and doctrine to encourage aceg by devout Muslims.

3%Jerome J Shestack, o6The Phil osoHumian®Righilsoundati ons o
Quarterly228

317 Acceded to in 2007.
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Disabilities(CRPDJ*® and the UN Convention on Protection of the Chflds well

asthe Internatinal Covenant on Civil anBolitical Rights (ICCPRY?° Regionally,

the Arab Charter on HumanRigftsand t he Eur opean Commi ssi
for the Protection of Human Rights and Fundamental Freedoms made privacy right

enforceable within their respectiverisdictions.

For insince, Article 17 of the ICCPR prohibitse State parties from interfering
with the privacy of those within their jurisdiction and requires them to protect those

persons by law against arbitrary or unlawful interference with thisiagy, which

Ol

includeshnf or mati on about an individual 6s ident

person. The ICCPR provides:

No one shall be subjected to arbitrary or unlawful interference
with his privacy, family, home or correspondence, nor to
unlawful attacks on his honw and reputation.

Everyone has the right to the protection of the law against such
interference or attacks?

The ECHR equally provides for the right of privacy and confidentiality as follows:
OEveryone has trhieprivate grid famjtlife, his oseaadhis f o
cor r es p®indgtaa thesedcommonalities, the Muslim world had sought
for alternative concept of human rights other than those under the UDHR.

3.4 Alternative Islamic Human Rights Declarations

Muslims, generally, believe thatuman rights are Gegiven and not given by any
king or by a |l egislative assembly. They
find out what is right and what is wrong we do not go to the United Nations; we go

to the Holy Kom n®24@nder the Islamic lawno ruler, government, assembly or

318 Accedel to in 2008

31 UNGA Doc A/RES/44/25 (12 December 1989) with Annex, Article 16.
320|International Covenant on Civil and Political Rights, 1976 available at
<http://www.hrweb.org/legal/cpr.htmlaccessed Bpril 2020.

321 of 1992 as amended in 2004.

822 Article 17, ICCPR 1976.

323 Article 8(1) of ECHR.

4 Spd®n, Loui se Sbpd®n, OAlternative |Islamic Human

17 available at <
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authority has the power to curtail or violate in any way, the human rights conferred

by God nor cantheybesurrendetf&lf hus, t he role of Musl i ms |
to the application oSha i d@saadm inherent andrding part of the application of

the |l aw. Muslims are requi r3%dowever,acaptur e
gual i yed Mmgtdhid plurgl nouahideeth onfy can undertake such an

important role of endeavouring to fortate a rule of law basedavidencedalil)

found in the source®’

In this section, the thesis discusses the reasons why an alternative to the UDHR was

sought after by the Muslim community. As pointed out in section 3.3 above, there

have been some misgivn g s about ittlyéd @dnitvheer sdDHR an
ocompatibilityd with the whole worl d. For
asked questions concerning the UDHR is, how universal are they really, are they
compatible with the whole world or they argnply a manifestation ofiberal

Western Christian idea¥?

The UDHR is considered a universal document on human rights and liberty.
However, critics have argued that it has failed to achieve this objective due to its
secular philosophy and because it slo®t take cognisance ttie fundamental
diversity of the people around the world, particularly tifahe Muslims®?°In line

with the above criticisms, Muslim countries haeéfore their eventual affirmation

of the UDHR through the AraBharter, felthatthe UDHR is contraryat Islam and
therefore, is of no validity in Islamic countriéhis might have stemmed from the

conservative interpretation of th® h a r bydwhith Muslims recognise no

https://lup.lub.lu.se/luur/download?func=downloadFile€oelOld=1653579&fileOld=1670218>

accessed 26 July 2020

325 Universal Islamic Declation of Human Rights 1981, foreword.

6Bernard Wei 99, idl ntsedrapni €t dtaiw: The Theory of | jtil
Journal of Compatave Law 199 <https://academic.oup.com/ajcl/article

lookup/doi/10.2307/839668> accessed 20 October 2018.

327 bid.

328 SzedénAlternative Islamic Human Righ(010) 13 <https:/lup.lub.lu.se/student
papers/search/publication/1653%7&ccessed 20 Ajb2020.

329 AM Olayemi, H Alabi, A Majeedand Hi dayah Buang, 6l slamic Human R
Critical Evaluation of Ul DHR & CDHRI in Context of
https://www.researchgate.net/publication/281120061 Islamic_Human_Rights Law A_Critical E

valuation_of UIDHR_CDHRI_In_Context Of UDHRaccessed 29 April 2020.
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authority or power but that of Almighty God and that thereoisalidly recognised
legal tradition apart from Islamic la#°

It does not require further overemphasis ti&at) a r is the primary and main

source of law for Saudi Arabf&! The main sources @8 h a r aré thehHoly

Qur 6an (consi der e €onstitytionMthesSunnah,end atker t h e
secondary sources. Any Saudi law or legislation that conflicts with the principles
ofShardalhl be ineffectiveod dhetefbred ext ent o
understand and appreciate the uniqueness of aotggbion given to patient

confidentiality under the Saudi legal system, we must first understand the

applicable rules of privacy and confidentiality under$hie a r andtlauk, the need

for the review uder this section.

According to the doctrine @ha r i, évari aspect of life is deemed private unless

shown otherwise. The public sphere is that in which governmental authority

operates, making it both transparent and open to scrutiny and observation. A

striking instance of conflict between individuaéédom in Islam and the modern

concept of freedom is in the I slamic doct
Go d' s 33Thisldbctrirde does not seem to fit into any of the known schools of
thoughthot t he | east, the hatuhamast dés gtboal
rights possessed by all hum®ns being humar

Under theS h a r iindiadbals owe stratified obligations toward God, fellow
humans, and nature. It is only upon discharging the obligations that an individual
qualifies for, and acquire certain rights as defined bysthea r. iTherafbre, those

who do not accept or disclyg these duties have no rights, and cannot, justifiably

330 At the presentation of UIDHR to UNESCO i8d1.

331 Articles 1, 5(b), Basic Law of Govenac e, Royal Order No.T1( A/ 91) 27 Sh
March 1992

Article 48 Basic Law of GovernancelMaRmyal Order N
1992

¥Majid Khadduri and Wael B Halll aq, MiddEkast | sl ami ¢ C
StudiesBulletin 305-308.

%3 Tasioul as, 0 Hu mandtheRalgeb of Bersondaod: RetraciagaQriffints y

St eps 6 ( Eddpean Jodrral(oflPhilosopt8s.
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claim freedom or right over society? Consequently, in Islam, human rights exist
only concerning human obligatioA¥ Unlike the UDHR, which is not legally
binding and can be withdrawn or modifieldetrights ordained by God is not subject

to withdrawal or amendment, the Muslims assettéd.

The Quran has made relatively more referencesdtdies {arud) than to rights

(hugug (or better transbdhted dsnakkel@namblbged
in the Western sense are those belonging only to Allah and to the state. However,

the individual's lack of rights is not seen by Islam inegative light®*® because,

this condition supports communalism rather than individualism, i.e., the

individuals r i ght s are subject to the communi

predicated on the assumption that, in Islémmans are not created for safiness

and i mpervious individuality (bu¥®) for co
Thus, a Mulsd i sny b miothnedé wcompl etely to God,

individual, as viewed in the Western philosopf T h u s , an individual 6
subjectb t he condition that o&éthis right is tc¢

[so] we may call it the common god3# 6

As with conventional human rights, the right to confidentiality could conflict with

other rights, for example, (public interest) to know,oanot her i ndi vi dual
expression. Under th® h a r codfadntality is all about keeping secretsd as

in all other ethical systems, there could arise a conflict of interest between the
individual's right to keep their secret and that of thblic to know to serve

madas!l aba ( &amma p u B iIslamicsethibseisnne exceptjon. For

exampe, the physician has found thatfemale patient sustained a fractured rib

335 A Pollis and P Schwaltjuman rights: cultural and ideological perspecti@saeger 199) 50.
336 | bid.

337 Abdul Azeez Maruf Olayemi, Abdul Hamzah Alabi and Ahmad Hidayah Buang, op cit (note
232)28.

338 | bid

339 | bid.

340 | bid.

%lCharles Malik, 6l sl amic Con clslanicConteptidfu man Ri ght s o
Human Rights(1978) 59 citedinDon a E A Application ®@fTntemational Human Rights
Law in | sl amic Human Righis®@uafterlPo32aB). 12 ( 2)

342vardit RisplerChaim, 'The Notion of Privacy in Islamic Medical Ethics' (2016)V&&l Law

478

71



because of domestic violence inflicted by her husband's violent behaatber
than because of the reported accidental fall. In a standard Islamic criminal law, any
harm or injuy must be reported to the legal authorities to ensure that the husband,

as in this hypothetical case, is prosecuted, and if convicted, be purfshed.

It is noteworthythatd ur i ng t he early period of | sl am,
clearly defined although it could be inferred from the rulings in the cases involving
theft, trusts, seeking permissiong exposin
others. Forinstancehte Hol y Qur 6an provides:

i @ you who believe! Do not enter houses other than your own

houses until you have asked permission and saluted their inmates;
this is better for you, that you may be mindftl.

The moderrday definition & privacy under the Iskaic laws emanates from
scholarso6 efforts iQur gadnhesunna®yMedicalx t s f r om
conydentiality in Islam is a type of conyd
ethical principles*¢ The first principle isc o nt a i n e d anic prohibiftoe Qu r 6
against backbiting:

O you who have believed, avoid much [negative] assumption.

Indeed, some assumption is sin. And do not spy or backbite each

other. Would one of you like to eat the flesh of his brother when

dead? Yu would detest it. Am fear Allah; indeed, Allah is
accepting of repentance and Mercittil.

Furthermore, some o fSunndh/éladihrelatpdioeptivacy st at e me
that reinforces these provisions from the

Do not harm the Muslims,an revile them, nor spy on them to
expose their secrets. For indeed whoever tries to expose his

343 | bid.

344 Surah AaNur (HQ: 24):7

345 A Almebrad, The Suffciency of Inforamtion Privacy Protection in Saudi Arélmdian

Universirty 2018p.

346 Ghiath Alahmad and Kris Dierickx, 'What Do Islamic Institutional Fatwas Say About Medical
and Research Confidentiality and Breach of Confidentiality?' (201Pel2loping World

Bioethics

’Qur 6an: Dwellings: 12
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Musl ims brotheroés secrets, All ah ex
even if he were in the depth of his hote.

Yet another hadith ohe prophet says:

If someore is peeping (looking secretly) into your house without
your permission, and you throw a stone at him and poke his eyes,
you will not be blamed*®

If a person listens to the talk of those who do not wish to be heard,
then moltenlead will be poured into kiears on the Day of
Resurrection3°

One who | ooks at his brotherds | ett
essentially looking into the fire of Heft

The second principle is based on the obligation to protect secrets as orgaimed b

Qu r &déerily, Allah commands that you should render back the trusts to those,

to whom they are dug®?And | astly, the protection of ¢
l oyal ty. This is based on d&moseevhadre Qur dani
faithfully true to their Amanat (all the duties which Allah has ordained, honesty,

moral responsibility and trusts) @mo their covenants®*3 These quoted verses of

the Quran and the example of stateme®tsn(alh of the prophet have clearly

shown thatspying is forbidden for althe Muslims, individuals and state actors

alike 3%

This is more relevant as the Saudi Bdsaev of Governance has reiterated that its
constitution shall be the Book of God and 8wmnal(Traditions) of His Messenger

(S h a r)F>BTad the government derives its legitimacy and authority from the

348 Jami" & Tirmidhi 2032, Book 27, Hadith 138.
349 Sahih alBukhari, Book 87, Hadith 26.
350 Sahih AFBukhari, Book 18, Hadith 34.

®IMohammad Hashim Kamali, &éThe Dignity of Man: An |
Mohammad Hashim Kamal ir tgTherRivaglcty , T Anldi fOewv,n eSeschu p
(2008) 193

(2008).

%2Qur 6an: 4:58

%8Qur 6an: 23:8

3%54A AlmebradThe Sufficiency of Information Privacy Prot
University 28) 56

355 Article 1, Basic Law of Governance
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S h a r,¥%a shéll protect the human rights acdogito theS h a r3’ @nd, any
applicable law shall be consistent with tBeh a r.®8dnaview o the above,
therefore,the question for now jssince Saudi Arabia has affirmeéde UDHR
through the Arab Chartewyould the Saudi Arabian human rights laamd the

international human rights lawsconcile?

Consequently, Muslim writers have argued thahen Muslims notice the
discrepancies between UDHR and Islamic law, the Muslim world clamoured for
the amendment of the UDHR to accommodate the Islamic legehsy$herefore,

the unsuccessful struggle has led to the emergence of other alternativagionafn
instruments that meet their demands, to wit, Universal Islamic Declaration of
Human Rights (UIDHR), 1981, and Cairo Declaration of Human Rights in Islam
(CDHRI), 19903%°

The right to privacy and confidentiality is clearly protected under Arti2zlefithe

UDHR (1948) which provides as follows:
ANo one shall be subjected to
privacy, family, home or correspondence, nor to &ttagon his
honour and reputation. Everyone has the right to the protection of
thelawagai nst such interference or

It would not be out place to point out at the outset that there is no conflict in
definition, nature and scope of rights to priyaand confidentiality between the
Islamic law and the UDHR. However, for the sake gfuanent, let us review the
Islamic alternatives to the UDHR and find, where and how they departed from each

other,if any.

3.4.1. The Universal Islamic Declaration on Hman Rights (UIDHR)

A nongovernmental organisation, the Islamic Council introducedfHR to
the UNESCOheadquarters in Paris in 1981 as an Islamic concept of Human Rights

to serve as an alternative to the UDHR. Unlike the UDHR, it was a religious

356 Article 7

357 Article 26

358 Article 48

359 Abdul Azeez Maruf Olayemi, Abdul Hamzah Alabi and Ahmad Hidayah Buang, op cit (note
228)
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dechration for humanity, guidance and instruction to theds fear God®® A

referencet@t he Lawd in the Decl Sharidaah t ext r e
from t he SQuaandamy otherthws as deduced from these two sources

by valid methodsri Islamic jurisprudenc&?! All the articles in the declaration have
anexplicitreferace t o certain verses ofSunhahe Qur 6an
The West would view this as limiting the scope of the UDHR in the universal

application of human righkt

The UIDHR asserts in its foreword as follows:

All Human Rights are given by God@ God only, and due to
their divine origin, no ruler, government, assembly or authority
can curtail or violate in any way the human rights conferred by
God, nor can thelpe surrenderet§?

Notable additions under the UIDHR, relative to the UDHf|udes the duties to

defend rights of other persons and the community, protest against injustice and

refuse to obey any command that is contrary to the I%&whe right to found a

family, the right of married women, among oth&4it is noteworthy thatoverall,

the declaration remains relatively neutral
rights,andthe rights of minorities and freedom of befi&fas none of these issues

is apenly confronted, even though they are to some extent v&tjue.

The UIDHR exists in two versions: one in English and another in Arabic. It has
been argued thahere is a significant difference between the two versions wath th
English version appearing b more in compliance with the UDHR while the one

in Arabic relying much more o8 h a r.3’@he WIDHR provides for the right of

360 Al Qur'an, AHimran 3:138; The Declaration was more of religious nature

361 Universal Islamic Declaration of Human Rights 1981, foreword

362 | bid

363 Article IV, Article XIl. The Law, in this Declaration, meanstBeh ar.i 6 a h

364 Article Xx and XIX

365 Mayer 1995 p.104.13

% . oui se SpPd®n, O0Alter nat i MumaniRihtssSdigs23Hu man Ri ght s 0
available at <
https://lup.lub.lu.se/luur/download?func=downloadFile&recordOIld=1653579&fileOld=1670218
accessed 26 July 2020.

367 1bid p 23.
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privacy in the foll owing words: OEvery pe
pri v#cy. o

It follows that the UIDHR too &s applied some exceptions to the enforcement of
human rights. It provides that under certain circumstances, state authorities may
justifiably infringe wupon human rights to
others andof meeting the just requirementé morality, public order and the
general welfare of the Communityihmal) 3°@herefore, under the UIDHR, the
right to privacy (or any other right under this declaration) is subject only to the
following exceptions or lintations:
In the exercise and enjment of the rights referred above ()
every person shall be subject only to such limitations as are
enjoined by the Law for the purpose of securing the due
recognition of, and respect for, the rights and the freedom of

others and of meeting the jusguégrements of morality, public
order and the general welfare of the Community (Umn¥dh).

This exception is essentially similar, if not the same, to the UDHR under Article 29

(2) which provides:
Al n t he ex ehtscahdsfreedams, evieriyose shaidl
subject only to such limitations as are determined by law solely
for the purpose of securing due recognition and respect for the
rights and freedoms of others and of meeting the just requirements
of morality, public ordeand the general welfare in a decratic
society. o

The notable distinctions that should be noted here istttedtl| DHR does not offer

a definition of whatconstitutesd p r i ana wheitber it includes confidentiality.

Note further t hoanttheUIDHKR ithe aeilter¢d DHRUADe d

Charter nor any other secular law, but d ar i6G @ake; t ot al ity of or

368 Article XXII, UIDHR, 1981

369 Explanatory Notes No. 3 Universaldmic Declaration of Human Rights, 21 Dhul Qaidah
1401 19 September 1981 available bttg://www.alhewar.com/ISLAMDECL.htred Accessed
January 20 2018

370 Explanatory Notes No. 3 Universal Islamic Da@tion of Human Rights, 21 Dhul Qaidah
1401 19 September 1981 available attg://www.alhewar.com/ISLAMDECL .htrel Accessed 20
January 2018
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derived from the Qur'an and the Sunnah and any other laws that are deduced from

these two sources by methods considered valislamic jurisprudencé’?

The othe instance in which the Islamic standpoint on human right differs from the

Western viewpoint is thathe individual Muslims are divinely obliged to show

obedience to constituted authorities. The individual is enjoin@timays stand in

support of, and a@s an integral part of the government, and not as an opposition

party, unlike under the Western governments where individuals and the government

are separate. Consequently, there is no obvious need to define indilgttsain

contradistinction to thetate3’? This may have been premised on the assumption

t hat the ruler is ideally competent and
provided by the | egal theory to 3rotect t
Thus this explains the argumentthlst ami ¢ | aw i s O6fundamentall
notion of an independent judiciary fearlessly defining the limits of the power of the

State over the individual and pUYwer ful enc

In Western legal systems, from which intdroaal human rights originated, the
sovereignty resides with the people. Therefore, the nation is entitled, through its
representatives, to change an existing law or create a new one, to respond to social
changes im given society and in a given tiff@ Conversely, unde® h a r, iGéda h
alone is the sovereign, and therefore, secular institutions are not empowered to
formulate or amend the law. Consequertig Muslims must regulate their actions

to comply with His lav (theS h a r iat@latimgs®’® Furthermoe, entitlement to
human rights is by grant, not by virtue of being human. The implication of this for

human rights under tl& h a r rulés & that human beings are only entitled to those

871 Explanatory Mtes No. 1 (b) Universal Islamic Declaratiof Human Rights, 21 Dhul Qaidah

1401 19 September 198lavailable httg://www.alhewar.com/ISLAMDECL.htred Accessed 27

April 2018

S2Donna E. Aplication of latdriationaAHuman RightsLawn | s | ami ¢ St at es 6 ( 19
12(2)Human Rights Quarterly202

373 |bid.

874 |bid. 207

%%See E.T. Luard, &éThe Origins of International Con
The International Protection of Humdights(Thames & Hudson 1967) 21.

S%NJ Coul sonand Tthree Sltradievi dual in I slamic Lawé, vol

<httpsi/www.jstor.org/stable/pdf/755895.pdf?refreqid=excelsior%3Ac75457a5a896821ff4a30301
aceabede> accessed 24 October 2018.
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rights granted them by ¢hS h a r, indt &yhvirtue of being human ings or
individuals, but merely by virtue of the divine will. Thus, unless international
human rights are recognised by théh a r,i 6takhe expr essi on of
cannot enjoy the status of rights in a Mos$itate, and therefore they are not worthy

of the protection of the lai/.’

3.4.2. The Cairo Declaration on Human Rights in Islam (CDHRI) 1990

The second Islamic Charter reviewed is the Cairo Declaration on Human Rights in
Islam (CDHRI) 1990. In refusingo acknowledge the universality of these
doauments, Saudi Arabia attempted to develop a different human rights declaration
and therefore, formed a coalition comprising of several Muslim states in order to
produce a human rights document compatible withpiteeepts of the Islamic

S h a r. Oeatlieyears, these attempts have resulted in the production of several

6l sl amicd human rights document s. The
Declaration on Human Rights in Islam 1990, which was presented by the Saud
Foreign Minister to the 1993 World HumaigRts Conference, held in Vienr#&®

The CDHRI 1990, which unlike the UIDHR, was a governmental approach, was
adopted in Cairo by the 19th Islamic Conference of Foreign Ministers of the 45
Member States of the @anization of the Islamic Cooperation (OREY.The
CDHRI became the only acceptable dampracticable International Islamic
Instrument on human rights. For instance, a UN-cuhmittee for resolving
women rights issues had referred to the CDHRI in the preamble to a resolution
adopted on 21 August 1998lso, a UN Commission adopted resolutit®94/79

377 1bid.

S8 AA Al-h a r gSaudi Arabia and the International Covenant on Gind Political Rights

1966: A Stalemate Situation (2005¥9The International Journal of Human Rigl#81-505 at

491. See Saud Ataisal, Foreign Minister of the Kingdom of Saudi Arabia, address at World
Conference on Human Rights, Vienna, Austria (15JL@093); see also Saud-Baisal, Foreign
Minister of theKingdom of Saudi Arabia, statement delivered by H.E. Gaafar M. Allagany, Saudi
Ambassador to the United Nations at the 48th Session of United Nations General Assembly (13
October 1993).

879The OIC is the second largest ingwvernmental organization, sugsad only by the United
Nations. With 57 members from four different continents, the organization acts globally to
promote Islamic solidarity. The organization does maintain permanestvestatus with the

UN. OIC acknowledges the Cairo Declaration efrkln Rights in Islam, not the Universal
Declaration of Human Rights.
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calling on the government of Sudan O60to com
rights instruments and to bring its national legislation into accordance with the
i nstruments to whiacth iSsu déatnh efaGD HaR Ip,a r1t 99 00. t

This Cairo Delaration went on to become a reference point for several Muslim
statesbecausethey considered it as a more feasible Islamic alternative to the

UDHR during the 1997 Organisation of the Islamic Conference, heldhram&*

However, the Declaration hastmoanaged to achieve the recognition or support of

the international community, as ascertained by the UN Seci@taryn e r a | Koy
Annan, who in 1998 rejected it by reasserting, ttig rights recognised under the

UDHR were universally applicabfé?

The CDHR establishes th& h a r lawasdhe only source of referengfor the

protection of human rights in Islamic countri€Despite the initial aversion to

it,384 the CDHRI was presented to the UN in 1992 and it was astépto the

Human Rights Commissigns Compi |l ati on of I nt®&rnational
Since then the CDHRI has formed a part of the international instrument on human

rights.

The CDHRI affirms that:

e Al l men are equal i n teasins of basi
obligations and responsitiiks, without any discrimination on

the basis of race, colour, language, belief, sex, religion, political
affiliation, social 3%%tatus or other

380 Abdul Azeez Maruf Olayemi, Abdul Hamzah Alabi and Ahmad Hidayah Buang, op cit (note

228)30.

381 Resolution on the dllow-up of the Cairo Declaration on Human Rights in Islam. The lislam

Summit Conference (Session of Conydence, Dialogue
Republic of Iran, D11 December 1997, 8th Sess, No 5B/@S). See also, The Tehran

Declamtion of the Organisation of the Islamic Conference, The Islamic $uGonference

(Session of Conydence, Di al ogue and Participation)
December 1997, 8th Sess.

382 press Release, SG/SM/6815, HR/4390, New York (debéer 1998).

383 Abdul Azeez Maruf Olayemi, Abdul Hamzah Alabi and AduinHidayah Buang, op cit (note

228) 32.

384 The CDHRI was presented for approval at the OIC Summit Meeting of Heads of State and

Government, held in Dakar, Senegal on 9 December 1991. Howhis was averted following a

press release from their Genevasel International Commission of Jurists (ICJ); See David G.

Littman, Human Rights and Human Wrongs: Shariah cannot be an exception to international

humanrights norm, at 2.

385\/ol. I1 (1997), pp. 47884

386 Article 1, CDHRI, 1990
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The CDHRI further affirms the equality of men and women witiirthespective

rights andduties®®’ and that Islam alone is its ba¥8 The CDHRI provides for

privacy as follows¥®®
A(b) Everyone shall have the right t
private affairs, in his home, among his family, with regard to his
propery and his relationshipst is not permitted to spy on him,

to place him under surveillance or to besmirch his good name.
The State shall protect him from arbitrary interference.

(c) A private residence is inviolable in all cases. It will not be
entered wWhout permission fromits inhabitants or in any
unlawful manner, nor shall it be demolished or confiscated and
its dwellers evicted.

However, several additional concerns persist which raise issues of its
implementation and compliance by member st2®h. has been suggested that
there has been a significant disparity between theory and practice in the application
of human rights by the Arab League member statesrtisés troubling questions.

This resultant gap between the law as it is and praceedtyrprompts doubts as

to whether the member states that supported the CDHRI ever intended to follow its
supposedly culturally based principles, especially in cases where those principles
would redress the status quo in the balance of p&iv€or instare, some of the
member states have shown little inclination either before or after the issuance of the
Cairo Declaration to honour the principles outlined in articles 18(b) and 18(c) of

the Cairo Declaration.

387 Article 6, CDHRI, 1990
388 Article 10, CDHRI, 1990
389 Article 18, CDHRI, 1990

Ann Elizabeth Mayer, o6Universal versus | slamic Hu
with a ConstMich. d.inBlL.343.994) 15

¥l pbid. Most of the | sl amic HU aisnstthreuymel natcsk airnet eorpprra
enforcement mechani sms. See Mashood Baderin, 6l den

Islamic Law for the Promotion and Protection of Human RightsindMl i m St at esdé (2004) 2
Netherlands Quarterly of Human Rights 329
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3.5 The PossibilitytthéUDNRarpitei ng t he Sh:
Versa

Currently, Saudi Arabia is one of the countries acknowledged as holding a non
compliant and controversial position towards internationally accepted human right
laws3%? Its position was initially demonstrated when it abstainethfsoting on

the Universal Declaration of Human Rights (UDHR) in 1948. It has been argued
that the question of compatibility between Islam and human rights cannot be
answered with a simple yes or no but depends on the different interpretations or
0 k i nldlam andfits compatibility with what kinds of human rights, when, where

and with whor?®3

Given that IslamicS h a r is dha Bupreme law of Saudi Arabia, it becomes
imperative to seek balancm compliance with international human rights
instruments by liberal approach to interpreting Islamic principles while ensuring
that the tenets of th& h a r areédnatfiindamentallybreached in the process. Itis
also submitted that the international community should recognise that human rights
are guaranteed uadtre S h a r anditwhll make for greater understanding if this
perspective is taken into consideration in the drafting of international human rights
instrument. Therefore, the need to make room for the diverse cultures of the people
of the world in theinterpretation of what human rights are cannot be

overemphasised.

3.5.1 Saudi Arabiabds Engagement with I nter
Institutions

Saudi Arabia is increasingly pursuing its objective to become more fully a part of
the international legal and imsttional system, not just limited solely to the area of

human rights. Despite several <criticisms

AAAl-hargan, 6Saudi Arabia and the International Co
1966: A St al emat eThS8mtarnatimraliJauma of HEMArORIgh# 150541)

491

B¥Marie Juul Petersen, O6lslam and Human Rights: CIl a
Public Sphere, 2016) availbale at
<http://blogs.Ise.ac.uk/religigpublicsphere/2016/10/islam-and-human-rights-clash-or-compatibilit

y/1/4> accessed 31 August 2019.
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ard for not ratifying some major UN human rights covenants, it has stepped up a

steep defence on itsvn behalf to sbw that it has increasingly engaged with the

UN in many other human rights projects. Also, the requirements for joining the

World Trade Organs at i on ( WT O) have encouraged Sal
stipulated conditions, within which some aspects of hungdatscompliancehave

been positi¥ely inpuenced.

Abdulaziz M. Alwasif®® has attempted to highlight the various levels of growing
engagemets and interactions that Saudi Arabia has been undertaking with the UN
to show the degree of their cooperation omhu rights issues. For instance, he
submits that Saudi Arabia has participated in the creation of the international human
rights project ad has shown, especially in thesviousfew years, signs of greater

adherence to the internationally recognised hurigdns standard®®

Although Saudi Arabia has made some progress on the subject of human rights,

further improvements are required toegafard the humanright¥’Saudi  Ar abi ads

human rights record became the dghebject, f

1503 proceduré®® Taking into consideration the consequences of the possible

adoption of a resolution condemning the violations ohan rights in Saudi Arabia,

the Kingdom had to rexamine its strategies in dealing with the UN human rights

system. Responding to these communications, which related to the lack of legal

safeguards in the Saudi judicial system, the Kingdom provided the Su

Commission with detailledadc ument s on some speciyc case
s

rights violations and®®°Saudi Arabi ad judi c

394 Abdulaziz M Alwasil op cit (note 252)081.

3% ibid.

3% ibid 1072.

37 gRdzf I K a ! fYdzil ANRZ We¢KS 52YSaGAO0 ! LILIX AOFGAZ2Y 2
in Saudi Arabia and the Need to Ratify Corivén2 y & 2y aA3dINI yid 22Nl SNEQ OHAMT
Eastern Studies

<https://www.tandfonline.com/action/journalinformation?journalCode=fmes20> accessed 16

January 2021.

3% This was an old procedure for bringing complaints of violations of the provisions ofrr@nhu

rights treaties before the human rightsaty bodies. The 1503 Procedure has since been replaced

by the HH Council. Sebias Bantekas antdutz Oette International Human Rights Lawnd

Practice(Cambridge University Press 2016) </core/books/internatibnalanrights-law-and
practice/339F6FFAD746380EC915A76E7A018A4C> accessed 24 Septembepd&&160

399 Abdulaziz M Alwasil, op cit (na 252) 1085.
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Saudi Arabia has attempted to change its pattern of engagement in the UN human
rights system, from limited involvement teedoming part of the internamal

human rights arrangements. Initially, the issue of human rights received negligible
attention among Saudis domestically. Neither the government nor the people
showed an interest in discussing human rights as such. Hovwewarjety of
international ad national circumstances have changed the approach to some issues
in Saudi Arabia, including human rigHf€.Saudi Arabia has repeatedly declared

in its statements before the Commission of Human Rights and later at the Human
Rights Council, that Islamic V& comprises of a comprehensive system of human
rights. Concerning application, it has been arguedtti@tountry has implemented

the legal and administrative reforntisat requiredt o f u |l gpgart of the a s
Kingdomdés obligat i diona treatiestiecluding EEREY ant i nt er

Against this background, Saudi Arabia seems to have retreated from directly

opposing the main international human rights documents based on cultural
differences. Instead, it998, the Saudi Government established a citieento
consider the ratiycation of the | CCPR and
Social, and Cultural Rights 1968 However, to date and despite repeated promises

to ratify those Covenants, Saudi Arab@&mains a nomember state to boff®

However, @spite its rare abstentions, Saudi Arabia cast its vote in favour of nearly

all the resolutions that structured the international human rights treaties system. At

the same ti me, unf o rbstentioa dweingythe GA aoted i Ar ab
approving the UDHRhas led some critics to generalise about the Saudi position

concerning the international human rights proj&ét.

400 |pid 1085.

491 |bid 1080.

492 Adopted on 16 Demmber 1966, entered into force 3 January 1976, GA Res. 2200 (XXI), UN

GAOR, 21st Sess. Supp. (No. 16) at 52, UN Doc. A/6316 (1966).

“@BSee Report of the Special Rapportewmteo Datod Par an
Judges and Lawyers: Report on thessilon to the Kingdom of Saudi Arabia, Submitted Pursuant

to Commi ssion on Human Rights Resolution 2002/ 43,
Sess, Item 11(d) of the provisional agenda UN Doc. E/CN.4/2003/653 Aolata.81.

404 Abdulaziz M Alwasil, op cit fote 2521086.
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Despite these laudable attempts, the dilemma of stickiitg twn interpretation

of theSha i @radlat the same time acceding to the meguents of the IHRLS still

taunts it. Consequently, Saudi Arabia has acceded, although under certain
conditions, to some UN human rights covenants. For instance, its accession to the
Conventionon the Rightof the Child(CRC) was conditioned by a genessd

reservation that Saudi Arabia would not be bound by those articles of the CRC that

mi ght conpict with 49Prtascedsd tothesComvéntion s | ami ¢
against Torture (CAT) in September 1997,twitt wo speci yc reservati
not recognisig the jurisdiction of the Committee as providadirticle 20, and not

to be bound by the provisions of paragraph 1 of articl®®3also, in September

2000, Saudi Arabia acceded to the Convention on tmeifdtion of all Forms of
DiscriminationagainstWomen CEDAW), with a general reservation thiatwould

not be obliged to observe its provisions that were contrary to Islam. Also, it would

not be bound by article 29, paragraph 1, concerning bringing disputes with other
states to the International Coufto Justi ce. The secahatd speciy
Saudi Arabia would not be bound by article 29, paragraph 2, which granted women

equal rights with men concerning the nationality of their childfén.

Therefore, the Saudi Arabian Government in pursuattitgiobligations undehe

CAT, in March 2000 established a committee to investigate allegations of torture.

Also, it asserted that its Code of Criminal Procedure, which came into force in May

2002,las addressed some of SaATdbyspécifymdi ads obl
the legal procedures and due process ritfiishe Committee welcomed the Saudi
Arabiads positive steps, including the <co
hear allegations of viations of human rights, byetexpressed concern ovense

matters, i ncluding, i n particul ar, boggin
considered as conf or“fiFurtgermare, the Commitee Conv e nt

405 |bid 1078.
406 |bid 1079.

w07 Alwasil (n 252)1080.
408 | bidl 1080.
409 |bid 1079.
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expressed, in 19 points, its concerasd recommendations, inter alia that
6guar ant daisceminatibn laddodown in law, without a mechanism to

monitor their application, do not ensure the enjoymentofdhons cr i MPnat i ono.

't was Saudi Arabi ads vi ewctedhtalack ofhe Co mmi
understanding of Saudi Arabia and ignaaof the fact that the HolQ u r @radn

the Sunnahwere the Constitution, which could not be amended. For instance, it

defended the use of corporal punishment crimes as dictates of th@ idoty @nal n

said that these sanctions could neither be abrogatecamended since they

emanated from God and the state was bound to refrain from taking any decision

that ran contrary toth® h a r.1% a h

The reality is that th& h a r rerdainé the constitutiondlase for Saudi Arabia,

which is distinct from the univerby of human rights. The issue is, because of the

globalisation of almost everything, some interaction and/or interface between

S h a r-bhased laws and the IHLRs might not be avoided entirelydiSsabia

assumes the status of the principal Muslim stiaé¢ protects Islamic traditional

norms*?The Kingdom has also been described a
| egal system i Sitcé ies foundimg] the Kingddna of Saudi

Arabia has generally retained its adherence to the traditionstigureatises of the

four Sunni schools of Islamic jurispruderféé particularly that of the Hanbali

School, in almost all aspects of its state fatv.

410]bid 1080.

411 1bid 1079.

“2Mashood A Baderin, O0A Comparative Analysis
Process underinten at i on al Human Rights Law and Saudi A
10 The International Journal of Humarighits 246.

413 |bid.

44N, AI-Mi ma n-Talfigofadl-ljtihad wa aiTaql i d6 ( Sel ection in | nt
I mi t at i onAlAdluahd@l®i2. 11

WBEor a detailed discussion of these met hods, <

Legal Reformanddder ni sation in the Middle Eastodo (19°

85



The Basic Law of Government, introducasl late as 1992, is the nearest form of

constitution that SaudArabia has ever hatt® Given that it is, in a sense, the

constitution, one might think that it should override any other legislation. However,

in scrutinising the Basic Law, different facts may arise. For instance, Article 1 states

60 The Ki ngd orabiadsfa soBeeeigrdAb Islamic state with Islam as its
religion; GoS8uwmboBodk sarmPad otplhhet, (Godds pr a

upon him), are its constitutiono. I n the
reads O0The regifme nd é@rhiev eHsh | ityh & ufSadweih eth 6 s
which rule over this and al/l ot her State

6The state pr ot ectS$ alr $HdtEsingrudtite toinotetHate me nt s i
six articles of the Universal Declaia of Human Rights 14B (UDHR)*!®
6conform fully to Islamic | aw, which has |
under its perf e%Thos inclidathe Articles wealing with n s 6 .
privacy and confidentiality and, the right to a fair taad due proces€° It cannot

be over stressed that in regard to the right of privacy and confidentiality, the UDHR

and theS h a r aredapplying in tandem with each other.

It is consoling to note that, at the time of its application to become a member of t

UN Human RightsCommissiorf?* SaudiArabia had pledged its commitment to

Layish, 6é6The Contribution of the M&Mernists t
14 Middle Eastern Studies 263.

Wil liam L Ochsenwald, Joshua Philby, Harry St. Jo
Encyclopedia Britaica (Encyclopaedia Britannica, inc 2019).
“7AA Al-hargan 6 Saudi Arabia and the International Coven

1966: A St al e ma®@Th&Intérnagonal Jounnal of(Hantal@ Right91-505 at
493.

418| e. Articles 6, 7, 8,10, and 11.

4935 H T Ub A KubslamhiCommentary on théniversal Declaration of Human Righ{gJ
Goulding 1970) .28.

420See M.A. Baderininternational Human Rights and Islamic L{@xford University Press,
2003), 3339, for an analysis of the distinctitne t ween t he O6Sources6 and 6 Meth
law.

421 Candidacy of Saudi Arabia for membership of the Human Rights

Council for the period 2022019 addressed to th8eventyfirst sessionof the UnN General
Assembly during elections to fill vacancies ibsdiary organs and other elections: election of
fourteen members of the Human Rights Council,ldrMarch 2016 See here:
https://www.un.org/en/ga/search/view_doc.asp?symbol=A/71 Accessed on January 30th,
2021
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promote and protect human rights, authorized the drafting of a national human
rights strategy that is based on the Islamic sharia, its domestic, regional and
internationallaws/instuments to which Saudi Arabia is a party, and human rights

declarationg??

Notwithstanding, Saudi Arabia is not yet, a state party to the ICERRI it is, to

date, a state party to at least 17 other international treaties relating to human
rights#2* many of which contain relevant elements of the right to privacy and
confidentiality. It is also a state party to the Arab Charter on Human Fégéntsl

a si gnat or @aird Declaratioa on®un@ Rights in ISI&ff.

Meanwhile, international human righdan only be recognised under Saudi Arabian

law if they are deemed compatible with Beh a r fulés&@tSincetheSh ar i 6 a h
contains rules that anmterpreted as beinghcompatible with the IHRLs, two
approachesould be considered in order to resolvethenc pi ct bet ween t he
This could facilitate the joining of Saudi Arabia to the ICCPR.

2g5eewz2 @ f hNRSNI b2d monyn 2F HT WIOAWY L ! &l & mMnoc 0
423 Mashood A Baderin, op cit (note 394).

424 Slavery Convention (1926)upplementary Convention on the Abolition of Slavery; The Slave
Trade and lstitutions and Practices Similar to Slavery (1956); Genocide Convention (1948);
Convention on Elimination of Racial Discrimination (1965). Others are, Convention on the Rights
of the Child (1989); the 1949 Geneva Convention I; the 1949 Geneva Conventioe 1049

Geneva Convention llI; the 1949 Geneva Convention IV; the 1977 Geneva Protocol | Additional
to the 1949 Geneva Conventions; ILO Convention (No 29) Concerning forcedrL(a1960).
Additionally, ILO Convention (No 100) Concerning Equal Remunerator Men and Women
Workers for Work of Equal Value (1951); ILO Convention(No 105) Concerning the Abolition of
Forced Labour (1957); ILO Convention (No 111) Concerning Discrinonéti Respect of
Employment and Occupation (1958); UNESCO Convention Ag&liserimination in Education
(1960); Convention against Torture and other Cruel, Inhuman or Degrading Treatment or
Punishment (1984) and, the Convention on the Elimination of &S of Discrimination against
Women (1979). See UN Human Rights Treaty sitebavailable at:
<http://www.unhchr.ch/html/intlinst.htenaccessed 4 February 2018), ILO Conventions website
available at:<http://wwwilo.org/ilolex/english/convdispl.htm accessed 4 February 2018 and
International Humanitarian Law Treaties website available at: <http://www.icrc.org/ihl> accessed
4 February 2018 See also Mashoos A Baderin ibid at p.244

425 Adopted by the Council of theeague of Arab States (Resolution 5437, 102nd Regular
Session) on 15 September 1994. Reprinted in Human Rights Law Journal, Vol.18 (1997), p.151.
See also Mashood A Baderin op (cibte 367) 244.

426 Adopted by the Organisation of Islamic Conference incair 5 August 1990. UN Doc.
A/45/421S21797, 200; A/ICONF.157/PC/35, and A/ICONF.157/PC/62/Add.18, 2. See also
Mashood A Baderin ibid 244

427 AA Al-hargan, op cit (note 372093
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Firstly, it is necessary o agpa &S htalréd @ ajwt modern requiremen
the risk of inconsistency with th@nservativdslamic legal theory and with the
chance of eliminati Bfat dnéthdlldLRp Thisisabet ween
necessary move if Saudi Arabia is to béeao comply with the international norms
set out I n the | HRLs. But wi || this mode

legitimate, i.e will they be viewed as conforming to tBeh a r pretepta?®

The second option is to make reservations on partiéutaries of the IHRLs in

order to reconcile it with th® h a r.%°this Wwould place the Government of Saudi

Arabia in an impossible dilema because, it cannot ratify and honour, for instance,

the IHRLs without violating th& h a r, widich is still to dateentral to both the

Saudi Arabian constitution and the Saudi s
modify its obligations under tHelRLs without violating the object and the purpose

of the Covenant, thereby resulting in a stalemate situation. hgféas inescapable

reality, Saudi Arabia will either have to go back to its original stance based upon

the argument of the relativity tfie values protected by the IHRLSs liberalise its

interpretation of thes h ar amderha ma k e radical tomodi ycat i
constitutional and legal systems in order to comply with the spirit and standards of

the IHRLs** Despite the seeming hopelessness of the situation, the UN human
rights system has signiycanteény forprovi ded

empoweringantl egi t i mi sing other forms of inpuenc

Saudi Arabia may adopt international conventions into their domestic laws if they
are not inconsistent with th& h a r 4'dlm $uch discussions on possible
adoption®*2 the question that begs fan answer is, is Saudi secular or theocratic?

In a recent stud§®*t he author related a historical

428 |bid. 497.
429The two legal traditions are not entirely irreconcilable. See algesta Shahid, Islamic Law
and Human Rights (Oxford University Press 2015).

430 |bid 502.

“BlAbdullah M Al mutairi, O06The Domestic Application o
inSadi Arabia and the Need to Ratify Conventions on
<https://www.tandfonline.com/action/journallnfoation?journalCode=fmes20> accessed 24

September 2020.

432 AA Al-hargan, op cit (note 37282- 502

4BMuhammad AIAt awneh, 61l s Saudi Arabia a Theocracy? Rel

Contemporary SaudidefXnstetniStadies22009) 45 Mi d
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Ras he¥dlédéysni ti on of the current Saudi monar
soci al |l y¥®3eddulgd rniusm asshe sepasatioe mbtwéetigion

and politics or between governmental practices/institutions and religious B&liefs.

However, other studies on the Saudi state often emphasise the fusion of religion

and politics®¥’ Saudi constitutional law and its judicisystem rest on traditional

Islamic legal principles: th@ u r GmadSunnaform its constitution and Islamic

Fiqh*3® supports the laws of the st4té.

In such a discourse, one may not overlook the role dima (lslamic scholars).

Al-Rasheed had furthergued that thele factoseparation between religion and
politics in an otherwise highly 1slamised
Wahhabié u | ahawve €aken on the role of guardians of the social ordlethea

while relinquishing any political authority to the ruling fdyrand state machinery.
Hence,theusef t he connotnattiaon aont hsetoactreadt irce guar di |
by earlier generations of scholars is misleadingRasheed stress&¥. Her
observations about (what clalteegstbealdbngs) t he 6
standing notions about Saudi Arabia as a theocracy. Studies on the Saudi state often

emphasize the fusion of religion and politfés.

Therefore, whether theocratic or secular, a necessary move is for Saudi Arabia to

comply with the internationadorms sebut in theinternational human rights laws,

434 M Al-RasheedContesting the Saudi state: Islamic Voices from a New GenerMan25).

(Cambridge Univesity Press 2006) 57

435 Muhammad AJAtawneh, op cit (note 38)21.

436 M King, Secularism: the Hidden Origins Disbelief(Casemate Publishers 2007) 721

¥’see, for example, A. Bligh, 06The Saudi Religious
Systen of t he Ki n ¢gntbrmatidnal Jolr8®aBobNiddlé Fast Studiggi 50; A. Al-

Yasini, Religion and Stat in the Kingdom of Saudi Arabf&/estview Press, 1985); J. Kechichian,

6The Role of the 66Ul amad i n t ISeauRldl iAtriados adf (a&alm 8169 |
International Journal of Middle East StudiB8i7 1 ; A. Layish, @&@8dudiamad and Po

Arabiad, in M. H e pslam and Politics i the MaderraMiddle Eagte d s . )
(Croomhelm Press, 1984)i93 ; J . N env ca,n do RNealtii goinoa | Il dentity in Sal
34 Middle Eastern Studie34i5 3; M. G. Ne hme, i 0980aRetiveen RatiomddisSma 1950

and Religioné, Mi ddl e Ea®iB8.ern Studiesd (1994) Vol
4% The wordfigh is an Arabic term meaning "deep undansting” or "full comprehension".

Technically it refers to the body tflamiclaw extracted from detailed Islacsources (which are

studied in the principles of Islamic jurisprudence) and the process of gaining knowledge

of Islamthroughjurisprudence.

43 Muhammad AlAtawneh op cit (note 385) 721.

440 Al-Atawneh (n 433).

441 ibid.
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but would they still conform to th® h a r prekepts?? It appears that despite its

giart strides in attempting to rationalise with the international human rights laws,

the subservience of the Saudnstitution to theS h a r wodlé&dontinue to, in the
OWestern viewd i mpede the adaptability anct
the international human rights systemmless some liberal approach to canon of

interpretation is adopted

Apart fromthe general application of Islamic law, Royal Decrees enact legislations,

which are in the form of statutes and regulations that apply as suipsdurces of

law. Generally, formal laws in the Western sense are comparatively few in Saudi

Arabia. Whileth s can, to some extent, make it eas
|l aw and tradition, it can convascapel v make
and position of the law, especially in a system not strictly based on judicial
precedenté®

Converse}, it may also help, as Mashood Baderin rightly observed, if only some

of the international human ri ghinte i nter pi
consi d& This iarmangément may facilitate a seamless application of
international law according tS&audi Arabian domestic law, without the usual

conflicts with theS h a r, todviaidin Saudi Arabia is obliged to adHépe

3.5.2. Impediments b Possible Adoption of IHRL into Saudi Domestic Laws
The Supremacy oftheSh ar i 6 ah

Despite its recent moves ardgagements towards possible adoption of the IHRL, some

factors may still impede the speed such process. One of such factors incleldéatsship

with the Shariah.

As stated earlier,thEh arii ® athhe expression of Godobs wi

believe that, in order to please God in this life and to win His mercy and His

442 AA Al-hargan, op cit (note 37297
443 Mashood A Baderin, op cit (note 36746

YWad . FRSNAYZ W! al ONRP&aO2LIAO !ylrfteara 2F (GKS t NI OdA
I dzYty wAIKGEA ¢NBFGASEAY /2y FtA00G 2N/ 2B NUz2SYyOSKQ> |
pp.26%67.

445p5Q
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promised heaven in the hereafter, it is essential to adhéfis taw?*® In Islam

man does not possess the authority to create the law as this privilege belongs
exclusively to God\imighty.*4” His law, furthermore, is, according to Islamic legal
theory, immutable and valid for all time and all human beings. It is stated in the
Qur 6an:

Then We put thee on the [right] way of religion: so, follow thou
that [way], and follow not thelesires ofthose who have no
knowledge**®

For the sake of emphasis, despite the introduction of the Basic Law in Saudi Arabia,

it is the IslamicS h a r thab ranmains the supreme law of Saudi Arabia. It follows,
therefore, that if Saudi Arabia is to ratdyy intenational treaty or introduce any
law for that matter, it can only do so if itirgerpreted as beingpnsistent with the

S h a r. % this is not the case thenahlaw will have no force or effect, and
consequently will not be applied by thaljciary in cases brought before them. This
fact is made explicit by the Basic Law, as Article 48 states that:

The courts will apply the rules of the Islandch a r in theaces

that are brought before them, in accordance with what is indicated
in the Baok and theSunnah and statutes decreed by the Ruler
which do not contradict the Book or tBennah

The Basic Law is not new legislation but the codification of existings.laivihe

Saudi Basic Law of Government, which contains a chapter on rights aesl wat

not considered by the ruling authority as new legislatiashfid per se but rather

as a codificationt( a g hd# Wwhat already existed within the Islamfich ar i 6 a h
applied in the Kingdont®at is clear therefore thathe Saudi Arabian law, as long

as it proclaims the Islami§ h a r to beatlie supreme law of the larahd itis
considered superior to mamace laws including international human rights laws.
Following from this, in order for international human rights laws to be applied

domestically in an Islamic state, the law must not be at variance wighhha r i 6 a h .

446 Al Harga p.496

44TM . Khadduri, o6Nature and Sources of Islamic Lawd
pp.6 10.

“The Holy Quroéan, verse 45:18.

“SAA Al-hargan, oO0Saudi Arabia and the |IRghternati onal Cc
1966: A St al e m3 94 ThSInternatohal Jounnal of(HAnMa® Righd1-505, 492.

““Mashood A. Baderin, OA Comparative Analysis of t&h
under I nternational Human Right LaWwheand Saudi Arab
International Journhdof HumanRight246.
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Considering that th8 h a r is nitaexpicit for all thecasesandit is important that
where new cges requiring an interpretation of t8eh a r arigesah interpretation
compatible with the tenets & h a r is applied. As suchwhencodifying the

S h a r and aldpting the doctrine tflfig*i n t h e eijtthadidc it shee d fo r dn

suggested by the modernist movement is not followed as doing so would amount
to distortion and secularisation of tBeh a r.%®?6 a h

3.6 Conclusion

This thesis reckons that patient confidentiality forms part of thizeutsally
acclaimed human righto privacy and confidentiality. This is as declared in the
UDHR instrument, upheld under the various UN conventions and affirmed by
several regional charters, including, for example, the ECHR and the ACHR. These
instrumentgpurport to guarantee the rigtat privacy and confidentiality and have

made provisions to prevent state organs and individuals from abusing these rights.

Thes h a r hagbadm misinterpreted or misunderstood to be against human rights.
ConsequentlytheSh a r ic@neept of human righis being interpreted in some
quarters as running iparallel to those obtainable under the international human
rights laws in some cases. This has triggered the formation of alternative Islamic
declarations on human rightkd theUIDHR, the CDHRI and the ACHR in which

the recognised source of law &h a r andl andét seculataws. Given their
peculiarity and the lack of structures for enforcenseémilar to thosebtainable in
secular jurisdictions, e.gEurope where the EtHR erorces the ECHR and
observes strict compliance to the triple tests introduced in sectioof 2his thesis,

the S h a r-hased hegional instruments fall short of thecatled acclaimed

international best standards. The view of this author isekiery hat compatibility

451 Piecing together. Legal term describing the derivation of rules from material of various schools
of Islamic law available 4ttp://www.oxfordislamicstudies.com/artictegr/t125/e233> accessed

20 October 2018 None of the primary sources
appropriate legitimate mechanisms or institutions for effectively achieving justice and for
protecting the human rights of the popw@agithincone mpor ary Musl i m States. 0

cit (note 98)
42 Abdulhamd A Al-hargand Saudi Arabia and the In

ternat.i
Rights 1966: A Stalemate Situationé (2005)
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with the tenets of Islamic law should be considered as the best standardssas far a

Islamic states are concerned.

It has been argued in this chapter that desp
through the Arab Charter, the&li Arabian legal system is still founded on, and is heavily

influenced byS h a r lawbsadh thaS h a r lawdefmes the human rights under Saudi

| aws . It is worthy to note that protecting p:
Islamic and Sadi laws. The culmination of these factors makes the Saudi Arabian society

a culturally sensitive one wherein privacy and confidentiality are paramount. It is not a

surprise that a breach of patient confidentiality is considered a crime under the Saudi

Arabian laws. The next chapter of the thesis explores and examines the core Saudi Arabian

laws on privacy and confidentiality.
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CHAPTER FOUR

THE SAUDI LAWS ON PRIVACY AND
CONFIDENTIALITY

4.1 Introduction

The Saudi legal systeprovides for constitutional and other statutory protections

for privacy and confidentiality. However, the vexed question arises: is the
protection for confidentiality in Saudi
institution, but it must also be abled h a A°¥tekéep pace with the dynamics of
society. This is because each time #latv is produced to match the worédyorld

is produced to match the law and vice véréalhese dynamics may include
challenges of governance from terrorism, crime ap@lemics. Others in the
context of this researclnclude the challenges posed by the technological
advancements in patient information management systems and the evolution of
diverse social media networks. These challenges, among others, have resulted in
creating difficulties in maintaining the duty of confidentiality as the information
gathered tends to become more prone to unlawful disclosures to third parties in such

insecure setting&?®

Therefore, to answer the research question on the adequaeyleafdl protection

to patient confidentiality, it is imperative to review the existing laws and see if they
provide adequate safeguards against arbitrary abuse of the right to patient
confidentiality as enshrined in international human rights laws. Femptinpose,

the study categorises the laws on the protection of patient confidentiality into three:
comprehensive laws (for example, human rights to confidentiality), sectoral laws
(for example, specific laws on data protection), and informal rules onsofs

(for example, professional codes, regulatory guides among others.). The aim here

453 M Arden,Common Law and Modern Society: Keeping Pace with Ch@@xgferd University
Press 2015)

%Johns, Fleur, 60n Wri tSydngylLdwaRevie®’B ous!|l yd6 (2004)
SPNJ Kassim and N Ramli, 6The Inviolability of
Analysis of the Rul eslluMlidwl&ral23p.ti onsd (2016) 24
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I's to assess whether the | aw protects the

of evolving technologies and information management systems.

Underthecommhens ve | awsd category, this author r
deal with the general concept of privacy/confidentiality and the professional
relationships which give rise to a legal expectation of privacy or confidentiality.

These laws ensure the dadility and application of the right to patient
confidentiality as a fundamental human right. Some of the laws under this category

include constitutional provisions and other statutes that made provisions for privacy

and confidentiality. Those in thistegol include the Basic Law of Governance,

the Anti-Cybercrime Law, and Telecommunications Law etc.

In the healthcare services, the patient is required to share confidential information

with co-HCPs so that the latter can process and utilise that infammia order to

di agnose and treat the patientds il Il ness i
reviews some scattered provisions of the sectorial, s different statutes and

legislation related to healthcare delivery and headtated reseah. The legislation

includes the Law of Practising Healthcare Professions, the Law of Private
Laboratories, Health Law, and the Law of Private Health Institutions. Others

include the Law of Trading in Breastfeeding Substitutes, and the Law of

Fertilization Utero-Foetal and Infertility Treatment Units.

The last category of the relevant laws considered is titalted6 s o f t sutho r ms 6
as practice guidelines as well as social customs and norms of professions. It is very
interesting to note that under thausli Arabian jurisdiction, there exists a unified
professional governing body for all healthcare professions with centralised
administration. Therefore, there is only one principal law that governs the practice

of all healthcare professioft§ and one ethi@ code of practice for all healthcare
professiong®’ This is quite unlike most of the other jurisdictions that usually have
separate professional bodies with separate laws establishing them, and each body

456 | aw of Practising Healthcare Professions 2005.
457 Code of Ethics for Healthcare Professions
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licensing their respective professionals and phoyg for their practices. For
example, under the UK jurisdiction, the Nursing and Midwifery Council, the
Pharmacy Council, and Medical and Dental Council, among others, respectively

regulate the nursing, pharmacy and medical professional practice in the UK

However, this chapter reviews only the comprehensive laws on privacy and
confidentiality and tests them based on the triple test of legality, legitimate aims
and proportionality. The laws reviewed are the Basic Law of Governance
(constitution) and somselectd statutes that have an impact on privacy and
confidentiality rights.

42Revi ew of the Saudi 6éComprehensiveb L
Confidentiality

It is important to reiterate that there is no established comprehensive data breach
notification or data proteion law in effect in the Kingdom of Saudi Arabia that is

in pari passuwvith what is obtainable under the Western jurisdictions, for example,
theUK. This reinforces the argument that the spectrum of current Saudi law, which
relates to the confidentialityf personal information, is limitett® The available
legislation that protects confidentiality does not place privacy or confidentiality as

their primary objective$>®

Section 4.2 of this thesis attempts to review the available and applicable laws as

theyrelate, generally, to privacy and confidentiality.

4 M Al harbi and S Zyngi e 6A Holistic View on Th
Arabia Govenment in Their Adoption of The New Law Regulating Electronic Privacy and on

WIAR' (2012)National Workshop on Information Assurance Research; Proceedirfgp.dE7).

VDE.

%A Al mebrad, 6The Sufficiency udfi IAT@abri madt(i2on Pr i v a
Unpublished doctoral dissertation Indiana University 50.
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4.2.1 The Basic Law of Governance

No matter how effective international human rights laws may be, the national
governments are ultimately responsible for enforcing and guaranteeing the
protection of human rights domestically. The relevance of the international
instruments to national law and practice must be the starting point for any analysis
of their impact onhte national law$®° Although Saudi Arabia endorsed the UDHR
through the Arab Chartesindthe substance of its domestic law does not accurately

reflect the spirit of the Declaratidf!

The research question is, how adequate is the legal protection tiehtpa
confidentiality under the Saudi Arabian laws? To answer this question in the
subseqgant sections of this thesis, the author examines the Saudi domestic laws in
the light of the triple tests of legality, legitimate aim and necessity/proportionality
introduced in section 2.3 of this thesis. The results of the triple test would show if
any pstification to the breach of the right to privacy or confidentiality is not only
legal or according to a validly enacted law, but also that it is proportionally
necesary for the pursuance of a legitimate aim, and provides for adequate
safeguards againatbitrary abuse.

The question begging for an answer here is this: is the protection of the right of
confidentiality that is accorded under the Saudi legal systenpa@ile to those
under the international human rights laws? While this author attemptssweer

this question in the subsequent sections, it should suffice to state here that the level
of conformity (if any) by Saudi Arabian legal system is heavily infaezl by the

level of consistency (if any) of any such international instrument with thmis

law (S h ar)i 6 ah

H Hannum, O6The Status of the Universal Declaratio
i nternati onaGa. llatWbCofhpl 28&5) 25
“lAnn Eli zabet h MagylgamicHumald RightseArCtashlof CulteiressouClash

with a ConstMchdtinBiL380994) 15
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As discussed earlier on in Chapter 3, the Saudi Arabian (Constitution) Basic Law

provides thatthe State shall protect human riglits accordance with the Islamic

S h ar i“6Note thdt neither the UN Declaratitine Arab Charterar any other

covenant or convention explicitly provides that the application of the human right

is subject to any s&onal, religious or regional law. That seems to be the main

exception to the application of the principle of universality of human rigims.

S h a r precandition arises from the fact that the Basic Law itself declared that

theS h a r is theavhry foudation and mainstay of the Saudi Arabian f&hand

any inconsistency with th8§ h a r wodld Vitiate that other law to the extent of

that nconsistency. The Basic Law provides iiiat he power s to rul e ¢t}
of Saudi Arabia emanate from the BookGxd and th&unnalof His Messenger,

both of which prevail ove%Saudnlégalsystemd al | ot
has also relied ofs h a r priocgples when interpreting and implementing of

secular international human rights laf@3.

The Basic L&, however, contains a list of only a few clear rights and not all

possible rights are available under $hé a r @& iexgeneral principles of Islamic

law. Nevertheless, a major feature of the Basic Law in modern constitutional terms

is that it makes adfinite statement on the obligations of the state to protect certain

rights of individuals'®® Furthermore, He Basic Law (constitutionalprovision

appearss o rei terate and reinforce O6the notio
legislation in an Islamic syt e*thHodvever, it is noteworthy that since there is no

specific definition of whatrethe scope/limits of h 8 h &réi,6 athhe uncodi fi

Saudi law and the legal sources could be open to a variety of interpretations and

462 Article 26, Basic Law

463 Article 1, the Basic Law of Governance.

464 Article 7 of the Basic Law of Governance.

“SFaleh Salem Al kahtan ¢ BmSaudCourteeet i oni sfm Hawmada Ri g
(2016) 1(1prab Journal of Forensic Sciences & Forensic Medicid&-445.

466 Moshood Baderin (note 86) 247. See also, KSA Btiyiof Foreign Affairs, Protection of

Human Rights in Criminal Procedure and in the Organinaifcdhe Judicial System (2000). For

an Official English translation from the Arabic original of this document see the Saudi website

available at <http://www.saliembassy.net/Issues/HRightsjhdicial-1- menu.html> accessed 2

February 2006) (hereinaftea&di PHR Doc. 2000).

"Ann Elizabeth Mayer, o6Universal versus I slamic Hu
wi t h a Cons tMichigan Journallner®atdohal LavE351.
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ambiguity?°® King Fahad explained the distinctive nature of $hé a r-baded h
Saudi Basic Law in its contradistinction to a democratic sydteus;

The dcemocratic system that is predominant in the world is not a
suitable system for the peoples of our region. Our people's makeup
and unique qualities are different from those of the rest of the
world. We cannot import the methods used by peaplether
counties and apply them to our people. We have our Islamic
beliefs that constitute a complete and fully integrated system... In
my view, Western democracies may be suitable in their own
countries but they do not suit other countffés.

Because othe dynamim portrayed by the current Crown Prince, it is still left to

be seen if this assertion fully reflects the current stand of the Saudi stand on human
rights. However, critics have argued that schemes like the Arab Charter and the
Saudi Basic Lavare designetb shore up the political interests of those promoting
them and have only a tenuous connection to Islamic cdittitdso, others have
pointed out that the Basic Law itself falls below the already inadequate standards
of the Cairo DeclaratiorAlthough canpletely unconnected, the remarks made by
the Dalai Lama after his meeting with the NBovernmental Organisations at the
Vienna Human Rights Conference took a different perspective from the one made
by King Fahad regarding the universal apglma of theconcept of human rights.

In his speech, this quintessentially Asian religious figure focused on individual
human beings who are the intended beneficiaries of international human rights, and

offered this assessment:

As far as human rights areoncernedwhether Easterner, or
Westerner, Southerner, or Northerner, white or black or yellow
no matter all individual human beings have the same rights from
birth to death. We are all the safie.

The Basic Law provided support for the right of pdyaobviotsly, over that of

freedom of expression; Article 39 of the Basic Law of Governance provides that:

468 |hid.

489 Interview with King Fahd, King of Saudi Arabia, in Kuwait (MaB,2992), quoted in Empty
Reforms, Saudi Arabia's New Basic Laws, MIDDLE E. WATCH, May 1992, at 2 as quoted by
Ann Elizabeth Mayer, op cit.

470 Ann Elizabeth Mayg op cit (note 437) 403.

471 Ann Elizabeth Mayer, op cit (note 437) 404.
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Mass and publishing media and all means of expression shall use
decent language and adhere to State laws and that whatever is
injurious to the hoour andrights of man, shall be prohibitéé.

It also broadly provides for privacy and confidentiality, because of the highly
conservative nature of the Saudi society where privacy is extremely important due
to cultural beliefd:’

Correspondence by telegptaandmail, telephone conversations,
and other means of communication shall be protected. They may
not be seized, delayed, viewed, or listened to except in cases
outlined in the Law#’*

This provision has encompassed both the positive and negative ctytating
privacy and confidentiality. It undertakes to ensure the protection of confidential
information, and will not (or allow others to) breach this right except under certain
circumstances as provided by laws. The Basic Law itself does not statthedeat
exceptions are, but different other laws have stated certain exceptions under which
infringements of human rights may be justified. As discussed infra, as part of the
triple test, the study compares such exceptions under the Saudi laws to those
avalable under the international human rights laws, e.g., Article 29(2) of the
UDHR, 8(2) of the ECHR, and Article 24(7) of the Arab Charter, 2004.

Applying the triple elements of legality, legitimate aim and proportionality tests,
the author submits thateé Saidi Basic Law could partly pass the legality test on
the basis that the exceptions are duly provided by or according to a domestic law
validly established under Article 40 of the Basic Law. It is noteworthy that the law
envisaged is & h a r lawbaamdnot the international human rights law. However,
since the exceptions are not explicitly laid down in the Basic Law itself, a review
of those exceptions under some of the laws reviewed in the next sections could
reveal if they satisfy the requirementspobviding legal sanctions, precision and

foreseeability. Conversely, the Basic Law would also pass the legitimate aim since

42 prticle 39, Basic Law

Bahmad AtDar ai seh, ' Soci al Net worksoé Benefits, Privac
(2014) 5(12)nternational Journal of Advanced Computer Science and Applicalid@s

474 Article 40, Basic law of Governance
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the grounds for the exceptions are consistent with the legitimate aims listed under
articles 29(2) of UDHR, 8(2) the ECHR, and 4¢&the Arab Charter. The test for
proportionality of the exceptions is considered under the specific laws allowing for
justification for the infringement of the right to privacy and confidentiality in the

following sections.

4.2.2 TheAnti-Cybercrime Law

The AntiCybercrime LaW’®is one of such laws that deal with the increasing use

of personal information in Internéiased applications, which has created privacy
concerns worldwide, especially in the Kingdom of Saudi Arabia where ithace
uniform ePrivacy Act?’® The AntiCybercrime Law 2007 is mainly concerned
with computerrelated frauds, spying, defamation using camera operated devices
and other related crimes like hacking. It is relevant to the thesis because, several
provisionshave bearing on the g@iection of the privacy of individuals, and the
Saudi courts have often invoked these provisions when dealing with cases of

defamation and breach of privacy using social mé&dia.

The Law makes it an offence to spy on, to threatdstemkmail any persoro have
unlawful access to, or hacking a web site, to invade the privacy through the misuse
of cameraequipped mobile phones and to defame and inflict damage upon others
using various information technology devices. The following acé considered a
cybe-crime under the Act:

Producing and distributing content that ridicules, mocks,

provokes and disturbs public order, religious values and public
morals through social media will be considered a cyberctifne.

45Royal Decree No. M/17 8 Rabi 1 14286 March 2007

4% M Al harbi and S Zyngier, O6A Holistic View on Th
Arabia Government in Their Adoption of The New Law Regulating Electronic Privacy and in

War 6 ( 201 2)rkshepdninfmrmatibn A¥¢arance ResdgmProceedings of VDE (pp- 1

7).

“"Akhbaar24. Com, Ol mprisonment, Lashing, and Fine f
a Citizen on the AWhatsapp,o0o 6(Mar. 16, 2015) (in
<http://akhbaar24.argaam.com/article/detail/20738a¢cessed 1 July 2019.

“®Tom Barnes, 6Saudi Arabia Prosecutor Says People

J a i The bhdependerfb September 2018) <https://www.independent.co.wkéhsorld/middle
east/saudi@rabiasociatmediasatirejail-sentenceswitter-facebookcensorshipp8523781.html>.
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The law referred to thetm privacy but did nadefine it, or what information is to

be considered private. The Aitiy ber Cr i me Law of 2007 | i sts
of the cybercrimes subject to imprisonment, but fails to define this offéfitan

offence is punishable with jpnisonment for a periodat exceeding one year and/or

a fine not exceeding five hundred thousand ri§2lK.is also an offence under the

Law for any person to produce, prepare, transmit, or store any material that

impinges on public ordemeligious values, public morals, and \@cty, either

through the internet or through computéts.

Without a clear definition of these terms, it could potentially give the judge wide

discretion to define them and apply the law as he deems fit. The Saudid®

Appeal has upheld the lower cours deci si on, wi ratibo u t any
decidendi that taking a picture of a child and sending it to a thady constitutes

an invasion of her privacy under this 14%, capable of defaming her or causing

other damage to hef®® Such offences under thlaw shall be punishable with
imprisonment for a period, not more than five years and/or a fine of not more than

three million riyals*8

These provisions appear to be very efficient in deterring individualsifreawaling

the privacy of others, or in prot@ag their confidential information. However, in

all cases, the courts are empowered to enter a plea bargain with the accused person
and exempt him from punishment if he reported the créme,motobefore being

discovered by the law enforcement agenciesl before any harm is occasioned

479 Anti-Cyber Crime Law, M/17, 2007. Article 3, Section 5 of the AByiber Crime Law states,

iAiAny person who c¢ ommyberaimeasshall be subjecthoampfisoenhtifooavi ng ¢

period not exceeding one year and a fine not exceeding hundred thousand riyals or to either

punishment: Defamation and infliction of damages upon others through the use of various

information technology deees.

480 Article 3, Anti-Cybercrime Law2007

481 Article 6, Anti-Cybercrime Law, 2007

482 Case number: 35165932. Date: 1435 H. Page: 295

483 Case number: 34206789 Date: 6/5/1434

484 Article 6, Anti-Cybercrime Law, 2007; Under this section, the Govt has cracked down on

several citizenswhomisusesmadi medi a accounts, fion charges of act
and deviates from the ways o Mohanmed AsSalandl, community
6Govt Cracks down on Those \WhmbNeMiJeddah,&l Soci al Medi a
October 2016)



therefrom. The accused person may still be granted an exemption even where he
reports after the fact if his report helped in arresting his accomfifites.

It is glaring thathe law has made the breach of privacy andidentiality through
electronic media an offence punishable with imprisonment and/or fine, which
servedeterrenceo potential offenders. Conversely, it is possible to hold the view
that the law may also encage impunity as it allows offenders to escape
punishment by merely informing the authority even after the commission of the
offence if it helps to apprehend other possible accomplices. Interestingly, the law
does not provide for specific safeguards to présthe abuse of these exceptions.
For instale, apart from just informing the relevant security authorities, what other
preconditions are there to satisfy in order to qualify for a plea bargain under Article
11 of the Law? The conditions one may infemifrthe current position of the law
are:thath e of fender o6informsd the authorities
offence, and secondly if the information helps to apprehend the other accomplices.
The law does not take cognisance of the nature rofl loa damage suffered by the
aggrieved persgnthe mens reaof the offender and any other relevant issues.
Therefore, it is the view of this author that the law does not provide an adequate

safeguard against arbitrary interference.

Furthermore, the complication arising in the Saudi jurisdictionceonng the
application of human rights laws is the ambiguity and uncertainty in the
interpretation of the law by the courts, which could portent the risk of injustice. The
lack of a systenof stare decisisunder the Saudi Arabian legal system could
potentally give unduly wider latitude of discretion to the Saudi Arabian courts
while interpreting data privacy violatioi® For instance, under the Aanti
cybercrime law, a criminal court repedly convicted and sentenced a woman on

charges of defaming anothggrson on social medand punished the offender with

485 Article 11, Anti-Cybercrime Law, 2007

488 EDR M net, 'Saudi Arabia « EDRM' (2013) available dtttp:/Avww.edrm.net/resources/data
privacy-protection/bakerhostetletataprivacy-laws/saudiarabia#3 Protected Personal Data
accessed 12 pember 2016.
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a term of imprisonment for two months, the payment of a fine of 20,000 riyals and

70 lashed®’ This judgement was passed even tholghAnti-Cybercrime Law?®

does not provide for lashing as a punishmarter that statut®® Also, recently a

man who had threatened to post oOintimidat:.
was arrested under the Saudi A@tiber Crime Law® These incidets further

emphasise the concern about the lack of precision and/@étie laws.

4.2.3 Other Related Statutes on Privacy and Confidentiality

Another similar law is the Telecommunications Act of 26Byhich is intended

to regulate the telecommunication industry with the goal, among others, of
0saf eguar d( intergst and theeusep intérdsti as well as maintain the
confidentiality and security® Ibélsotel ecomr
prescibes sanctions for the breaches of privacy in the telecommunication sector.
Consequently, it is a violation of the Acténgage in an interception or intentional
disclosure (other than during duty) of any telephone call or data carried on the
public teleommunications networks in violation of the provisions of the
Telecommunications A3 A violation of its provisions magttract a fine of up to

five million Saudi Riyals and any party who is unsatisfied with the decision of the
Commission may appeal the Minister. An opportunity for a further appeal lies to
the Board of Grievanc&?

“Akhbaar24.com, Ol mprisonment, Lashing, and Fine f
a Citizenonte A Wh adt§s6AVlarph 2015) (in Arabic) available at
<http://akhbaar24.argaam.com/article/detail/207988¢cessed 20 March 2020.

48 Anti-Cyber Crime Law Royal Decree No. M/17 of Mai2, 2007.

489 Anti-Cyber Crime Law Royal Decree No. M/17 section 3(5).

4% Arab News, Saudi Arabia: Man who blackmailed woman with posting pictures online arrested.
Published Saturday 5 August 2017 Available fat://www.arabnews.com/node/1139726/saudi
arabia> accessed February 20th, 2018

491 ssued under the Council of Ministers Resolution No. (74) Dated 05/03/1422H (corresponding
to 27/05/2001) pursuant to the Royal Decree No. (M/12) dE2é@i3/1422H (corresponding to
03/06/2001)

492 Article 3, Telecoms Act, AWML available at
<http://www.mcit.gov.sa/Ar/MediaCenter/Download/Telecoms_Act_Ermpafcessed 13

September 2016.

493 Article 37, Telecoms Act, 2001.

4% Article 39, Telecom#\ct, 2001.
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The Regulation in Article 56(1) statéisat a service provider shall not disclose

i nformation other than usersod name, addr e
consent fom the users or otherwise required by law. It also requires taking all

reasonable steps to ensure the confidentialityefrus 6 communi cati on ( a
(1)). Article 58 (2) and (3) of the Regulation mandates the operators of
telecommunication facilitieand networks to respect the privacy of users. It

provides:

A service provider shall operate its telecommunications
facilities and telecommunications network with due
regard for the privacy of its users. Except as permitted or
required by law, or with theonsent of the person to
whom the personal information relates, a service provider
shall not collect, use, maintain or dis®e user
information or user communications for any purptfge.

The Regul ation al so stat es olebtedtwithaut user 0s
informing the user about the purpose for which the information is collected.
Furthermore, it also prohibitie collection, usage, maintenance and disclosure of
personal information for undisclosed purposes without the consent of the data
subject**® However, the provisions of the law and its executive regulation are still
vague. This is because both the lawlitaad the regulation do not expressly state
whether the service providers must have valid and reasonable purposes for
collecting,processing or storing such personal data. It is not surprising, therefore,
that the privacy policies of the major telecomnuaion companies indicate that
they arrogate themselves to the right change their respective policies anytime, and
without any indcation that they would notify the usef they do change their

privacy policies.

However, the Regulatioallows concerron government agencies to exercise their

rights to access otherwise confidential information relating to a user, provided that

4% Article 58 (2) Regulations for the Telecoms Act, 2001.

“Emna Chi khaoui, Jawahitha Sarabdeessueaind Rehana Pa
the Useof CloudsinfHe al t h i n t he Ki n@ohomunicafons oSthedBIMA Ar abi a b,
(2016) <http://ibimapublishing.com/articles/CIBIMA/2017/3693095-.
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such acess is made in accordance with the laws of the Kingtib6ihis is re
echoing the provisions of the principal law to the dffeat under the Act, it is not
permitted to disclose, listen to or record telephone calls and information transmitted
or received through public telecommunications networks, except éorccdkes
stipulated by law/®8 It is imperative to note that the positiof the Act is in tandem

with the Basic Law of the Kingdom of Saudi Arabia (Constitution) which provides
as follows:

Correspondence by telegraph and mail, telephone conversations,
and daher means of communication shall be protected. They may
not be seizeé, delayed, viewed, or listened éacept in cases set
forth in the Law**(Emphasis supplied)

Similarly, the Electronic Transactions L2faims to facilitate th@rocedures for

theuse of electronic means in transactions, without prejudice to the provadions

any other existing laws. Electronic transactions, just like the conventional
transactions, have some bearing on privacy and confidentiality. The law in article

1(11) defcitmeosni&ke datad as data with electr
codes images, graphics, sounds or any other electronic form, either collective or

separate. Article 18(5) requires the certification authority to maintain and ensure

that their staff raintains the confidentiality of information obtained in the course

of a busness unless authorized by the certificate holders. This authorisation must

be either in writing or electronic form. An oral authorisation is not considered as

authorised under thlaw.>%!

Addi tional l vy, Article 4 of f{dompellamyw st at es
person to use electronic transactions wi f
Generally, there is no statutory requirement for organisations to maintain adequate

security for the confidentiality of personal information that is acquiredared

according to this law or regulation. Many people willingly disclose their names to

497 Telecommunications Bylaw Article 56.5

4% Telecoms Act 2001, Article 9.

4% The Basic Lawof Governance Atrticle 4.

5001ssued under the Council of Ministers Decision No. 80 dated 7/3/1428 H, and it was approved
by Royal Decree No. M/18 dated of 8/3/1428H. The Law was published in the Issue No. (4144) of
the Official Gazette (Um Al Qura) on 13/04128H.

501 Emna Chikhaoui,awahitha Sarabdeen and Rehana Parveen, op cit (note 459) 10.
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people they do not know, but only a few are willing to disclose health information
to strangers unless there are strong guarantees that such information will be kept

confidential and used only for the purpose agreed to by the data subject.

In principle, there should be very stringent rules in the Saudi Electronic
Transactions Law to apply farocess sensitive data, for example, relating to the
racial or ethnic originpolitical opinions, religious or philosophical beliefs, data

concerning health or, sexual preference. Supposedly, such data should not be

processed®®Under this law, retailer’sae not at | i berty to keep

6l onger th¥n necessary. 6

Also, vendor s shal l not use or share wi

without their consent. What is still unclear is whether data should be deleted
immediately after ta transaction had been completed and delivered or kept in
databases and, for wolong the data should be kept. However, the executive

regulation stipulates that if any laws or regulations specify time or duration of data

retention, data have to be keptestor that duratio?®

In the case of violation of this law, the aggrievedspa who can show that he/she
has sustained damage has the right to claim damages before a competéfit court.
Given the lack of unanimity among the scholars and the lack iofgligrecedence

on the eligibility of an aggrieved person to obtain compenséiranoral damages,

the aggrieved person has to consider this reality before deciding on venturing into
a legal suit that they might almost certainly end up losing. Furtherrbecause
information privacy violations often lead to moral damage rather thaterial
damage, it might be difficult for the harmed party in Saudi Arabia to seek and obtain

502 |praheem M. Alharbi and Suzanne Zyngier, 'A Holistic View on The Opportunities and Risks
Faced by Saudi Arabia Government in Their Adoption of The New Law Reguktetonic

Privacy and Dat&rotection'WIAR 2012; National Workshop on Information Assurance Research
(IEEE EXPLORE 2012) <http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=6210571>
accessed 1 April 2017.

503 David Fuller, '"New Saudi Ecommerce lawnpact for retailers' (Inghts, 9 February 2015)
<http://www.redboxdigital.com/2015/02/nesaudiecommercdaw-impactretailers/> accessed

12 September 2016.

504The Executive Regulation of the Hansactions Law, Article 4(1) & 5(4) (2008).

%05 Article 27, ETransactions Law, 2007
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compensation for information priwacy V

has been compromised and he/she can prove that the harm occurred afiioa viol

of one of the Saudi regulations or Sharia law, the person who suffered the harm
may not receive any compensation. Similarly, the Civil Service regulation in Article
12 prohibits civil servants from disclosing secrets or confidential information they

acquired while at work.

Under the Saudi Law of Terrorism Crimes and Financing, the Minister of Interior
or his designee, if deemed useful, has the power to issue a warnahation to a

crime under the Law, to enter into, and search homes at anwiiinie the validity

of the warrant. In certain exigencies, a search warrant may be dispensed with, if
grounds have been established for such exig&ficyhere are other simila
provisions related to access to banking Watnd requiring the banks to provide
such access to investigators of the crime of financing terréfsmMhere an
accused person cooperates with the investigator and helps in apprehending the
accomplices of sd crime similar crime, the Minister of Interior may stay his

prosecutio”’® or orderhis release if the Minister has reasonable ground to &8 so.

It is precisely in situations afrisis, such as those brought about by terrorism, that
respect fohuman rights is even more important, and that even greater vigilance is
called for®!! Consideing that terrorism seriously jeopardises human rights,
threatens democracy, and aims notably to destabilise legitimately constituted

governments and to underminguralistic civil society’*? it reaffirms the

506 Article 16

507 Article 13 Law of Terrorism Crimes and Financing Royal Decree No. M / 16 Dated 24 /02 /
1435H

508 Article 14

509 Article 23

510 Article 24

511 Council of Europe's (Secretary) General Walter Schwimmer from September 2002

512 preamble (a)Guidelines of the Committee of Ministers of the Council of Europe on human
rights and the fight against terrorisikdopted on 15 July 2002 by the Deputies' Ministers for
Foreign Affairs available athtp://www.legislationline.org/documents/action/popup/id/8986
accessed 25 May 2018.
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imperative duty of States to protect their popiolass against possible terrorist

acts®®3

When the fight against terrorism takes place in a war or public emergencies that
threaten the life of the nation, a f&tanay adopt measures temporarily derogating
from certain obligations ensuing from the interaaél instruments of protection of
human rights. This derogation shall be to the extent strictly required by the
exigencies of the situation, as well as withne timits and under the conditions
fixed by international law. The State must notify the compeseithorities of the
adoption of such measures in accordance with the relevant international

instruments®#

Within the context of the fight against terroristhe collection and processing of
personal data by any state authority may be justified orduah is governed by
appropriate provisions of domestic law; proportionate to the aim for which the
collection and the processing were foreseen, and is subjescipervision by an
external independent authori¥.In the fight against terrorism, any meastirat
interferes with privacy must be provided for by law, @nslsubjecedto challenge

before a court®

513 preamble (f)Guidelines of the Committee of Ministers of the Council of Europe on human
rights and the fight against terrorisA&dopted on 15 July2002 by the Deputies' Ministers for
Foreign Affairs available athtp://www.legislationline.org/documents/action/popup/id/8986
accessed May 25th, 2018.

54 paragrap XV (1), Guidelines of the Committee of Ministers of the Council of Europe on
human rights and the fight against terrorigkdopted on 15 July 2002 by the Deputies' Ministers
for Foreign Affairs available at kttp://www.legislationline.org/documents/action/popup/id/8986
accessed 25 May 2018.

515 paragraph VGuidelines of the Committee of Ministers of the Council of Europe on human
rights and the fight against terrorisfdoptedon 15 July 202 by the Deputies' Ministers for
Foreign Affairs available athttp://www.legislationline.org/documents/action/popup/id/8986
accessed 25 May 2018.

516 paragraph VIGuidelines othe Committee of Ministers of the Council of Europe on human
rights and the fight against terrorisikdopted on 15 July 2002 by the Deputies' Ministers for
Foreign Affairs available athtp://www.legislationline.org/documents/action/popup/id/8986
accessed 25 May 2018.
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4.3 Conclusion

The fourth chapter features a review and analysis of different pieces of legislation
that offer protection to the human righd privacy and confidentiality. This
reiterates the initial submission in chapter one of this thesis that a single and
comprehensie data protection law is lacking in the Saudi jurisdiction. The
emphasis here is that these laws/regulations derive thegesbomtheSh ar i 6 a h .
These laws form the bedrock for safeguards to the generic right of privacy and
confidentiality but are nospecifically providing for confidentiality of sensitive

health information that is collected, processed and possibly shardgdaby
members within the healthcare systems for patient care. Other laws provide for
healthrelated issues, which also involvée tcollection, processing and sharing of
patientds confidential informati on. The
holistic protection of confidentiality rights as well as ensuring that where the right

to confidentiality is limited, it should at Isemeet with accepted international
standardslt is hereby effective taiscussconfidentiality rights in general in this

chager and the next chapter deals with the specific right of the patient to

confidentiality.
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CHAPTER FIVE

SAUDI ARABIAN LAWS ON PATIENT
CONFIDENTIALITY RIGHTS

5. 1 Introduction

Even though Saudi Arabia has several pieces of l¢gislgurporting to offer
protection for patientso confidentiality,
protection law for tb country that regulates the H@Rtient relationship and

disclosure of private health information. The identified laws are discusgad

chapter. They include the Law of Practising Healthcare Profession, the Mental

Health Act, Private Laboratories wathe Law of Units of Fertilization, Utero

Foetal and Infertility Treatment and the Saudi Law of Ethics of Research on Living

Creatues. These laws will be discussed in sections 5.2 to 5.7 below:

5.2 Law of Practicing Healthcare Professions

The Lawof Healthcare Professiotté provides for a broad spectrum of rules on the
duty of HCPs. HCPs among many other duties are obligated tataimatheir
patientso6 confidentiality in the foll owing

A healthcare professional shall maintain the confidatytialf
information obtained in the course of his practice and may not
di sclose it except ®"as provided by 1

The Royal Decree &l M/59 of 1426H identifies HCPs to include:

Any person licensed to practice a healthcare profession,
including the fdlowing categories: physicians, dentists,
pharmacists, health care technicians (in radiology, nursing,
anaesthesia, laboratories, pharmaayptics, epidemiology,
artificial limbs, physiotherapy, dental care and prosthodontics,
tomography, nuclear medicinigser equipment and surgery),
psychologists and social workers, dieticians and public health
specialists, midwifery, paramedics, speedmerapists and
audiologists, occupational rehabilitation and therapy, mediocre
physics and other health professiond&agreed upon by the

517Royal Decree No. M/59 dated 4 / 11 / 1426 H and Council of Ministers Resolution No. 276
dated 3/11 /1426 H (6 December 2005).
518 Article 21.
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Minister of Health and the Minister of Civil Service and the Saudi
Commission for Health Specialtie’s.

The Royal Deree requires HCPs to serve the interest of the patient and the society

while at the same time respectingghat i ent 6 s di .f9%Theministetnd cust o
of health is empowered by this law to issue an Implementing Reguf&titorshe

Royal Decree and toissue decisions and directives necessary for the
implementation of the Decréé One very important omissidrom this law is the

lack of a definition of what is meant by the duty of confidentiality or confidential

information. It is imperative to state thahe lack of a clear definition of

confidentiality or confidential information in the principal law couldtentially

lead to an ambiguity in the interpretation of the law and may give a wide room of

discretion to the court when faced with an interpretatf the tern?>® Hence the

fact of the existence of a duty of confidentiality on the part of the HCPristgnes

|l eft to the judgeds discretion. For examp
exercise discretion to establish a legal duty. The breddhe duty under the

S h a r acdurs Wwhen anyone with a duty fails to act or even intends to d&fault.

A violation of the Law of Healthcare Professions constitutes a crime which attracts
a fine of 20,000 Riyals or le$&€In addition, Article 31 of the La provides for a
disciplinary liability for defaulting in any professional duty created under the law
or for violating the relevant code of professional conduct or ethics. The disciplinary
penalties may include a warning, a fine not exceeding 10,000 Riyedsocation

of the license for practice and a further ban fromeggstration for two years from
thedate of revocation.

519 Article 1, Law of Healthcare Professions.

520 Article 5, Law of Healthcare Professions.

521 The Health Professions Regulations (AH 1426/11/4) issued by the Royal Decree No. M/59
(Executive Regulations issued by the Ministerial Resolution No. 4080489 ofi20H)

522 Article 43, Law of Healthcare Professions.

523 Solan, The_anguage of Statutes: Laws and their Interpretaioniversity of Chicago Press
2010) 56.

M Al shai bani, oO6Compensatory Damages Grant
Jurispruéne wi t h El ements of Common Lawd (2017)
525 Art 30, Law of Healthcare Professions.



However, the patient whose right was proved to have been breached may not have
a civil right of action. Thes h a r-lbased Artiok 27 of the Law, which provides

for the civil liabilities of the HCPs does not include the breach didemtiality as

a civil wrong as known under the common law for instance. It is also noted that
under theS h a r imoénatéry compensation is not thelyoavailable remedy to
recompense harm sustained. Other alternatives such as punishment or apology are
aso available?® One of the guiding principles i8 h a r in thia fegard is that

there should be neither harming nor reciprocating harm. Howevercphizarm

attracts liability for compensation, whereas emotional distress without physical
harm attract punishment?’

Therefore, the Saudi courts have determined that the remedy for tortious conduct is

monetary compensation for material harm while theafig for moral harm is

punishment?®A good example is the cases of harm resulting from emotional

disr ess without physical injury where the t
he or she will be punished by lashes at the discretion of a judge. Akeipathe

tortfeasor may have to apologise or withdraw what he said by telling the truth if he

had tdd a lie about the victin??®

This would seem to be a clear departure from the conventional laws of tort where
apology or withdrawal of statement do nainstitute remedies for emotional
distress resulting from the tortfeasor act unlessatipgrieved person expressly
waives such right or by accepting to withdraw the complaint. Nevertheless, under
the Code of Criminal Procedure, although the public prosechas the
responsibility to prosecute criminal cases before the colirgsyictim whohas
suffered from crime has the right to initiate a criminal proceeding before the court

in cases where the law grants special righit$le could, under this law, initiate

6Maj ed Al shaibani, 6 Co nipRersana Injoriesy Sufplermenting s Gr ant ed

Il slamic Jurisprudence with Elements of Common Lawb
Indiana University 59.

527 |bid 47.

528 |bid 81.

529 |bid 47.

530 Article 15, Code of Criminal Procedure, Royal Decree No. (M/@) of 3/2/1435.

531 Article 16, Code of Criminal Procedure, Royal Decree No. (M/@) of 3/2/1435.
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such proceeding on his right and independently of the public prosecutor's decision

to prosecute and even if his application was not accepted during the invesfitfation.

Where an aggrieved patient has submitted a claim for compensation to the
competent cort and the public prosecutor subsequently files a general criminal
case against treame accused person, the patient may refer the court to the issue,
unless the prosecution is closdéThe public prosecutor cannot withdraw any
claims brought by a victimnless the victim himself waives his right to continue
with the proceeding®* Moreover, where the public investigator is convinced that
there is no reason to proceed with the investigation, the officer may recommend
stopping the investigatioti? if he notifies the private right claimant of his

decision®3®

Despite the perceived deficiency for the lack of civil right of action in breach of
patient confidentiality under the Law of Practising Healthcare professions, the
provision under the Code o€riminal Proedure may be regarded as a
compensation for that deficiency. As it is, although a breach of patient
confidentiality is a crime under the Saudi Arabia jurisdiction, some form of redress
is provided for the aggrieved patient. This is not proviol recours¢o a civil suit

but as a part of the criminal proceedings. Notwithstanding, a patient who has

suffered physical harm can initiate a criminal proceeding.

It is important to note that the protection for patient confidentiality under the Roya
Decree is ot absolute. The provisions are subject to limitations provided for under
Article 21537 As such, certain disclosures may be allowed under the law. For
example, where a statute provides for a legal duty to disclose a piece of otherwise

confidential informaton under some defined circumstances, it would not constitute

532 Article 147, Code of Criminal Procedure, Royal Decree No. (M/@) of 3/2/1435.

533 Article 153, Code ofriminal Procedure, Royal Decree No. (M/@) of 3/2/1435.

534 Article 29, Codeof Criminal Procedure, Royal Decree No. (M/@) of 3/2/1435.

535 Article 57, Code of Criminal Procedure, Royal Decree No. (M/2) of 3/2/1435.

536 Article 64, Code of Criminal Procedure, Royal Decree No. (M/2) of 3/2/1435.

537 See under the triple test for more dission on whether the exceptions are justified and
whether here is adequate protection of confidentiality against arbitrariness.
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a breach of confidentiality if the HCP discloses confidentiality information under

such situations®®

In the same vein, the private health institutions in Saudi Arabia areeddyinaw

to report to the relevant authorities all crime related incidents or dé&tusd
infectious diseasé® presented at their institutions. Health institutions are required
to keep a full record of all traffic accidents and injuries. A violatiorthafse
requiremets could result in penalties that could include a fine of between 10,000
and 100,000 Saudi riyals, closure of the private health institution for a period up to
sixty days, or the withdrawal of license and a ban from the new licence éoiod p

of at leastwo years from the date of withdraw4t.

These provisions are similar to the statutory authorisations under other
jurisdictions. For instance, the English laws that allow for the reporting of infectious
diseases?? or statement of the derlying cause ofehath in a death certific(E or

notification of birth and deatf and reporting of suspected child abtSelhere

are also circumstances where disclosure
example, section 60 of the Health &uatial Care Act 200émpowers the Secretary

of State to authorise the processing of patient data in the interests of patient care

and public health. Again, an HCP may be compelled to divulge confidential
information in court during proceedings where thanye summoned to give
evidence. The HCP cannot claim privilege to keep professional confidence

otherwise they may be found guilty of contempt of cétfrt.

538 See further discussion on this under the legitimate aim test infra.

539 Article 30, Law of Private Health Institutions, Roy@kecree No. M/40 dated 3 /11 /1423
Council of Ministers Reslution No. 240 dated 26 / 10 / 1423.

540 Article 12, Law of Private Health Institutions, Royal Decree No. M/40 dated 3 /11 /1423
Council of Ministers Resolution No. 240 dated 26 / 10 / 1423.

541 Art 21 Law of Private Health Institutions, Royal Decree No4Mdtated 3 /11 / 1423
Council of Ministers Resolution No. 240 dated 26 / 10 / 1423

542 |Infectious Diseases (Notification) Act, 1889, 52 & 53 Vic., ¢c. 72

543 For instance, see S. 1 of Coroners andicei#ct, 2009

544 For example, under the Births and DeathgiReation Act, 1926. [16 & 17 GEO. 5. On. 48.]
545 For example, under section 130 of the Social Services anddalel (Wales) Act 2014.

546 Good Medical Practice 76.
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5.3 The Mental Health Law*’

The Saudi Arabian Mental Health Law is intended to among otregslate and
promote mental hetll care services required for psychiatric patients as well as to
protect the rights and dignity of psychiatric patients, their families and the
community. This law requires HCPs involved in the care of such patients totprote
the confidentiality of theipersonal information except as provided thereunder. The
exceptions to the duty of confidentiality under the law include the request of a
supervisory board for mental health care; the request of judicial or investigation
autlorities (stating the purpose ftire request); for treatment purposes to maintain
a continuum of carer due to imminent threat to them or oth&fA breach of this

duty could attract a penalty of imprisonment for a period not exceeding three
months or dine not exceeding fifty thousdrriyals, or bott?*°

One particular point must be made regarding disclosure to guardians or relatives of
psychiatric patients without the requisite mental capacity. In such cases, the Law
authorisesthbk eal t hcar e provi der s alootthepsogressy t he p
of the pat i*8and 6 isvoleedhendin the decisisns on the course of

treatment. The relatives are mandated to give cohsemt file complaints or

grievance®?on behdl of the mentally incapable patient, as needed.

5.4 ThePrivate Laboratories Law

Maintaining the confidentiality of laboratory data is a critical component of routine
pathology practise because it involves the collection, analysis, storage and
nowadayshe el ectronic transmi s seréenbebectronic pati ent

platforms. Therefore, laboratories should take legal responsibility for securing the

54" Royal Decree No. M / 56 dat&)/09/1435 available at
<http://www.moh.gov.sa/en/Ministry/Rules/Documents/Meiirdghlth- Care Law.pdf> accessed
on

548 Article 9 (13) Mental Health Law

549 Article 25 (4) Mental Health Law

550 Article 9 (3), Mental Health Law (Saudi).

551 Article 9 (4), Mental Health Law (Saudi).

552 Article 5 (2), Mental Health Law (Saudi).
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confidential ity ofbothdleetrorpcandathermisedThepr i vat e
most problemad types of laboratory examination and reporting is theete

examinations and autopsies especially those involving stigmatising condition

where the most common problem is maintaining confidentiality among Stfiers.

The confidentiality issues are espelgigiroblematic when it involves the disclosure

of the truecause of death or when giving expert testimony. In such situations,
considerations include the obligation to maintain confidentiality even after the

death of the patient. At the same time, there i@ public health concerns that

justify limited disclosue of a deceased person's human immunodeficiency virus

status>*®

The Private Laboratories Law regulates the licensing and practises of private
medical laboratory services outside of the hospitdingetThe law itself does not
expressly provide for the dutof confidentiality or the grounds under which
disclosure could constitute a breach and the exceptions that could justify an
otherwise unlawful disclosure. The law only requires private laboeatooi keep
records of test results for a period not lesantiive years for reference, when
needed®Although this may seem to be a major omission, it could also be assumed
that the provisions of the principal law i.e. the Law of Practicing Healthcare
Profession®’ (including laboratory practitioners), will, by x&nsion and
implication, apply to the practice of medical laboratories, whether it is a private or

governmental settingy2

With the increasing connectivity of laboratory systems and devide timternet
and wireless networks through computers and haotevices, the demand to

continuously protect data in all of its forms, locations and transmissions becomes

53|C Cucoranu, AV Parwani, AJ West, GRomdraa ur o, K Nauman, O6Privacy and
patient déa in the pathology laboratoy 6  (J@ufhdl 8f Pathology informatics.

54T NyrhinenandH Lein&Ki | pi 6 Et hics in the Laboratory Examin:
Journal of Medical Ethic§4-60.

SAmerican Medi cal As s ocndautidiabAffairs Gofidentialityiofi on Et hi cal
Human | mmunodeficiency Vi r usArcivesof Bahologpanddut opsy Rep
Laboratory Medicinel16:11203

556 Art 9 Law of Private Laboratories.

557 As discussed in section 5.2 of this thesis.

558 Article 1, the Law of Practicing Healthcare Professions.



more imperative. The responsibility of assuring the confidentiality and security of
these data rests with the pathology department in collabovetiothe information
technology department® Unfortunately, the law does not specifically provide for
the duty of ensuring the confidentiality and security of the laboratory data.
Furthermore, there are no specific provisions for regulating accessitzlosdre

of data and the lack of sufficiesafeguards relating to the data retaitfédt is also
worrisome thatthere is no comprehensive data protection law in place to regulate

laboratory practice in the Saudi Arabian jurisdiction.

Given that pathalgy laboratories are heavily involved in tieg with patient
information for clinical and possibly research purposes, laws, policies and
procedures that deal with data protection and security are crftti@dthough the

law is arguably deficient in thigspect, the study explores the emergingrsmfims

in chapter six of this thesis. It is also worthy of note,ttie Laboratories Law
regulates only private laboratories. It is, therefore, unclear as to how governmental

hospital laboratories are to beided.

5.5 The Law of Units of Fertilization, Utero-Foetal and Infertility
Treatment

Infertility is a global phenomenon that places a huge psychological burden on the
infertile couple, especially on the woman and it is associated with other
psychosocial @nditions such as depression, suicidal &mies as well as other
pathologic psychological conditions because of the attendant risk of marriage and
family breakdowrr®? Assisted reproductive technology services are growing in
demand because they offer addial choices to individuals seeking to achieve

parenthood to help achieve that dream.

S¥ICCucoranu, o6Privacy and security oflJopmmat i ent dat a
of Pathology Informatic4.

%) K¢hling, and S Heitzer, O6Returningathrough the
Retention after the ECJ judgment on directive 2006

European Law revie@63-278.

561|C Cucoranu, op cit (note 522).

%62 MA Abolfotouh,6 Knowl edge, Attitude, and Practices of | nf
(2013) 6International Journal of General Medicirk63.
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Until the eighties, the adoption of assisted reproduction technology had been
resisted in the Middle East mainly for religious reasons until the two rfzdyeas

that dlowed its use€®® Assisted reproduction technology in Saudi Arabia started in
1986 and presently, there are 23 centres across the Kingdom. This technological
conceptis practised in Saudi Arabia in a strictly religious manner and certain
aspects of the teoology are completely forbiddet?* It may be different from the
perspective held in the Western jurisdictions with regard to human rights. For

example, a US courtdd held that:

If the right of privacy means anything, it is the right of the
individual, married or single, to be free from unwarranted
governmental intrusion into matters so fundamentally affecting a
person as the decision whether to bear or begetd¢hil

Often, conflicting ethical dilemma arises between the respect for privacy and
confidertiality of the foetus and the parental rights to information about the

foetus®%®

Nevertheless, Saudi law requires that a valid marriage exists between the man and
the woman involved before the facility may undertake the procétfure.
Furthermore, an egg fro a woman may not be implanted in the ovum of another
woman even if she is married to the same man. Likewise, sperm from a man can
only be used to fertilize thegg of his lawful wife only’®® This differs from what

is obtainable under, for instance, the WKiman Fertilization and Embryology
(HFE) Act>®®, which allows donation of gametes and surrogacy between parents

who may not have been marrigd.

Under theSaudi Arabian law, Article 12 of the Law provides:

563 Gad EtHak, In Vitro Fertilization and Test Tube Balpar El Iftaa, Cairo, Egypt. 1980)

1225:32133228.

%64HS Abduljabbar,ath R Ami n, O0Assisted Reproductive Technol o
30(4) Saudi Medial Journal461-4.

565 Eisenstadt v. Baird05 U.S. 438 (1972) at 453.

%6JR Botkin, OFoetal Pri vac bastmgs@entfecRedod28% nt i al i tyo (
567 Article 4, The Law of Units of Fertilization, Uteroetal and Infertility Treatment

568 Article 5, The Law of Units of Fertilization, Uteieoetal and Infertility Treatment

569 Human Fertilisation and Embryology Act 1990

570 Article 33, Human Fertilisation anBEmbryology Act 1990



Fertilization, uterefoetal and infertility treatmenunits shall
maintain absolute confidentiality with regard to patients' personal
information. No person shall have access to said information
except incases where it is deemed necessary and based on
approval of the Supervisory Committee or judicial atithes >t

This provision is quite similar to Secti

employees, staff, contractors, licensees or othersvadah the procedures from
divulging any pertinent information to any other third party except as mavid
under the | aw. However, by the use of
Saudi Law, one would not have expected an exception, but the lbpretides

that disclosure may be made under circumstances that are deemed necessary and
approved by tla supervisory committee so appointed under the law or the judicial
authorities. However, it is unclear the circumstances under which a breach of the
confidentiality could be deemed necessary or, upon which the Supervisory

Committee may approve such accessdisclosure.

Although not explicitly referred to as an exception, the Law requires the facility to
submit annual reports to the Supervisory Coneaittonsisting of the full statistical
report and list of all cases examined and tre2te€the Supervisgr Committee has

the responsibility to review such reports and monitor the facility for complrdfce.

The Law does not make any other exceptions fsclasure of any information
related to the fertilization under the Law. It may as well be assumed #raede
necessary could denote disclosure to treating team members withoot the
treatment would not have been possibly undertaken. In additionathedid not
specify under what conditions thgudicial authoritie® may approve of the
disclosure. Furthenore, the ternicompetentuthoritydwas not defined anywhere

in the Law.

571 Article 12, Law of Units of Fertilization, UterBoetal and Infertiligf Treatment, Royal Decree
No. M/76 dated 21 / 11 / 1424; Council of Ministers Resolution No. 260 dated 23/ 9/ 1424.
572 Article 14.

573 Article 18 (4).
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A breach of this duty under the Saudi law shall be subject to penattggagdrom
a warning, a fine of between 20,000 riyals and 200,000 riyals, or imprisonment for
not more tha two years and/or revocation of licen$éThe penalty decision is
subject to appeal to the Board of Grievances within 60 days from the date of
notification>*On t he ot her hand, under the UK®6s
who discloses any information contravention o$ection 33A0of this Act is:

guilty of an offence and liable (a)on conviction upon indictment,

to imprisonment for a term not exading two years or a fine or

both, and (b)on summary conviction, to imprisonment for a term

not exceeding gimonths or a fine not exceeding the statutory
maximum or boti’6

Accordingly, the Saudi Law requires the facilities conducting fertilization to
document, keep and maintain records of treatment for up to 10 years and be made

available to the competent aatfties upon request.

5.6 The Saudi Law of Ethics of Research on Living Creaturé%’

The Law regulates the conduct of research on lighegtures by any establishment

or body within the Kingdom’® Furthermore, the Saudi Law of Ethics of Research
on Living Creatures aims to protect the rights of the human subject or part thereto,
guarantee his safety and dignity and not to harm animalamtspvhen conducting
researci?/® The principles of th&haiéah, professional ethics, as well as rules and
proceduresset by the National Committee, are enforced in implementing the

provisions of the Law and its Regulatiom8°The National Committee sets

574 Article 33, Fertilization etc. Law

575 Article 35, Fertilization etc. Law

576 Section 41 (5), HFE Act 1990.

577 Law of Ethics of Research on Living Things; Royal Decree No. M / 59 dated 14 / 9/ 1431,
Council of Ministers Resolution No. 321 dated 13 /9 /1431

578 Article 1.2, Implementing Regulations of the Law of Ethics of Research on Living Creatures.
Second Rewed version (14372017)

579 Article 2.1, Implementing Regulations of the Law of Ethics of Research on Living Creatures.
Second Revised version (1432017)

580 Article 2.2, Implementing Regulations of the Law of Ethics of Research on Living Creatures.
Secoml Revised version (14372017)
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standards for biological research ethics and oversees enforcement of research ethics
and monitoring implementation themf>8! It has exclusive authority:

To set ethical controls and monitor implementation thereof to,
among others, ensure confidentialijd security of research
information®8?

The | aw defines c-disnldsured e npassirgg | of any datas 6non
information or

results related to the research or the human subject, to any third party not connected

with the radsdarmers. @rlitvaxlysas 60Observing c
traditions, t Whese ddintisns arenby normeansrcensisiath

the standard definition of the terms.

Under the Law, research on a human being may not be undertaken without an
informed consent validly and voluntarily given by the research suijethe

0l nformed Consentdé for mlevdlaredpattaccordedl ude a s
to the confidentiality of information that may reveal the identity of the subject,

along with a comnitment by the investigator to secure such confidentigifhe

investigator shall maintain the confidentiality of research coraiss and not

identify their sourcé®However, 6if it is not possible
by the researcher froniné records or bipathological samples with the source
person or if the outcomes rel at®odr to indi
if the samples are anonymised and the local ethics committee gives it apfdroval

the consent may be waived. Thaeaarcher is required by the law to maintain a

patientds privacy and confidentiality of

S8l Article 6 Law

582 Article 6 (6), Law

583 Article 11, Law; Article (30.2), Implementing Regulations of ethics of research on the living

Creatures 2015, Riyadh, Saudi: King Abdulaziz City of Science and Technology 59

S84 Article (11.2) (8) Implementing Regulation

585 Article (31.2), Implementing Regatiion

%per Article 14; National Committee of Bioethics (
of research on the |living Creaturesfcegnd015) Riyadh
Technology 64.

587 National Committee of Bioethics (NCBE), Imptenting Regulations of ethics of research on

the living Creatures 2015, Riyadh, Saudi: King Abdulaziz City of Science and Technology 90



thereof®®® In addition, article 36 prohibits research that could negatively affect
society or that might lead to any kind of distination>8°

Accordingly, the Principal investigator is responsible for maintaining the privacy
and confidentiality of information oflata subjects and shall be liable for any
damage sustained by the dontfdf local or international researchers angited

to conduct joint research on genetic material, the Principal Investigator shall
emphasise the necessity of observing the privadycanfidentiality of information
related to donors in accordance with the provisions of the Law and Regutdtions.
The principal investigator may be estopped from the use of research results on
genetic material if publishing said results would harm theipirtterest, subject to

the approval of the National Committe8.

A central data bank shall be established witkihCST to maintain information
related to genetic material and regulate the use thereof in accordance with
procedures specified by the Reguwas. Said bank shall provide information for
research using genetic material in the Kingdd#The Central Data Bank and the
local gene banks shall provide parties concerned with information available on
different diseases affecting individuals, familiestbe community, subject to
maintaining the privacy of the genetic material source and bamngossibility to
identify the source of the sample. The investigator shall maintain the confidentiality
of research conclusions, and not identify their sotitte.

Research with negative impacts on society may not be conducted, especially

research reinf@ing racial discriminatioR®® Conducting research on diseases that

588 Article 34.

589 Ghiath Alahmad, 'The Saudi Law Bthics of Research on Living Creatures and Its
Implementing Regulati® [2016] Developing World Bioethics.

50 Article 33, Law of Article, Law of Ethics of Research on Living Creatures; also, Article 29,
Implementing Regulations for the Law of Ethics of agh on Living Creatures

91 Article (34.2), Implementing Regulations for the Law of Ethics of Research amgLiv
Creatures

592 Article 35, of the Law; Article (35.1) Implementing Regulation.

593 Article 31 of the Law, andirticle (31.1) of the Implementing Ratation.

594 Article (31.2) of the Implementing Regulation.

595 Article (36.1) of the Implementing Regulation.
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are particular among a certain group for treatment and understanding of
mechanisms of transmissiof said diseases may not be construed as promoting
racial discriminatior?®® Scientific results shall not be leaked to the media if this

could lead to promoting discrimination based on race or family or tribal affiliation.

Results of the research on geoetaterial shall be the property of the State. Neither
the researcher nor the institutioray provide said results to any internal or foreign
body without permission from the Natiom@bmmitteeprovided the material and
scientific rights of the researcher research team and the research subject are

preserved?’

Violations of the lawattract punishments that may include either or a combination
of a warning, suspension or barring of research, a fine not exceeding 200,000 riyals
or imprisonment for a periodot exceeding six montR&Again, an aggrieved
research subject has only to rely the provisions of the law of criminal procedure

to institute a criminal proceeding against the healthcare professiatbleaches

that confidentiality duty.

5.7 The Cogerative Health Insurance Law

In its attempt to meet the growing health neetitsoteeming population, the
Kingdom of Saudi Arabia has made significant progress in healthcare insurance. A
comprehensive health insurance program that is based Shale 6 @hcept was
established and implemented through a newly established CéamCiboperative
Insurance®® The statute that governs the establishment and operation of the
insurance scheme is the Cooperative Health Insurance Law along with its

Implementirg Regulation§®

5% Article (36.2) of the Implementing Regulation.

97 Article (31.4) of the Implementing Regulation.

%8 Article 44 of the Law.

59DM Barakah and SA Alsate, 6 The Cooperative Insurance in Saudi
Heal th Reform Pol i cy oéelntethd@idnal Conferencefon mformatiahiamdg s of t h
Finance, Singapore.

600 As Approved in Session No. (73) dated 08/05/1430H and adopted pursuant teidihis

Decision No. DH/1/30/6131 dated 08/06/1430H.
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Protecting confidentiality is both complex and challenginthenhealth insurance

arena that would require a robust law to accomplish. This is because health

insurance arena is full of opportunities for sharing of private informationg dm

which are according to expl i cipolciéesegal req
and practices, such as the sending of explanations of benefits when insurance claims

are filed and acted wupon. These disclosur
reaching third unintended parties, including family members, even when the patient

wants the information to remain priv&fg.

Any law envisaged should be able to protect confidentiality without forfeiting the
opportunity to secure health insurance paymentsirfeured patients. In other
words, the law should be able to strike a balahet¢ permits important uses of
information, while protecting the privacy of people in need of health care. Because
of the diversity of the healthcare industry, therefore, theskaould be designed to

be flexible and comprehensive to cover the varietysafs and disclosures of the
patientds sensitive information that may
principal law on health insurance nor its implementing reguldt@as made an
explicit provision on how to protect patient sensitive informasioross the border
between the insurance companies, the covered healthcare providers, public
institutions and other third parties who may be involved in the interconnected web

insurance business.

The only provision bordering on confidentiality appeadbg¢ovhere the Regulation
requires Council members or employees of the General Secretariat to desist from
disclosing confidential information obtained in the course of their empoy
during or after membership or employment. This provision shall applytother
person obtaining such information from official repSffsin the absence of any

judici al i nterpretation, it is wunclear if

801 Abigail English, Robin Summers, Julie Lewis, and ClademanPr ot ect i ng Pati ent so
Privacy inHealth Insurance Billing & Claims: A Colorado Profile Confidential Coveiéational

Family Planning & Reprductive Health Association, 2016).

802 Article (108), Implementing Regulations of the Cooperative Health &msgr Law in the

Kingdom of Saudi Arabia (Amended)
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staff of the insurance companies and healthcare professionals hired by the
healthcare provider.

Under the law, the insurance companies areireguo employ physicians to
monitor the services rendered, and the healthcare providers are required to provide
physicians working for insurance companies with all required information and
make available all documents necessary for monitoring in accaddtic Article

(87) of these Regulations. The physicians are allowed to access the hospital wards,
offices of melical supervision and medical records of any licensed hospital where

a beneficiary was or is being treated when necessary for monitoringythraimn

with the parties concerné® The Law stipulates that all physicians working for
insurance companiesall be subject to the Law of the Saudi Commission for
Health Specialties, which is essentially concerned with the classification and
registraton/licensing of professionals rather than their pra&itt.is argued here

that, although it is proper to séof these physicians to the licensing law to enable
them to practice, they should also be explicitly subjected to the law of practising
healthprofessions. Nevertheless, the professidplaysiciardis included in the list

of professionals to which the las¥ practising health profession applf&s.

5. 8 NonDisclosure Agreement under Saudi Contracts of Employment

HCPs practising in Saudi Arahi like other workers, undertake to keep work
related secrets confidential under either a -dsclosure or confiddiality
agreement or a clause under the contract of employment according to the Saudi
labour law. The Contracts of employment specify th@Pld are bound by certain
conditions and terms of their employment. Although the Saudi Arabian Labour

Law®® does nots peci fically refer to,withouti ent ds

prejudice to the provisions of other relevant laws and regulations, tHéh(aee)

603 Article (89), Implementing Regulations of the Cooperative Health Insurance Law in the
Kingdomof Saudi Arabia (Amended)

604 Article (90), Implementing Regulations of the Cooperative Health Insurancer_te i
Kingdom of Saudi Arabia (Amended)

605 Article 1, Law of Practicing Healthcare Professions.

606 Royal Decree No. M/51, 23 Sha'ban 1426 (27 Sepeedd05)

12¢€



worker shall be required to keep confidential woglated secrets, the disclosure of

whichis likelytoca s e damage t o t h%® Ineswmbpditeatoasy 6s i nt e
the employer is empowered to terminate the contract without an award, advance

notice or indemnity if the worker discloses waetated secret®®The law requires

that valid confidentiality clausemust be in writing and specific in terms of time,

place, and type of wor¥® Accordingly, an employer may sue an existing or former

empbyee for breach of necompetition or confidentiality undertakings within one

year of discovering the violatidh?

ThelLabour law does not define what constitutes a piece of confidential information

that must not be disclosed to third parfifsdowever, many employers of labour

have devised and incorporated sedpecific nordisclosure or confidentiality

clauses into the standard contracts of employméht.For instance, some of the

Ministry of Health (MOH) medical cities have developed a ficmtiality

statement to which staff must pledge to, with the potential consequence of penalties

for noncompliance. In line withhe Labour Law provisions, the penalty for

unl awful disclosure of patientsodéfaonfident
contract of employmertt3

5.9 Saudi Professional Code Ethics on |

Ordinarily, ethical codes areonsidered as a form of a soft norm in other
jurisdictions. However, under the Saudi jurisdiction, the Ethical Code foti&nay

Healthcare Profession has been incorporated into the Law of Practicing Healthcare

607 Article 65 (6), Saudi labour Law, 2005

608 Article 80 (9), Saudi labour Law, 2005

609 Article 83 (2),Saudi labour Law, 2005

610 Article 83 (3), Saudi labour Law, 2005

611 See Article 2, Saudi labour Law, 2005 as amended, where the law defines soatie®per
terms.

2For instance, the Saudi Investment Bank created a
them to its employees to maintain confidentiality of woglated information about its customers.
See:https://www.saib.com.sa/sites/default/files/Employee Code of Conduct BNapdéssed
15 February 2019

613King Saud Medical City Confidentiality Statement: available at
<https://www.ksmc.med.sa/en/training/Documents/Confidentiality%20Statemenatifessed 11
Janary 2019
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Profession. Under the Law, a roampliancewith the Code is an offence that may

attract a disciplinary punishment.

The Saudi Commission for Health Specialties nsaltee Professional Code of
Ethics in its capacity as the regulatory body for all HCPs licensed to practice in
Saudi Arabia. This isnlike the practice in other jurisdictions where each health
professional is governed by a separate regulatory body, tanoes the General
Medical Council, and the Nursing and Midwifery Council respectively regulating

medical and nursing practice in tb&.

The Islamic law principles of patient confidentiality derive its root from the general
principles of privacy and confidentiality. This because Islamic law is considered as
a comprehensive combination of moral and positive laws that can easilyeresolv
ethial problemsthat mammade lawcannot solve. Many contemporary ethical
issues in medicine are moral and require ethical and religious guidance. Ethics are
universal values and there is convergence among many religions and belief systems
about these alues.Islam differs from others in that ethics is part of its law. This
makes the enforcement of medical ethics a religious duty that many Muslim HCPs
will respect because it is based on belief and not just coétféibmder the Saudi
Arabian system, therie aunified law, regulatory body and professional ethics for
the practice of the HCPs. The Saudi Commission for Health Specialties (hereinafter
referred to as the Commission) is the statutory body that is responsible for
supervising and evaluating tramg pragrams, as well as setting controls and

standards for the practice of health professions.

Therefore, according to the provisions of the [%Wthe Commission issued the
first edition of the handbook on 6Code of

2003°%1® This is a departure from what is obtainable in many of the other

614 Omar Hasan Kasule, '082Medical EthiceLegalFighi Issues: An Islamic Perspective'
(Omarkasuled5.tripod.com 2017) <http://omarkasw@5.tripod.com/id274.html> accessed 11
March 2017.

615The Law of Practising Healthcare Professions.

616 Saudi Coucil for Health Specialties. Ethics of the medical profession. Second ed. Riyadh,
Saudi Arabia: Saudi Coundir Health Specialties; 2003. Revised pursuant to resolution number
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jurisdictions. For instance, as earlier on alluded to, in the UK, the Génedadal

Counci l (GMC) regul ates the Medical pract.
the professioniacode that applies. On the other hand, the Nursing and Midwifery

Council (NMC) dealswith the nursing and midwifery professions, The Code for

nurses and midwives atlee applicable code of ethics.

The Saudi Arabian law of practising healthcare professiajuires the practising

HCPs to exert due care in line with commonly established professional stafidards.
Privacy issues dominate the discourse of the ethical issues raised in the Handbook
of Code of Ethics. It clearly outlines the relationship betwhepatient and HCPs

and discusses the significance of informed consents in that relationship. The
Handbook of Ethical Codes clearly describes the duties, rights, obligations and
constraints associated with privacy rules, as well as défeeonditions pcelent

that must be satisfied to justify an otherwise unlawful disclosure of personally

identifiable informatiorf®

Ethics deal with welbased standards of how people ought to act. As such, ethical
decisionmaking entails following certain wedistablised and accepted
norms/standards of behaviour. The Saudi Commission claims that the ethical

principles laid down in the Code are informed by the concept of justice, mercy and
peopleds interests, whi St aafWhedhinusdimg t he ba
society is usually governed by the principlesSofi a r whizhasteve offensive acts

from good ones, good from bad, right from wrong and permissible from prohibited.

620 This could be likened to the core ethical principles of beneficence (do good),

84669 from the Secretary General of the Saudi Commission for Health Spediealti#3/1432 H
(20 February, 2011).

617 Article 26 Law of Healthcare Professions.

618

Shouki A. Ebad, Emad Saha, and Mohammed A. A)adhi, '‘Analyzing privacy requirements: A
case study of healthcare in Saudi Arabia' (2014) 4bfbymatics for Health ad Social Cared7i
63, 50

619 Saudi Code of Ethics for Healthcare Practitioners, 3.

620 Saudi Code 3.



nonmaleicence (not harm), autonomy (control by the individual), and justice
(fairness) stated by Beauchamp and Child?&ss.

Generally, Islamic ethics requires all Muslims to imbibe the best of manners and
reminds them that the omnipreseitah (God) observes allheir deed$?? Its
framers concede that the primary sourceS ¢f a r (Q @ a l@rad8unnaf do not
specifically refe to many of the modern healthcaedated ethical dilemmas and
therefore, the resort had to be made tolftifead (methodological reasorg) of
authenticated religious scholairdldma) to find recommendations and religious
rulings for such issu€€® Thereasoning is based on evidence which is ranked per
its proximity with a clear statement about the issue irQean®2%r derived from

the aubenticatedsunnalf?® To reach a reasoned decision, the scholars either make
a unanimous agreemenjnfaa), or majaity agreementRayoutJomhou) or by
comparing the issue at stake and similar issue already decided on previously
(Qiyag, arguably, a similitde of judicial precedenf®

Ordinarily, theS h a r-lbaded professional ethics are also derived from what is
@greed on as good mannerso6 which may
contradict with theés h a r. Ethi@ may also be founded on tksults of scientific
research, or professional rufé$.Generally, the professional ethics encourage
demonstratn of best manners, devotion and worship of Allah (God). Others
include truthfulness, honesty, integrity, respect for others andcsdiuntabity,
among many others. Additionally, under the Islamic law, the physpagient
relationship is based on tipeinciples of brotherhood that is predicated on respect
for life, maintaining the highest standards of justice, exhibiting good intentions,
avoiding the prohibited and doubtful things, avoiding matters that are none of his

business, unnecessary argumdrit®lities, and greed. Others include loving

621T Beauchampand J Childres®2rinciples of Biomedical Ethiog@®xford University Press 2001)
21.

di

2Saudi Code 11; Report e dAdhbyA-Mouukfhraardio ,i na ntdh el nbaono kA honf

it is a good hadith. See the Series of Authentic Hadith (No. 145).
623 Saudi Code 5

624 Saudi Code 5.

625 Saudi Code 6.

626 Saudi Code 5.

627 Saudi Code 11.
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others and causing no harm, giving sincere advice, doing the enjoined acts and
basing decisions andctions on evidence, maintaining restraint, modesty and

objectivity, as well as avoiding oppression or tragsgion against othefg®

To appreciate the law of Saudi Arabia on patient confidentiality, there is a need to
resort to the opinions of juristor example, thgtihad of religiouslegal scholars
or'ulama areliterally the possessors of knowledtf@P at i ent congrdent i al i
theSharig is generally based on a couple of Islamic law principles such as avoiding
assumptions, spying and backbitfti§ justifying trusts reposed on u8! and
respecting the privacy on othéfé. Furthermore, Islam encourag Muslims to
protectsecet s and accords high value to the p
public interest®®3 People with such characteristics have been highly appreciated in
theQur D an
fiO ye that believe! Betray not the trust of Allah and the
Messengr, nor misappropriate knowingly things entrusted to
yoU6mMThose who are faithfully true t

duties which Allah has ordained, honesty, moral responsibility
and trusts) and to their covenanfs®

Apart from the generic confidentiafit principles, Islamic institutions have

promulgated a few specifitatwas about medical/research confidentiality and

628 A Al-Rumayyan, M.N. Van Mook and M.E. Magzoub, '070 Legal and Ethical Bis of

Medical Practice'@markasule04.tripod.com 2017) <http://omarkasue

04.tripod.com/id1318.htmI> accsed 11 March 2017.

629\/ogel, Frank E..; Islamic Law and Legal System: Studies of Saudi Arabia.

630 Surat al Hujrat (Dwellings) Chapter 49: verse 12ffsaysi O you who have believed,
much [negative] assumption. Indeed, some assumption is a sin. Awd sjoy or backbite each

other. Would one of you like to eat the flesh of his brother when dead? You would detest it. And

fear Allah;indeed, Allah is accepting of repentance and Merciful

831AI-Nesa 58: 66All ah dot hed c o mmthasaltowhonutheyare r ender b
due; And when ye judge between man and man, that ye judge with justice: Verily, how excellent is

theteachip whi ch he gives you! For All ah is He Who hear
62AI-Noor 24/ 27, 28: 0 0@ housesothér thanlyaut owwrg unél ye h&vat er n

asked permission and saluted those in them: that is best for you, in order that ye dn@ayhaeés

seemly). I f ye ynd no one in the house, enter not
go back go back: that makes for greater purity for yourselves: and Allah knows well all that ye

dod6o

633 Fatwas p105.

634 Al-Anfal 8/27.

835Qu r :6Chapter 23 (The believers): verse 8
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breach of confidentialit§*® For instance, one of théatwa$3®’ addresses the

obligation of maintaining medical confidentiality and its exoapt(where

disclosure may be allowed or, indeed, mandattf/ccording to thisfatwa, the

disclosure of confidential information is requireddigatory to prevent harm either

to the society or to individuals, and it is allowed (but not required) if aumbach

would be beneficial to the individual or the society, or be a means to prevent general

harm. Examples of such exceptions include, as a proof in defence of criminal
proceeding8®or to notify public authorities ab
drugalcohol use at the time an accident occurs, or disclosure to family members if

a patient suffers from an infectious disease (e.g., AIDS) if it may cause harm to

their family or community#°

5.10 Conclusion

The fifth chapter of this study features aiesv of Saudi laws that protect the right

to patient confidentiality. These laws which regulate the fp@fent relationship

from theS h a r pe&@ettive provide for circumstances under which the right to
patient confidentiality may be curtailed. It isalérom the analysis in sections 5.2

to 5.10 above that there are situations where the HCP is required to disclose a

patientds private information.

The Law of Healthcare Professiogm®ovidesthe basis for the relationship between

the HCP and the patiens far as confidentiality is concerned. The other laws such
as the Mental Health Law, the Law of Fertilisation, the Healthcare Insurance Law,
the Law regulating employment contracts among others deal with certain aspects
of the relationship between the H@Rd the patient. It is worthy of note that these

laws comply strictly with the provisions of ti&eh a r Th& aohcern, however, is

636 Ghiath Alahmad And Kris Dierickx, 'What Do Islamic Institutional Fatwas Say Abadtical
and Research Confidentiality and Breach of Confidentiality?' (201Pel2loping World
Bioethics67.

837No. 79 (10 / 8) 1993.

638 Alahmad Fatwas p107; International Islamic Figh Academy. 1993. Decision No. 79 (10/8).
Available at <http://www.fighacdemy.org.sa/> accessed 31 Mar 2016.

39 1slamic Figh Academy (India ) 1995. Decision (8/1) 33 regarding the ethics and duties of a
docta. Available at <http://ifandia.org/arabic/ qararat.html> accessed 19 August 2016.

640 1pid 107.



with the fast pace of evolving technology and the need for the law to playugatch
Considering that law in Saudi Arabianet determined by a system which involves
the exercise of a legislative function by a legislative assembly, there is a need,
therefore, to evolve a system for the interpretation obthea r td datartio modern
needs. A good example in the analysis @&bisvthe fatwa that allows for IVF
treatment among Muslims but restricted to married couples alone. In the next

chapter, the discussion centres on Saudi soft norms for patient confidentiality.

13z



CHAPTER SIX

SAUDI SOFT NORMS ON PATIENT
CONFIDENTIALITY

6.1 Introduction

In the previous chapter, the laws dealing with patient confidentiality was the focus.
It is worthy of note that in the Saudi Arabian jurisdiction, some soft norms could
potentially supplement what appears to bedbéciencies in the existing Saudi
Arabian hard laws on patient confidentiality. Such soft norms are designed to
augment as well as optimise the safeguards for patient confidentiality in the context
of the law and practice of patient confidentiality in #@untry. However, the
guestion beggingof answer is this: are the soft norms sufficient enough to cure the

gaps left by laws?

Several issues regarding the adequacy of the legal safeguards to confidentiality
under the existing hard laws have been idiestiespecially in chapter five of this
thesis. It has been noted that there is no comprehensive data protection legislation
under the Saudi Arabian legal system and that there is a need for the law to evolve
to cater to the fast pace of progress madééuse of information technology
systemsand electronic management systems. For example, the potential risk of
di sclosure of a patientdés confidenti al i nf
electronic management technology. Others include the llastandard definition

of what constitutea confidential data and the role of data controllers, processors
and the patient in making decisions regarding the use, management and control of
confidential personal data of the patient. Worthy of note is thag b the laws
expressly and specificalfyrovide for a civil right of action for an aggrieved patient

in the event of breach their confidentiality.

This chapter examines the soft norms available in Saudi Arabia. The aim is to access
how they close the gapdentified in chapter five of this styudlust like elsewhere,

the Saudi Arabian legal protection for patient confidentiality is also made up of
voluntary soft regulations which include policies, accreditation standards, and
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practice guidance issued lBgulatory bodies, for example, the SaGdimmission

for Health Specialities, the Ministry of Health (MOH), other accreditation or
professional bodies and health institutions. These instruments vary in their degree
of formality and binding force and represean important part of the overall
reguhktion and protection of patient confidentiality in Saudi Arabia. Given the close
relationship between the operation of
alternative approaches to the protection and ptimmaf patient confidentiality

could poentially supplement the deficiencies discovered so far from the®faws.

6.2 Hard Law, Soft Norm or a Hybrid?

Soft norm or noflegislative approaches to policymaking is becoming increasingly
common today. Neverthels, since parties are normally obliged to do so, the
tendency of noitompliance by citizens to the norms is high as they do not bear the
force of law®4? Soft norm refers to some qudsgal instruments, rules or guidelines

of behaviour that are neithestrictly binding nor comietely lacking legal
significance such as ndrinding resolutions, declarations and guidelines created

by governments and private organisatiétis.

Within the context of the healthcare sector, soft norms may include guidelines,
policy declarations, or codeof conduct that set standards of conduct couched in
the normative mood¥? Soft norms are usually not directly binding or enforceable
in accordance with formal techniques of international law but are capable of
exerting a powerfuinfluence over the bek@ur of countries, public entities, and

4lCharles Raab and Benjamin Goo0Oll), 6é6Protecting
<www.equalityhumanrights.com> accessed 15 December 2018.
642 Mio Fredriksson, Paula Blomgvishad Ul ri ka Wi nbl ad, &éConflict

I nf o

and C

Heal th Care Governance: Sof t201l] &sandinaviantPbligcali Shadow of

Studies <https://onlinelibrary.wiley.com/doi/pdf/10.1111/j.148%77.2011.00279.x> accessed 10
March 2019.

Bryan H Druzin, O6Why Does Soft Law Have Any Power
International Law 371 <httpgworks.bepress.com/bryan_druzin/22/download/>.
%y asser Sami Abdel |l Dayem Amer , SigWiicancelat of These T

Healthcare Facilities: Clinical Practice Guidelines, Protocols or Policies and Procedures? (2019)
available at <

https://www.researchgate.net/post/Which_of these tools_have medicolegal_significance at heal
thcare_facilities_Clinical_Ractice_Guidelines_Protocols_or_Policies_and_Procedaesessed

26 dly 2020.
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private parties to which it applies. Soft
law-making but rather, a complement to it. It
f or mdé ortliketadtivatiesroiopivate and publigorivate crossbreed authorities

where the new type of informal soft norm has come to be primarily relied on by

such authorities owing to its flexible and contdrpendent naturé®

Soft norms are preferred for a \&ti of reasons. For #tance, they are favoured to
solve straightforward situations in which the existence of a focal point is enough to
generate compliance, or loss avoidance theory, where-eampliance with a hard

law could attract higher sanctionsdeter more violationg=urthermore, where the
parties are uncertain of which approach is more desirable if it would not be in the
state's interest to enter into a legally binding agreement or where the state is
anticipating a better deal or advantagehe future and where giipation may

require too many concessions or technicaliffés.

Softlaw instruments cope better with diversity and provide greater flexibility to

cope with uncertainty and allow for adjustments over fith&herefore, sofhorm

instruments are easi¢o negotiate, less costly, and allow parties to be more
ambitious and engage in 6deeperd cooperati
about enforcemerdt® Additionally, within the context of international common

laws, soft norms see as a noibinding gloss put on binding legal rules. For

i nstance, 6deci sions of i nternational tri
binding | egal rules. o Simply, states O6o0pt
absence of commitment, but somethiagd than fultblowni nt er nat®® onal | aw

Arguably, parties could easily calibrate many areas of a soft norm to, uniquely,

induce voluntary adoption and possibly, compliate.

851l hami Al kan Ol sson, O6Four Competd999g Approaches t
Scandinavian Studies In Law 178, 196.

%Andrew T Guzman and Timothy L Meyer, O6lnternati on
Legal Analysis . 176.

4’Gregory C Shaffer and Mark A Pollack, O6Hard vs. ¢
Antagonists in Internat iontnlealReBiew706. nance6 (2010) 94
648 ibid.

649 Andrew T Guzman and Timothy L Meyep ct (note 609) 171

850 Bryan H Druzin, op cit (note 606).

13€



Conversely, hard law refers generally to legal obligations that are legallyngindi

on and enforcable by the parties involved before a cdattGenerally, hardaw
instruments allow parties to commit themselves more credibly to agreements, to
avoid the increased cost of reneging due to sanctions:-laarshstruments have
direct legal effects and créa mechanisms for the interpretation of the legal
commitments and enforcement of commitments through either courts or alternative

disputesettlement bodie%¥?

Following from the above, why should soft norimadopted while there is already

a hard law in face? Critics of hard laws have raised several significant issues. For

instance, hard law tends to be set of fixed rules, for universal application,
presupposes a prior knowledge and is difficult to change. While on the other hand,

soft norns allow for fleibility, diversity, experimentation and adjustments and
internalization of the hard laws themselves in order to ease in enforcement and to

achieve an optimal outconi Fur t her mor e, Judith Lichter
captures the important rotoft norms plg in influencing compliance with legal

and ethical behaviout**

fiWhen temptations are significant, when the price of adherence
(in terms, for example, of the sacrifice to our interests) is high,
when the social consequences of violation (htorathers) are
relatively slight, when the costs of violation are bwnder such
circumstances it is easy to be led from doing what you ought to
do . .6In contrast, hard law, i.e. those legal obligations, found in
either laws, treaties or customaryamational law are binding in
and of themselves.

In the contemporary situation that needs flexible compliance with and enforcement
of the laws to achieve maximum results, the application of a hybrid of soft and hard

laws is in order.

81 Andrew T Guzman and Timothy L Meyer, op cit (note 606).

852 Gregory C Shaffer and Mark A Pollack, op cit (note 610).

83 David M Trubek, Patrick Cotrl | and Mar k Nance, 6Soft Law, Hard
Integration: Towardd heory of Hy b r Univiof Wistongin2.6gal Studieg 0 0 2

ResearctPaper 2

854 Judithli cht enber g, OWhat Codes of Ethicek Are For ?26 i
(eds),Codes of Ethics and the Professighelbourne University Press 1996)
<https://philarchive.org/archive/LICWAC> accessed 6 March 2019.



6.3 The Influence of Soft Norms on Compliance with Respect for
Confidentiality

Under the Saudi Arabian setting, various healthcare institutions, for example, the

Ministry of Health, university hospitals, medical cities and private hospitals, have

created and apield variais data protection policies, protocols and guidelines to

enhance and supplement the laws and professional code. Those policies apply to
healthcare facilities under such umbrella institutions. An additional tool examined

is the internal policies @ahprocedues, and hospital accreditation standards related

to disclosure or confidentiality of a pati

are some of the soft norms that deal with patient confidentiality in Saudi Arabia

6.4 Saudi Ministry of Health (MOH) Electronic Health Information

System and Data Protection Policy

Policy, a form of the soft norm, is a guiding principle used to set direction in an
organisation. Ordinarily, organisations make policies as aroadd the existing

laws to enabl¢hem to snoothly run their health institutions. Several governmental
and private proprietors of healthcare delivery systems (hospitals and clinics) in
Saudi Arabia have since created internal policiespgrodedures for the protection

o f pat i e ntal@aainahein dustadlye mhe Ministry of Health (MOH)
provides for nearly 60 per cent of the 470 hospitals operating within the Kingdom
while the remaining fraction is shared between other governmental (9.36 per cent)
and private (32.30 per cent) healthre insitutions®®® Given that the MOH
regulates the operation of all healthcare institutions and has the largest bulk of
hospitals in the Kingdom, the study used the data protection policy of the MOH
intending to attempt to generalise its applicabitityoss thdoard. Furthermore,

these policies apply only to MOH hospitals and not on other goasrnmental

855 Saudi Ministry of HealtlStatistical Yearbook (1437) available at
<https://www.moh.gov.sa/en/Ministry/Statistics/book/Pages/defaultaapeessed 17 December
2018.
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hospitals and private health institutions. The evolution of this policy might have
been informed by the challenges brought about by advancesfarmation
technology, adoption of electronic health information management systems, social

media communications, use of cloud computing, among others.

The Saudi Arabian Ministry of Health (MOH) has created a new portal for health
information exchange fdvilOH hosptals, which serves as an integrated interface

and an electronic gateway for disseminating health information to all services

offered by the Ministry. The MOH is the largest proprietor of health institutions in

Saudi Arabia and in addition to thresponsility of protecting confidentiality

placed on HCPs practising in various healthcare settings in Saudi Arabia under the
sever al substantive | aws, the MOHOGs dat a
challenges posed by the advances in technologiesquestn that arises is how

much of compliance do the soft noenforce®

6.4.1 Data Protectionunder the Saudi Health Information Exchange

Definitions: Private/Personal Data

Saudi Health Information Exchange Policy defines privgiersonal) health

information (PHI) as any identifying information related to a person about his/her

physical or mental health or the health services provided. It includes data related to
registration, payments or eligibility for health care, testing/emation done,
care/servicesrendered or, an identifiable assigned number, symbol or other

particular related to the individual for health purposes. Any information or data

identifying an individual as a provider falls into this categ8¥This definitionis

quite similar to that ofProtectedHe al t h I nf or mat i ommnd( PHI ) un
Health Insurance Portability and Accountability Act (HIPAA). The HIPAA defines

a piece of health information as:

856 Policy No.1 Saudi Health Infmation Exchange Definitions, Saudi Health Information
Exchange Policies availabde
<https://www.moh.gov.sa/en/Ministry/eParticipation/Policies/PagdisARPaspx?PID=% accessed
on 22 February 2018.
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fiany information,whether oral or recorded in any form or
medium that is created oreceived by a healthcare provider or
institution relating to any health or condition of an individual, the
provision of healthcare to an individual, or payment for the
provision of healthcare to an individu#P’

On the other had, when compared to the defion of personal information under

the GDPR 2016, it relates to a natural person recognisable by any identifier that
may include name, identification numblercation data, and an online identifier or

to one or more factorspecific to the physical, phydogical, genetic, mental,

economic, cultural, or social identity of that natural pefS8én

Whereas 6édat a c¢ o n@eesonalidatagelating @ the pash, cumenta n s :
or futuré>®physical or mental health of a natural person, including the poovis
health care services, which reveal information about his or her health &t2ftus.
The Data Protection Act (UK) also made a definition similar to that of the European
GDPR®%! While the definition under the MOH policy looks very extensive,
however, it @es not indicate if it relates to information in both paper and electronic
form. %52 Furthermore, the GDPR is more explicit about the kind of identifiers that
are classified as privataformation that further include location data, an online
identifier or the physical, physiological, genetic, mental, economic, cultural or
social identity of that natural persdii® What is required of the Saudi laws, for
now, is to update the relevantrémentiality laws to include these missing factors,
and/or to integrat¢hese policies to the law so that they may carry some legal
weight.

Right of Control by Subject of Daf&*

The protection of the rights and freedoms of natural persons with regénd to

processing of personal data requires that appropriate technicatgamsational

8576 Se c . 1171(4) HI PAA, 1996.

858 Article 4 (1) of the GDPR, 2016.

659 Recital(35) GDPR 2016.

660 Article 4 (15) of the GDPR, 2016.

661 Section 2, Data Protection Act 1998.

662 Section 1171(4) Health Insurance Portigpiind Accountability Act (HIPAA), 1996.

663 Article 4 (1) of the GDPR, 2016.

564Policy No.4(4.3) Subject of Care Rights Policy, Saudi Health Information Exchange Policies
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measures be taken to ensure that the requirements of regulations && meet.

Saudi MOH data protection policy provides
the colkection, processing, storing and management of their data. The rightieinclu

accessing their relevant personal health information contained within the Saudi

Health Information Exchange through approved senfit%Ehis is similar to what

Is obtainable unddghe GDPR which provides that the data subject should have the

right of acess to personal data which have been collected concerning him or her,

and to exercise that right easily and at reasonable intervals, in order to be aware of,

and verify, the lawfuless of the processif.

Under the MOH policy, patients have the righirdbrmation regarding how their
personal health information could be used; who could have access to it, and under
what circumstances it could be disclosed. Patients also have the right to understand
how thenetwork will operate, what information will or wnot be available on the
network, the value of the network, its privacy and security protections, how to
participate in the exchange and the rights, benefits and remedies afforded to them.
68 The GDPR mada similar provision to the effect that when perslodata are
obtained, provide the patient with details of the controller, data processor, the
purpose for the use, the legitimate interests pursued, the recipients or categories of

recipient§®® and the peéod for which the personal data will be stoféd.

Furthermore, patients have the right to receive the information generated by the

PHCS from their provider explaining the se€
the use and disclosure of PHIfromthe¢y st ems at the patientos f
theprovi der és participation asPHESTRa udi He al
patient has the right to oput of the Saudi Health Information Exchaffggust as

GDPR gives the data subject the right to ditiw consent at any tin{é> Where

665 Recital (78) GDPR 2016.

565policy No.4(4.3) Subject of Care Rightsliey, Saudi Health Information Exchange Policies

667 Recital (63) GDPR 2016.

568Policy No.4 (4.3) Subject of Care Rights Policy, Saudi Health Information EgehRolicies.

569 Article 13 (1), GDPR 2016.

670 Article 13 (2), GDPR 2016.

571policy No.4 (4.3) Subject of Care Rights Policy, Saudi Health Information Exchange Policies.
672 Article 16, GDPR 2016.

141



personal data aregressed for direct marketing, the data subject, under the GDPR,
has the right to object to such processing, to the extent that it is related to such direct
marketing, whether with regard to initial arrther processing, at any time and free

of chargel”

Where the patient decides to remain, the provider shall take steps to protect the
integrity, security, privacy, and conf i c
transparently. Upon suspicion ofbaeach, the patient may file a complaint or

request an investagion by him/herself or through an authorised agent, directed to

the Health Information Management Personnel or HIE designated resbidrces

similar to the right to complain about a supervisamghority under the GDPR>

The patient may also request foreport of third party disclosures for information

accessed through the Saudi Health Information Exchange where the patient is the

data subject’® The GDPR, in such cases, requires the coetrdib provide

appropriate information to the patient in a concisansparent, intelligible and

easily accessible form, using clear and plain langf4ge.

However, unlike under the GDPR, a patient under the Saudi MOH data protection

policy has no right taequest for deletion or erasure of any data from the Saudi

Health Information Exchange, but the data may only be amended or replaced to
accommodate correctioR”€®Conver sely, under the GDPRO6s 6
the patient has the right to request find the controller has the obligation to, erase

personal data whout undue delay under certain circumstarié&sSuch

circumstances include where the data are no longer necessary for the purpose, or

the patient withdraws consent, or there are no lotigerprevailing legitimate

grounds for the processing it. The obligatto erase may also arise under the

673 Recital (70) ®PR 2016.

574policy No.4 (4.3) Subject of Care Rights Policy, Saudi Health Information Exchange Policies.
675 Article 16, GDPR 2016.

57%Policy No.4(4.3) Subject of Care Rights Policy, Saudi Health Informatieh#&nge Policies.

677 Article 12, GDPR 2016.

678 Policy No. 3 (3.3.3) Information Security, Saudi Health Information Exchange Policies.

679 Article 13 (2), GDPR 206



GDPR where the data was unlawfully processed, where it has to be erased for
compliance with a legal obligatidf®

Furthermore under the GDPR, wherecuracy is contested, or the processing is
unlawful (and refused terasure), or the controller no longer needs but subject
needs for legal claims, or the patient has objected to processing pending the
verification, he/she has the right to restrict pesteg of such dat®! The controller
may override t & ebjeg ttthe gonodessisg of pergdmdl data
concerning him or her, where the controller can demonstrate compelling legitimate
grounds for the processing it. For instance., if doingitseould affect some
legitimate interests, rights or the freedoms @f platient or that of the hospital, or

if it is required for exercising of, or for defending some legal cl&ffhignless this
proves impossible or involves disproportionate effort, trontroller shall
communicate any rectification or erasure of persona datrestriction of the

processing®

A significant departure of the policy is that the retention time for the Saudi Health
Information Exchange managed PHI is indefiiteUnder theGDPR, further
retention of the data should be lawful where it is necgskarexercising the right

of freedom of expression and information, for compliance with a legal obligation,
for the performance of a task carried out in the public interest cexthieise of
official authority vested in the controller. Such retentioty io@ necessitated on the
grounds of public interest in the area of public health, for archiving purposes in the
public interest, scientific or historical research purposes, statipticposes, or for

the establishment, exercise or defence of legal cl&itms

Other areas where the Saudi MOH policy is not as elaborate as the GDPR is on the

right to data portability: i.e., for the data subject to receive the personal data

680 Article 17, GDPR 2016

681 Article 18, GDPR 2016.

682 Article 21, GDPR 2016.

683 Article 19, GDPR 2016.

584 policy No. 3 (3.3.6) Information Security, Saudi Health Information Exchange Policies.
685 Recital No (65), GDPR 2016.
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concerning him or her in a structured, commonly used and macradable format

and hae the right to transmit those data to another controller without hindf#ce.
Similarly, the Saudi policy is silent on automated individual decisiaking,
including pofiling. The GDPR provides that personal data shall not be subject to a
decision basedxely on automated processing, including profiling, which produces
legal effects concerning him or her or similarly significantly affects him of¥er.

Disclosure

The Saudi MOH policy prohibits the disclosure of Personal Health Information
(PHI) to third mrties except under some exceptional circumstances where an
infringement of the right to confidentiality may be justified. The essence of placing
PHI awilable on the Saudi Health Information Exchange is primarily for purposes
of treatment, healthcare op#ions, research/education, and public hédftithe

policy states as follows:

Personal health information SHALL NOT be disclosed EXCEPT

for:Treatmen{ i ncl uding)é clinical careé

support of t he patient édsercar e

en

acti

organizati on. Ot hers include patien

operational, health service management and quality assurance
purposes. So also, PublHealth, Public Health Surveillance,
Disease Control, Public safety emergency or Population health
manaement?®

Compare this to the GDPR under which processing of personal data shall be lawful

only if consented to by the patient, pursuant to a contf@ctompliance with a

| egal obligation, or patientods whereot her so

it is in the public interest to do so or in the exercise of official authority vested in
the controller, or for the legitimate interests purs(edept carried out by public
authorities in the performance of their task8)Although expressed in défent

nomenclatures, the import of the two provisions is substantially similar.

686 Article 20, GDPR 2016.

687 Article 22, GDPR 2016.

688 Policy 2 (2.3) Purpose of Use, Saudi Health Information Exchange Policies.

689 Policy No.4 (4.3.14), Subject of Care Rights, Saudi Health Information Exchange Policies.
6% Article 6 (1) GDPR 2016.
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Furthermore, it is noteworthy that under the Saudi Arabian MOH paliay other
categories of PHI disclosures may be justified after fulfilling some conditions
precedent. Sucprocessing should be subject to suitable and specific measures to
protect the rights and freedoms of natural per§&Ehere, the following purpose

of the disclosure are not justifiable without a valid court order: disclosures of PHI
for legal investigabn, or an enquiry to inform persons or processes responsible for
enforcing jurisdictional legislation, or undertaking legal or forensic investigati
unless there is a valid court order to do so. Conversely, certain disclosures are not
permissible e.g.,idclosure based on authorizations not requiring a purpose to be
declared, or where the purpose is not known, or purposes for which the other
categoies in this clause do not apply (unless a purpose as described above is

declared)%%?

Apart from the foregoig grounds, e.g., treatment, operations and public health, for
which disclosure of personal data may be justified, secondary disclosure may be
madefor other purposes, e.g., for research, upon approval of the appropriate ethics
committee of the hospital. ElCommittee shall determine each situation on a case
by-case basis, based on published approval criteria. In order to ensure transparency
and objetvity, the Saudi Health Information Exchange or an approved

subcontractor should manage any research datacexor viewpoint§2?

Notification of Privacy Breach

The MOH policy also lays down protocols for data breach notification to data
subjects, anth some cases, to the public. In the event of any reportable breach of
patientds <conf i deeis unddr andobligation totndtiy th& x ¢ h a n
hospital of the breach, for example, unauthorised acquisition, access, use, or
disclosure, within 10 buséss days following the discovery of the breach. Then,

the hospital is responsible for notifying any patientosdn personal health

information (PHI) has been breached within 30 days following the discovery of the

891 Recital (54) GDPR 2016.

692 Pglicy No. 2 (2.3, Purpose of Us, and No. 4 (4.3.14), Subject of Care Rights, Saudi Health
Information Exchange Policies.

693 Policy No. 10 (10.3) Secondary Use, Saudi Health Information Exchange Policy.

14¢



breach. Depending on where or at what ldhel breach occurred, any required

public notification is the responsibility of the entity (the hospital oShedi Health

Information Exchange) under whose custody the breach occbitebhdividual

and limited breach requires notification to the inwalh\patient(s), however, where

the breach affects large numbers of individuals, typically more than five hundred

that could involve continuous risk, should be reported publicly as collectively
determined by the privacy and security officer, the Saudi Hdaftirmation

Exchange governing body and law enforcement authofitiesinder the Policy,

inappropriate use,arn s mi ssi on, copy or disclosure of
sanction under the appropriate Personnel Sanction Pdficy.

6. 5. H o s pnal Pdidies an Priivacy and Confidentiality

Various governmental, quagovernmental and private health ingiibas have

developed what is commonly referred toRaa t i ent s 6 ®atindludesof Ri ght
the right to confidentiality and made internal policies to ensure compliance with

these right$®” These rightsand the numbes of which vay from hospital to

hospt a | , i ncluding the right to keeping thi
extent protected by the | aw. Patientds rig
to the discussion ofhe treatment with the patient or his/her legal guardian

confidential y . 't also includes physical privacy
a medically urgent situation arose. The patient also has the right to refuse to see

anyone not concerned withguiding the health service, including visitors. It also

imposes a dy on the healthcare professional to maintain the confidentiality of the

patient's information, diagnosis, tests, treatment and medical records except in

situations where the patient conséo, or allowed by lak®®

5% Policy N0.9 (9.3.4) Breach Notification, Saudi Health InformatiseHange Policies

595 Policy N0.9 (9.3.4) Breach Notification, Saudi Health Information Exchange Policies.

8% Policy No. 3 (3.3.11) Information Security, Saudi Health Infornrafixchange Policies.

897 |nternational Medical Centre available dtttp://www.imc.med.sa/en/patientights-and
responsibilities accessed 6 April 2020.

However, s opudishédoighs oftha pasedts do not explicitly include the right to
confidentiality. An instance of this is, a private Clinic Haapin Jeddah only stated on its website
that the patient has the right to choose his/her companion or visitors, aighthe obtain

medical report upon discharge. No reference to the rights of the data subjects as clearly enunciated
in the MOH data potection policies. See:
<http://www.njchospital.com/english/index.php?option=com_content&view=article&id=128&Ite
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http://www.imc.med.sa/en/patients-rights-and-responsibilities
http://www.imc.med.sa/en/patients-rights-and-responsibilities
http://www.njchospital.com/english/index.php?option=com_content&view=article&id=128&Itemid=145

For instance, the King Saud Universiedical City, Riyadh has developed the
patientsd rights and has demanded its sta
requires the healthcare professionals to restrict the intervigyat@nts to only

those involved with the direct care of the patiamd that the patient is empowered

to refuse discussion with anyone who is not officially and directly involved in his

healthcare procedures including visitors. Furthermore, only headthc
professionals directly i nvaoclcveesds itno tphaet ipean
files and details of their health condition. Additionally, medical assessment and
examination are to be conducted confidentially in designated areas for these

purposes$®®

More so, King Faisal Specialist Hospital and Research CaRESH&RC), too,

has extensively el aborated purposes for
used’® Those purposes are similar to those stipulated under the Saudi Information

Exchange Poaties, and include, for treatment purpose, for payments (to the

insurane company), for health care operations to maintain and improve patient

care, and for organized health care arrangements (to share with other health

facilities). Others include, for semg) to the patients, mailings about available

healthrelated productsral services, medical research and for legal matters.

On the other hand, KFSH&RC published the rights of data subjects to include the

right to demand an accounting of data processmesnend incorrect or incomplete

data, and to inspect and obtainacopf compl et ed health record
rights are the right to request restrictions of the uses or disclosures of health
information for treatment, payment, or health care oeratThe patients, also,

have the right to request confidential commeations (e.g., contact the patient

mid=145> accessed 11 January 20C®nversely, others have made it very clearly. An example of

this category of hospitals in the KFSHRC where its
include:6privacy and confidential i tiynfpoerrniaatiinoinn.gd tAov atihlec
at<https://www.kfsh.med.sa/KFSH_Website/KFSHDefault.aspx?V=28&DT=T&¥=0

accessed 9 January 2019.

King Saud UniversityeRatedts avaddble®i t y6s Rights of th
<http://medicalcity.ksu.edu.sa/en/page/patiegits > accessed 11 January 2019

700King Faisal Specialists Hospital and Research Centre, Notice of Privacy Prastiiable at
<https://www.kfshrc.edu.sa/en/home/terms/noticeofprivacypractiaesessed 11 January 2019.



http://www.njchospital.com/english/index.php?option=com_content&view=article&id=128&Itemid=145
https://www.kfsh.med.sa/KFSH_Website/KFSHDefault.aspx?V=28&DT=T&T=0
http://medicalcity.ksu.edu.sa/en/page/patient-rights
https://www.kfshrc.edu.sa/en/home/terms/noticeofprivacypractices

through secure email). KFSH&RC has gone a step further to draft@iswcosure
agreement that third parties have to commit to when the Redeartie lawfully
discloses any personal information in the course ordtatice of any collaborative

research activitie&®?

From the private sector health institutions, several hospitals have followed suit in
developing and ensuring compliance with privaolicies. Johns Hopkins Aramco

Healthcare (JHAH) developed a PatienwBcy Policy to provide for the protection

of patientsd personal h e afersdmal inforrhationmat i on,

identifiable to the patient that relates to his or heriosdondition or histor§’®?

JHAH routinely collects such informatoninhe cour se of a patient

examination, care or treatment in its facilities and network. It may use and/or
disclose PHI in accordance with applicable standards of pateatand privacy
(then it went further to lists the purposes for whichpatnt s 6 dat a may
and processed). However, what is conspicuously missing in the privacy policy is,
apart from&@HAH respects the privacy of its patients and tld@atientHealth

Informatiord it does not state specific positive responsibilittedsas to keep the

patientsd information safe and secure.

The patientds rights form part of the
workers must comply with, to preseramd protect the confidentiality of their
patient sd perAsnorrcanipliance with themragernal comfidentiality
policies could attract administrative sanctions, in addition to those applicable under
the Saudi Labour Laws. It is apparent froine tsubmissions above that the soft
norms also play a significant role smpplementing the laws in protecting the right

of patient confidentiality.

6.6 Saudi Hospital Accreditation Standards for Patient Confidentiality

M1 KFSH&RC Research Advisory Council Confidentiality / NDisclosue Agreement available
<https://www.kfshrc.edu.sa/store/media/8bipaiccessed 16 February 2019

702 JHAH Patient Privacy Policy availablehttps://www.jhah.com/privey-policy.asp® accessed
16 February 2019.
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Most of the Saudi hospitals anther healthcare institutions have undergone or are

preparing for various nmalatory®® and voluntary®* accreditations in order to

ascribe to the quality standards set up by those accreditation bodies. The scope of

these accreditations ranges from a whole tinstin-wide or of specific servidé®

for example, for laboratory, food setes etc. Each of these accreditations has

developed some certain standards, which the healthcare institutions must comply

with, as a preequisite for theccreditation. Invariably, these standards dedicate so

much on preserving, promoting, and protectindre pati ent déds privac:
confidentiality of their personal information in the custody of the healthcare

institutions.

There are no significant variati in the standards related to privacy and
confidentiality in the various accreditation standards, @BAHI, Canadian or JCI
accreditation standar ds. For Qmentsmt ance, t
standards include the maintenance of the
medical records (papdrased or electroni¢f® and to conduct a regular atitb

ensure protection against potential breacA€Ehe Canadian standards also require

hospita to establish corporate policies, which should be consistent with the local

laws and regulations, to support lawful access to information, and handle issues

related to privacy and confidentialit{® Equally, the standards mandate securing

and maintainingthe privacy and confidentiality of donors, and to ensure that
disclosure is only made to those essential for those involved inappropriate

services'?®

Similarly, the JCI standards have made similar mandates for the hospitals to ensure

t hat t h eghtpta privaeynahdocenfidentiality of care and information are

703 For example, Saudi CBAHI.

704 For example, JCI, Accreditation Canada.

75 For example, laboratory or food services.

QOmentum, OAccreditation Report Toronto East Heal't
<https://www.tehn.ca/sites/default/files/filrowser/accreditation_reptor

_toronto_east_health_network 2016.pdf> accessed 13 April 201041

707 |bid 61.

708 1bid 69.

709bid 72.



respected!9n the same vein, as a standard on the management of information, JCI
requires that ta hospital determine the retention time of records, data, and
information/!! have a system iplace to secure and maintain information privacy,
confidentiality, and security (including data integrit{jt is, however, instructive

to note that the Canadiamd JCI accreditation is a voluntary venture that MOH,
Quastgovernmental, and private hosgs undertake to raise their standards
relative to their contemporaries. All hospitals operating in the Kingdom must
submit themselves for the mandatory accreidimaby the Saudi Arabian Central
Board for Accreditation of Healthcare Institutions (CBAKIhether or not they

have already been accredited by these international accreditation bodies.

Central Board for Accreditation of Healthcalmstitutions (CBAHI), wlhch, in
October 2015, transformed from the Makkah Region Quality Program (WR&P

is the agncy authorised to grant accreditation certificates to all governmental and
primary healthcare facilities operating today in Saudi Ardlfidt sets out the
healthcag quality and patient safety standards against and evaluatékeall
healthcare facilitiedor evidence of their compliance with the set standards. The
healthcare facilities include including hospitals, laboratories, blood banks, clinics
and other ambulatg healthcare centré$® It is mandatory for althe public and
private healthcare deliverfacilities (hospitals, polyclinics, blood banks and
medical laboratories) in Saudi Arabia to comply with the national standards set by
CBAHI and obtainsits accredition through a survey process set forth by the
Centre’**The CBAHI accreditation has ndwecome a preequisite for renewal of

the operating license for all healthcare institutions in Saudi Arabia.

nJCcl, oO6dmissi 6n I nternational Accreditation Standoze
<https://www.jointcommissioninternational.org/assets/3/7/HosfitaStandardOnly-
Mar2014.pdf> accessed 13 April 2083andard PFR.1.3

"1ibid. Standard MOL.3

"2ibid. Standard MOI.2

SCBAHI, oO6Saudi a4 B n d ABAHI M@ losige p2D119)aavailable at
<https://portal.cbahi.gov.sa/english/abogfcbahiat-a-glance> accessed 11 March 2019.

7141t was established vide the ministerial Order No. 144187 of 2005, and was named as Saudi
CBAHI by a ministerial Order 371 of 38-2013.

715 CBAHI (n 713).

718 ibid.

"7 saudi CentraBoard for Accreditation of Healthcare Institutiomdational Hospital Standards
(3rd edn, CBAHI publications 2015) <visit: htffwvww.cbahi.gov.sa>.
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6. 6. 1. CBHAIl 6s Definition of Confidenti ali

In order b appreciate the confidentialistandardsset forth by the CBAHI, it is
crucial to review the definition of the term confidentiality thereunder. The CBAHI
Standards defined the term confidentiality as:
The restricted access to data and information twihaals who
have a need, a reason, andngesion for such access. An

individual 6s right t o personal an
including his or her healthcare record$.

It is instructive to note at this point, that this definition of confidentialityas n
consistent with the standard definition of confidentiality as provided for under most
of the data protection laws. For instance, it does not identify what specifre natu
of information makes itrestrictedd Furthermore, it does not define the phrase:
Gight to personal and informational privaryr éestricted acceéor, whether it
refers to electronic or papbased information. Although standards referred to
privacy and confidentiality severally and separately under different contexts, there
is nodistinctive definition of the two terms. However, it may be discerned from
their usage in the standards that the term privacy is used in reference to access to
physical spce or physical being of the patient, while confidentiality is used in
relation to pocessing and sharing of personal information or data related to the data
subject. Accordingly, CBAHI has made several standards related to the protection

of t he pnvacy ane cortfiderdtiality rights.

6.6.2 Saudi CBAHI Standards on Patient and Famy Rights

It is a standard that hospital leaders support, protect and ensure that patients are

aware of their rights and responsibilitégUnder the same standards, ttuspitals

should ensure that the staff respect anc
confidentiality throughout the continuum of care, including during all interviews,

examinations, and treatments. That includes not to, unnecessarily, expose the

"18ibid. Effective 1 January 2016
71 CBAHI Standard PFR. 1.6.1.9.
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patient® pri vate parts during the care proces
photographpatients’?® To ensure compliance with these standards, therefore, the

hospital is required to develop and implement a policy that ensures the
confidentiality of informat on r el ated to the patientds he
from loss or misus&?! The poicy should identify the conditions for the release of
confidential data, and on howJwta®sbt ain p
noted under the definition abnfidentiality, the standards did not clearly state what

el ements of poa are comfidential that m padiay shallt govern and

ensure compliance with. The Standard also requires a policy in place to prevent

misuse or loss of confidential infoation but does not state what standards are

required to be established to achieve that.

6.6.3 Saudi CBAHI Standards onvlanagement of Information

Hospital leaders, as well as users and other staff, receive education and training on
datamanagement relevant to their roles and responsibilities, including training on,
data/information confiderdlity and security, among othe¥s. Furthermore, the
hospital has a policy and procedures that prescribe how to maintain the
confidentiality, securit, and integrity of data and information including the medical
records. Such policy that defines, and presiéppropriate levels of protection to
data and information confidentiality, security, and integrity shall comply with laws

and regulations.

The sandard further requires a mechanism for ensuring that staff access to different
categories of information iestricted on aeedto-know basis and that there is an
adequate safeguard in place against the loss, destruction, tampering, damage, and
unauthorzed access or use of confidential data. There should also be some
mechanisms defines staff responsibilitesnaintain the confidentiality of data and

information e.g., signing a confidentiality agreement, or under a policy. The

720CBAHI (n 713).Standard PFR. 3
721ibid. Standard PFR.7.1.

722ipid. Standard PFR.7.2.

723ibid. Standard MOI.5



standard entails reportingf and promptly acting on all incidents of data
breacheg?

6.6.4 Saudi CBAHI Standards onMedical Records

The hospital maintains a master medical record (either manual or computerized) of

all patients that the hospital has treated and/or admitted. The medical record should
include the patientsd basic demographic ir
welas ot her records of the patientdés act.i
i nformation (identification information) i
full name, date of birth, sex, marital status, address, national identification number,

next d kin (and his contacts). The patient activity (visit) information includes

admission and discharge/transfer dates for inpatient hospitalizations, date of death

when a death occurs, encounter date or date of service for outpatient visits, most

responsiblohy si ci an, and molboms#® 6s name for new

The Standard requires the hospitals to retain the master patient index permanently
to provide historical access to basic patient information and dates of stay in the
hospital. A policy should outline how the meal records are stored, protected from
loss, theft and deliberate alterations or destruction, and on how to maintain the
confidentiality, integrity, and security of the records during storage. In addition, the
hospital shall develop and implement a polibgt describes the process for the
release of medical records for patient care encounters and determines when to (and
the mechanism for approval of) release medical records for reasons not related to
direct patient care (e.g., research, utilization mamageé, quality improvement,
morbidity and mortality, and governmental reque&&Y.he hospital has a system

for tracking of medical records to identify the location of any record not in the
medical records department and its date and time of movement hsasvel

subsequent movements, when applicéble.

724ibid. Standard MOI 6

725ibid. See Standard MR.3
726ibid. See Standard MR4
27ibid. See Stadard MR.15
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6.6.5 Saudi CBAHI 6s Ot her Standards o

The CBAHI standards also provided for confidentiality under different areas of the
healthcare continuum. For instance, it requires that, pridotating blood at the
blood bank, the donor is fully informed of his/her confidentiality right, and the
requirement to report test results to health authoritfedn addition, the
pharmaceutical care department must have a system for maintaining pliukiagy

the provision of outpatient education and counselflffigastly but not
exhaustively, the operating room should have an ethical code of conduct to protect
patient privacy and dignit{?°

It is not within the scope of this study to comment orgilnaity d these standards,

but it would not be out of place to point it out here that, these standards have gone
the extra mile in attempts to keep the confidentiality principles consistent with the
contemporary demands. While the elaborate standardsidtar priacy and
confidentiality would appear to outdo those available under the laws reviewed,
however, all that the standards require are evidence of the existence of compliance
in form of policy, guideline, or forms that indicates the fulfilment of elata of

the standard stated therein. The standards only require that privacy and
confidentiality policy should comply with the existing laws and regulatihis

other words, the policies could operate only within the existing, arguably, deficient
laws. Moreover, h most cases, the standards mostly focus on the processes rather
than the substance of the protection of privacy and confidentiality. For instance, it
does not state the quality of the contents of those documents in terms of its
consistency witlthe estab$hed principles of legal protection to confidentiality,
except for the data retention aspect. In addition, the standards do not specifically
require the fulfilment of the patients right to the control of his/her information, or
the basic princiles of daa protection. Furthermore, it does not specifically require

728ihid. See Standard MR.36
2ibid.See Standard MM.35
730jbid. See Standard MS.17.3
73libid. Standard No. MO&.2
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for a specific standard of legal protections, exceptions thereto and the safeguards
available thereunder.

Despite the identified deficiencies, these standards could encourage compliance
with the (hard and other soft) laws. As stated earlier on, the CBAHI accreditation
audits, corrective action plans and follaws, which involve monitoring, peer
review, benchmarking, evaluation, and rankings, could play an important role in
influencing @mpliancewith those confidentiality standaré® Consequently, the
hospitals wouldry to ensure compliance with those standard requirements in order
to enhance their chances of obtaining accreditation to maintain their practice
licenses as a healthcaresiitution. The hospitals would enforce compliance,
through the creation and enforcement of internal policies and procedures, which the

staff would be obliged to comply with in order to continue with their job.

6.7 Conclusion

This chapter identifies that Saudi Arab law is notsufficient andcomprehensive

enough to deal with the issue of protection for patient confidentiality. It is noted,

however, that there are soft norms that may be referred to fill gaps in the law. To

wha extent do these soft norms adequatidllyhose gaps? It is acknowledged that

because these soft norms are not laws. They do not attract the kind of sanctions that

may be i mposed by |l aw to deter HCPs from
information; there is any need to review the Bwo catch up the pace of

development.

The Saudi Arabian data protection policies, as exemplified by the Saudi MOH
Saudi Health Information Exchange Policies merely attempt to fill the gaps in the
laws for the legal iwtection to patient confidentiality x@mples of the attempts are

in the areas of the definition of private (personal) health information and data

controllers, the rights of data subjects and breach notifications, among others. The

732 Fredriksson, Blomqgvist and Winblad (note 988)
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next chapter reviews ¢hchallenges posed by technological athements which
affect patientsd personal information and
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CHAPTER SEVEN
NEW CHALLENGES TO PATIENT
CONFIDENTIALITY RIGHTS

7.1 Introduction

The revolution in information technology has created Emges for patient
confidentiality. It is unclear if these challenges are resultant from the nature and
scope of the existing privacy and confidentiality laws or in their applications to the
novel technmgies. In many cases, the laws in Saudi Arabia kEgra modern
developments, including technological advancem&nwhich often gives rise to

grey areas when applying the law to novel cd¥eghe law must catch up with
technological advancements. The case of Saudi Arabia is unique as the law is divine
law. It is a divine law which has been revealed and is not sutgentview.
Nevertheless, since it is divine it already envisages all advancements that society
can achieve. As such, the interpretation of jurists and the application of provisions
of the lawto meet with extant situations can help to cater to new clggltemhese
challenges are examined in detail in sections 7.2 to 7.7 of this chapter.

7.2 The Impact of Information Technologies on Patient Confidentiality
Rights

The rapid growth of interngiechnology has made it possible to utilise remote
communicatio in every aspect of life, which strengthen the need for privacy and
security in electronic communications... Their use heralds numercusafering
benefits for health communication betweard aamong the public, patients, and
health professionals. Alsthe impact of technology on ndimancial outcomes

such as patient satisfaction and quality is attracting intéfestiormation is the

™Yehezkel Dr ocri,aléLGhwa nagneddé S(01 958) 33 Tul ane Law Rev
<https://heinonline.org/HOL/Page?handle=hein.journals/tulr33&id=801&div=60&collection=jour

nals> accessed 13 May 2019.

AMi chael Herz, 0L aawn d aAyfsf iBrenmaitnidv.e FOOIsAc| osure of I n
Cardozo Public Law, Policy and Ethics JoalrB77598.

SMar kus Wal | wi en e rof Eectrdnic Méesbagimgon thedatidalpysictan

I nteractiondé (2009) 15 Journal of Telemedicine and
<http://jornals.sagepub.com/doi/10.1258/jtt.2009.090111> accessed 14 May 2019.



lifeblood of modern medicine, while the health informatitechnology (HIT)
infrastructure could serve as its circulgteystem. Without that system, neither
individual physicians nor health care institutions can perform at their best or deliver
the highesquality care/>® HIT has the potential to improve the dfid of
individuals and the performance of providers, yigjdimproved quality, cost
savings, and greater engagement by patients in their healtif catewever, they
have also changed the way HCPs deal with
As the transition of patient care documentation from paper to areasingly
electronic health information system ensues, a new debate over the privacy of
individually identifiable health information has emerged. Ordinarily, the concept of
privacy and confiderdiity ensures a whwin situation for both the patient artukt
healthcare professional. HCPs need the patient to divulge all pertinent information
necessary for diagnosing and treating the patient, while the patients need to feel
confident that they canceive the needed health care without the risk of improper
disclosure of their private information. It has been claimed that all categories of
healthcare personnel are involved in confidentiality breaches, albeit, committed
unintentionally, but significanl severe and repeatét.Therefore, such concerns
might potentially result in patients withholding their information and this could lead

to negative clinical consequencés.

Electronic privacy (also known aspeivacy) remains a challenge as highly

advanced privacyinvasive techologies continue to emerge and evolve, exposing

more private data of the patient than previously envis&Jedincreasingly,

per sonal information ends up in a Obucket

potentially reused for allkinds of known and umlown purposes. This poses

736 ibid.

“"Mel inda Beeuwkes Bunt i nHealth ldformdtidn&eclngologAhe Benefits
Review Of The Recent Literature Shows Pirsedominantl
464 <http://www.ncbi.nim.nih.gov/pubmed/21383365> accessed 22 May 2019.

78 Cristina M BeltrarAr oca and ot her s, 0 CoicafPradtieenWhata | i t
Happens in Hospitals?6 (2016) 17 BMC Medic
<http://www.ncbi.nim.nih.gov/pubmed/27590300> axzrd 19 July 2019.

Thomson Kuhn, 0 HehadlogyhandlPrivhcgAmariaain Callege of Rhgsicians
A Position Paper July 20116 (2011)
<http://www.acponline.org/advocacy/where_wtand/policy/hit_privacy.pdf.> accessed 14 May
2019.
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critical questions on the requirements for gathering, storing, analysing, and

ultimately erasing such data.

In addition to the electronic health information systems, other information
technologies have ampact on healthcare dithe patient. These include the advent

of Internet communication and the use of social media platforms such as WhatsApp
in communication among healthcare team members. These technologies have the
potential of inadvertently blurrindné interface betweenask and personal timé*

as well as the professional boundary between the patient and the healthcare
professionalé?? Patients, too, mostly unknowingly, do leave behind a trail of
personal information during their online exploratidos answers to theihealth

issues’*3

Just like in many other developing countries, Saudi laws are arguably lagging
behind the advances in technology, with the potential for giving rise to significant
gaps in the adequacy of data protection in Saudi Afemsavitnessed speciular
progress in health care, arguably one of the best among its peers, and is investing
heavily in electronic health information system and aiming to build a single
electronic health system by 2020. Consequently, the use of electiomedical
information system is on the rise in Saudi Arabia. In the same vein, internet activity
is becoming so prevalent among the Saudi public and HCPs. For instance, recent
statistics have shown that, nearly dvadf (47 per cent) of the Saudi poputatiare
internet ative out of which 82 per cent of these are Facebook users, while the

"1lindsay A Thompspandothers) The | ntersection of Online Social

Professionalismd (2008) 23 J Gen Intern Med 954 <h
12 May 2019.

7%2Ramona Nelson and Nancy Staggét€ al t h I nf or mati cs. : An I nterprof e

(Elsevier Health Sciences 2014)
<https://books.googleam.sa/books?id=4dXsAWAAQBAJ&pg=PA230&Ipg=PA230&dg=Health
care+professionals, +often, +share+patientés+sensiti
due+regard+to+the+boundaries+of+the+confidential+professional+relationship+with+the+p>

accessed 12 May 2019.

K Denecke and ot herad, MreHti i dsla gles s ine sHeafl t hoccair e 6
Med Inform 137

“Saudi MOH, -Hedlth StrateggMOH EI ni t i aMinistryeo§Health 306 (

Website 2017) <htps://www.moh.gov.sa/en/Ministry/nehs/Pages/vision2030.aspx> accessed 12

March 2019.



number of Twitter users has risen exponentially. The trend could steadily rise even
higher!#°

Consequently, these advances in information technologies and social media
networking seem tdoe a new <challenge to managing
information. Furthermore, recent concerns related to patient confidentiality breach

have been increasing as healthcare information management is increasingly
becoming more digitized, isseminated and gotable without a commensurate

knowledge of the root cause of breaches in confident#figlthough there are no

reported cases of data breaches related to healthcare in Saudi Arabia, there were

several reports of data breach relatedtteenindustriesn the Kingdom of Saudi

Arabia. These reported data breaches include the hacking of the database of King

Saud University, Aramco Company, a SaAtliaumNewspaper, Saudi's General

Authority of Civil Aviation, and STC TelecommunicatioBompany.”*’ This

credes a new and complex challenge to even the healthcare organizations and
professionals in their bid to establish proper controls and seétiriote that a

recent study have shown how the introductdi
Regudation (GDPR)h a d exposed even t he European f
protection of patient confidentiality such that, despite theyear transition period

for its application, they found difficulties in adjusting to the GDPR on 26 May

201874°

7.3 Big DataCompanies and the Confidentiality of Personal Data

75 Communicationdnd | nf or mation Technol ogy Commission, oO1r
(2016).

5 Kamoun and M Nicho, ¢ HwsofdealthearedDat®Brepehesi z at i onal F
The Swiss Cheese Model of Dat a BermtonahJotnalusati on An
of Healthcare Information Systems and Informatics (IJHISI).

747 See generally A Almebrad, op cit (note9}2 26

FKamounandMNiho, &éHuman and Organizational Factors o
The Swiss Cheese Model of Data BridemnatibnalCausati on an
Journal of Healthcare Information Systems and Informatics (IJHISB0.

Bocong Yuan and others, 6The Policy Effect of the
( GDPR) on the Digital Public Health Sector in the
(2019) 16 International Jonal of Environmatal Research and Public Health 1070
<https://www.mdpi.com/166@601/16/6/1070> accessed 30 March 2019.
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The big data companies like Google, Faceb@wid Uberamong others use the

personal data of users for different public and social purposes including public

health surveillanc@®with attendantvarying dgrees of security risks. The risk to a

data breach i s pr ob aDaraKhosfowshahirepartedsean c e, Ub e
incident of inappropriate access to user data stored on ap#rityl cloudbased

service in 2017, about a yeafter the event itselft involved inappropriate access

to the names and driverds | icense numbers
States.”® Similarly, Facebook experienced one of its largest breaches when a

British company, Cambridge Analyticdededly exploited the dataf millions of

Facebook users to help a candidate during the 2018 US presidential €Réction.

Despite their several struggles to convince legisldfSthie media and users that

their privacy matters, some commentators lamenked these giant big data
comanies only wuse the phrase Oprivacyd fo
Facebook uses privacy as a O6talking point
deter regulators and repair ifustiomebtt er ed i
t ool o 1devide tdata pocessing to make features faster and more widely
acces’®i bl eb.

To illustrate such potenti al ri sk in Saud
experience with mass surveillance through the bulk acquisitiontofpant s6 dat a i
not only releant but also disturbing. In mi2015, a public hospital in the UR

contracted with an information technology company to develop software using

S0 For instance, Google used Google Flu Trends (GFT) for predicting the proportion of doctor

visits for influenzalike illness (ILI) as compared to tigentres for Disease Control and

Prevention (CDC).Seebavi d Lazer and ot her sTrapsénBly®atsPar abl e of
Analysisé (2014) 343 Science 203 <https://science.
lDara Khosrowshahiur otUp e Ube2 NedvBaofi?@l’)}a Se c
<https://www.uber.com/newsroom/20#ataincident/?source=post_page> accessed 28 July

20109.

™Matthew Rosenberg, Nicholas Confessore and Carol e
Expl oited the Fac BdwororkTine@t Marcto2018Mi | | i ons 6
<https://www.nytimes.com/2018/03/17/us/politics/cambridgalytcatrump-campaign.html>.
™Jillian DO6Onfro, 6Google CEO Sundar Pichai Testif

CNBC(11 December 2018) <https://www.cnbc.com/2018/12/dddde cecsundarpichak
testifiesbeforecongresson-biasprivacy.html>.

Josh Constine, OFacebook Tal KeehdrunBrhrcon2tH®y, Googl e A
<https://techcrunch.com/2019/05/07/shdanttell/> accessed 27 July 2019.

7S5Within the Royal Free London NHS Foundatibrust.
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patientsd health infor ma®tiTlendatad package t he ho:
involved patient identifiable inforation including demographic details, the results

of every blood tests recorded at the hospital in the previous five years before the
transfer, and t he el ectronic records of
treatment colges while at the hospit&l’ Their dilemma was in the choice of the

right approach to deploy datiiven innovations to improve patient care and at the

same time maintaining public trust in the use and security of their sensitive health

information.”*®The Special Rapporteur on Privacy pasted the risks involved:

There is also growing evidence that the information held by

states, including that collected t hi
surveillanced i s increasingly vul nq
hostile governments or organised crime. Tk created by the

collection of such data has nowhere been demonstrated to be

proportional to the reduction of risk achieved by bulk

acquisition’®

During my visit, | have discussed the datering agreement

betweenGo gl e 6 s De e p Mi nethce grojectiaidithe i al i nt e
Royal Free London NHS Foundation Trust. The agreement

entered into force on 30 September 2015 and allowed DeepMind

to obtain and process partial patient records of approximately 1.6

million patients vith the purpose of developing newethods of

detection, diagnosis, and prevention of acute kidney injury. The

sharing of the data started in November 2(15.

7.4 Electronic Medical Records/Electronic Health Information Systems
and their Impact on Patient Confidentiality

The increasing dema for advanced information technology in the health sector
appears to be outpacing the law and regulations governing confidentiality right
across all jurisdictions, and Saudi Arabia does not appear to éaption as of

56 They approached Google DeepMind Technologies Limited that had no prior experience in

healthcare servicesSeeu |l i a Powl es and Hal htiddéhaaminand Googl e Dee
Age of Al g o Healthamgéchnbldgp 1 7 )
57 ibid.
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02284> accessed 11 January 2019.
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(2017).
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now. The health care setting®ambracing the fluidity of the changes happening

in the society where they strive to meet the challenges of increased demand for
higher quality medical services for less money in an increasingly competitive
business environment. Therefore, healthcareigens and research institutions are
endlessly searching for solutions that would maximise efficiency at a reduced

cost’®!

Most developing countries, like Saudi Arabia, face sewdrallenges associated

with maintaining the confidentiality of healtklated information, which include

the data subjectsd o6di mini shed autonomy, |
and cultural barriers that are eosul ting f
instance, the Arabic culture gives priority to familyalues over individual

autonomy and encourages conformity to family norms. Although this may have

helped in protecting physical and proprietary privacy, data privacy of the data

subjects could face signiiat challenges in such an environm@dt.Trust is

difficult to gain and easy to logé

The modern health institutions of developed and developing countries have
continued to embrace and adopt the electronic health information systems in an
unprecedentegl massive rate. This adoption could pose a simiaedt to the
patientds r i gh% Int Saudi cAoahid, im@re nhospitals ihavey .
introduced electronic health information systems (also callbéeaéh) to replace

the traditional papebased medil recordsand implement electronic systeris.

Sincethe use of an electronic health record system is a new experience for many of

761 Emna Chikhaoui, Jawahitha Sarabdeen and Rehana Parveen, op cit (néte 459)

762 3atish Chandrasekhar Nairand&ldd | br ahi m, O As yAdmdBatang Subject Pri
Confidentiality in AnEmerging Region for ClinicalT
Accountability in Research 205
<https://www.researchgate.net/publication/276170573_Assessing_Subject_Privacy _and_Data Co

nfidentiality in_an_Emerging_Regiororf Clinical_Trials_United_Arab_Emirates>.

Lilian Edwards, O6Privacy , Security and Data Prot
Perspectived (2016) 2 European Data Protection Law
764 SD PattinsonMedical Law and Ethicésthd edn.) (201)289.

785Bah, S., Alharthi, H. and El Mahalli, A.A., 2011. Annual survey on the level and extent of

usage of electronic health records in governnneldted hospitals in Eastern Province, Saudi

Arabia.Perspectives in Health Information Managem®8(t), pp.102153.

766 Alsulame K, Khalifa M, and Househ M,-fealth Status in Saudi Arabia: A Review of Current

Literature' (2016) 5(2)ealth Policy and Technolod304
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the health care institutions and professionals that could create a new-letatal
dilemma about their duty of confidenttg.

There has been a noticeable shift in the undedshg of health information systems

and technologies, which raises concerns about their safe use by health
professionalé®’ Understandably, the proliferative use of electronic health

information systers for health care delivery presents significant bemédit the

patients and the health care providers in terms of enhancing patient autonomy,

improved patient treatment outcomes, advances in health research and public health
surveillance, etc. Howevet, also presents new legal challenges including that of

privacy and confidentiality of identifiable health informatiGA.For instance,

Al hammad®ds assessment of out patientso a
electronic personal healthecords (ePHR) systes in secondary and tertiary
hospitals in Riyadh, Saudir abi adé buttresses just that. T
quarters of the respondents believed that the security and confidentiality of their

private health information are important. Tdnghor, however, lamented that more

research is required to, furthexplore the ePHR privacy concerns of patients and

the key factors in improving the use of ePHRs among specific populdfidni

part, this raises questions of possible lacunae itathg, in their implementation

and/or enforcement. Because, to devaolaw to handle the new challenge, we

have to, first, understand how the technology impact on the usual professional

relationship with the patient.

Despite the varying degree of awarengstheir right to privacy, most patients in
Saudi Arabia appeartowwud er st and t hat the issue of cony
are, nevertheless, in favour of permitting their healthcare providers and some family

members to have access to healthcareesearctrelated data. For instance,

767 EM Borycki, MS Househ, AW Kushniruk, Sohrand H Takeda, OEmpowerin
Making Health I nformation and Systems Safer fo
of Medical informatic56-64.

)G Hodge Jr, LO Gostin and PD Jacobson, 1999 06Leg
Infor mat i on: Privacy, Qualidayagl46aldd. Li abilityd (1999)

0Ohoud Saad Al hammad, 'Assessing Out patientsodo Att
Electronic Personal Health Records (EPHR) Systems in Secondary and Tertiary Hospitals in

Riyadh,Saudi Arabia' (Master of Science in eHealth, McMaster University Hamilton, Ontario

2017).
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Alahmad and others (2016) studiaccrosss e ct i on o f patients for
towards medi cal and genetic confidentiali"
respondents agreed to some specifically justifiablelafisces, however, they

emphasised the importance of maintaining paténd onor cdédhydenti al ity

Similarly, other Saudi Arabian studies ha
of medical students in their care for confidentiality breach concdéts digplay

preference to a physical examination by a lone physié¢tBome paents, studied

on their attitude towards shared medical appointments, have shown preference to
individual appointment approach because of concerns about possible unwarranted
disclosue of their confidential information to strangéféThe author, therefore,

argues that patient confidentiality could be a decisive factor among Saudi Arabian

patients in their willingness to, freely disclose pertinent information to their

healthcare profesonals’’*

7.5 Social Media Use by Healthcare Providers and its Impact on
Patient Confidentiality

Apart from the increasing use of electronic health information systems, the social
media that is now becoming part of daily life experience foragority of people
with access to the internet, too pose similar risks of breachrdfdentiality’”®
Social media use has become ubiquitous in all facets of the society, including and

especially, among HCPs. This might be due to the availahlityand easy

70 Ghiath Alahmad and others, 'Attitudes toward Medical and Genetic Confidentiality in The

Saudi Research Biobank: An Exploratory Survey' (2018n&tnational Jounal of Medical

Informatics

M Al Ghobain, OPatientsdé Perceptions Towards the
Car e 6 (Suiad @apoodUmiversity Medical Journal.

M Al-Harbiand KAlHar bi , O0Patient Attit udtedsntsRaiatimgr ds | nt er n
in Dermatology Clnics in Al madinah Alltanunawwar ah Re
Qaboos University Medical Journal.

M Al h o wAttilueek of Physicians toward Implementing Shared Medical Appointments at

National Guard Family M&dine Centres in Riyadh' (2013) M&lue in Health

"AF Al kEhb Major Medical Ethical Challenges Facing the Public and Healthcare

Providers in Saudidéd (2012) 19(1) Journal of Family
SOH Ahmed and others, O6Ethical Considerations in L
Case Study Using&chcussi on M@lB)d§MmE8t 6 ( 2
<http://www.ncbi.nlm.nih.gov/pubmed/23622785>.
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accessibility to the internet and other information technologies across the globe
Unlike before the proliferation of the internet and social media when people
interacted on a fae®-face basis, by mail or telephones, individuals have suddenly
foundthemselves interacting with strangers who might be far across the borders.
This develpment has raised the temptation for internet users to unknowingly or
negligently share even their sensitive data with completely unknown, or partially
known third partie®n the Internet. This sudden emergence of blurred boundaries
of relationships has thmotential to affect the confidential professional relationship

between the HCPs and the patients.

Social media are a usereated content and communications tool hosted web

based application which may be in a form of networking sites e.g. Facebook or
Twitter; media sharing sites e.g., Instagram; or blogs. Their popularity is rapidly
rising from 'obscurity to ubiquity’’® over the recent years. Social media use is
prevalent in almost all sectors of human endeavours, be it social, professional,
academicpusiness, or even in the healthcare sector. In the year 2018, 90.98 per
cent of the 33.25 million Saugopulationsuse the Internet, and 75.19 per cent of
those use swal media’’’ Just like in the other sectors, its use is even accelerating
more quicklythan envisaged® There increase in the use of social media for,
among others, disseminating information among patients and professional
colleagued,® and recently, aource of data for surveillance and resedftn the

same vein, the use of social medimong healthcare professionals is on the rise
reaching about 90% among doctors and much higher among medical students as of

201178 The professional relationship leten the patient and HCPs may be under

Bosslet GT, 6Commentary: The Good, the Bad, and t
Academic Emergency Medicia@21

"Gl obal Media Insight and Gl obal Meds$ a20h80 ght, &¢
(2018) <https:/iwww.globalmediainsightim/blog/saudarabiasociatmediastatistics/> accessed

21 July 2018.

™Fisher J and Clayton M, 6Who Gives a Tweet: Asses
Medi a f or He alWordve@saon EvidenteZBase®Nursit0; See also George

DR, Rovniak LS and Kraschnewski JL, O0Dangers and O
(2013) 56Clinical Obstetrics and Gynecology
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a threat with the advent of the internet, and moeei§ipally, the largescale use of

the social media platforms by individuals in the society, HCPs inclusive.

Social media platforms generally enable userstofooma nl i ne pr oyl e, t
personal information, to learn and keep up to date with knowléddacilitate

virtual attendance at medical coffferences,
In addition, in this respect, Facebook offers something unprecedemte direct

reatt i me access to an individual 6s social ne
network registration by participaft®Facebook provides such too
@roupsod t hentolmeathnd sharing af information via grosipand
applications(Apps) that provide direct access to all the aforementioned fols.

These facilities offered by the social media seem to create a virtual communication
environmenthat could potentially affect how and what we communicate to whom,

more especially within the context of the professional relationship between the

patient and the health professionals.

This is even more so as social media use amongst health care pralession
continue to increase. For instance, recent estimates of the seeialf media by
doctors have escalated dramatically from 41 per cent in 2010 to 90% in 2011,
whereas the rates of use are above 90% for medical stdgfohtgrowing minority

of physicans also use social media to communicate directly with patients to
augmaet clinical care€/2®and for professional development through the exchange of

knowledge and networking’

Furthermore, majority of modern patients, more especially those with chronic
conditions are seeking out social media and other online sources to obtain

information on health issues, to link up with others with similar conditions, and to

Mor gan Roupret and ¢idnbféJrolsgy (@UEowebpReeommendatiosso ¢ i a
ontheAppropriate Use of Soci al Medi adé (2014) 66 Euro
Nat han K Cobb and Amanda L Graham, O6Health Behavi

Facebookdéd (2012) 43 American Journal of Preventive
<http://dx.doi.org/10.1016/j.amepre.2012.08.001>.
84 bid.

85 George et al Dangers and Opportunities for Senidia in Medicine, p454

C Lee Vent ol andHéaBhCare RrdfesdibaatkiBanefits, Risks, antl Bes

Practicesd (2014) 39 Pharmacy and Therapeutics 491
"Hana Al sobayel, 6Use of Social Media for Professi
Professionals: A CrosSectionalWelBBased Surveydé [2016] JMI R Medical



participate more actively in decisions affecting their health @Ehis ubiquitous
use of so@l media by both HCPs and patients in recent years show that these

technol@ies will soon be part of modern medicifi@.

The use of social media through smartphones or computer has become a common
outl et where patient 6s cecauseiprdatitiorieisaré i nf or r
most likely to use it for exchanging informationoalb patient care (including
sensitive patient information). It is instructive to note that Saudi literature on
medical/clinical ethics remains limited in terms of volume and s€SpaA study

by Al Qaryan and others has noted that a significant proportioredical interns

used personal mobiles to keep in contact with team members regarding the patient,
while some 16 per cent of participants did not have any security featuresron thei
smartphone$Although this study relates to medical interns and finalr yea
students, in the absence of similar Saudi study on qualified professionals, its
findings could serve as a tip of an iceberg in this respesimilar study among
dentists in Sadi Arabia shows that more than half of the respondents admitted
using sociaimedia in their practice merely famarketing of their dental practice

and broadcasting treatment outca@rfté

This discussion takes into consideration the context of the largetysan which

the social media is considered as a useful tool for sharmsgmed information with
friends and family members in the social circle, which health providers may find
theminvolved with just like any other member of the society. The publcpatient

as well as healthcare professionals use it frequently becauge diktinctive
features e.g., encouraging greater interactions with others, it is free, available,

shared, and personalized information; and it is readily accessible with wider

8 Daniel R George, Anita M Navary Kelly K Stazyk, Melissa A Clark and Michael J Green,

0 fhical Quandaries and Facebook Use: How Medical Students Think They (and Their Peers)

Should (and Woul AJPN BEmpitical Bioeth2€88-YHa) 13.5 ( 2 )
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coverage. It can also be used to provide peer/social/emotional supposLgptot
public health surveillance, and therefore, has the potential to influence health

policy.”®3

Conver s el yrofesSianal paundéaries and the Laaviewed the main

aspets of UK legislation related to professional boundaries in social works

profession and advised social workers to be acquainted with the relevant laws and

official guidance relating to their line of work as ignorance or lack of training is no

excuse.’ Collingwood made an extensive exploration for the adequacy of

available privacy mtection in the light of the challenges raised by online
communicating between individuals under the English legal sy§teim.addition,

McLean and Mason had delved inteetethical and legal aspects of confidentiality

and disclosures relating to heaftare. Their study, which was based on the UK

legal system, would be remembered for the notable conclusion that medical
confidentiality has a difficultiesdf succgssfulyal ue, 6 b
litigating against a healthcare provider based puselyoreach of confidendé®

However, the litigation procedures for privacy issues are different under the Saudi

laws, which holdchealthcare professionals criminally liabte tinlawful disclosure

of a patientds confidenttihalaiimefdo rtnoa toi uonnd etre
student nursesd ethical and wunethical beh
the faculty could promot e &Sheekptomdtheconduct
correlations between the di havieurbyagees 1 n st

and clinical cohort and the utilization of social media. Although her study was about

793 Moorhead SA and others, 'A New Dimension of Health Care: Systematic Review of the Uses,
Benefits, and Limitations of Social Media foeblth Communication' (2013) I®urnal of
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social media use by a healthcare provider (nurses), it was by no alegas study
but a search for the educational needs of prospective nurses.

On the oher hand, Azizi discussed the issues surrounding online social networking,

and the implications of the use of these sites by healthcare professionals, with the
conclusionthat social networking embraces both benefits and ffkskewise,

Griew et al’®® attempted to conceptualise a categorisation of healthcare providers

accor dwhospouldknodad ( heal t hcare providers |ike
avho can be allowetb knowd ( cl er i c al staff etc.) for m
strategy on electronicdalth information system. Their study was generally about

protecting electronic patient record.

From the other jurisdictions as well, numerous similar studies havecbadacted

on soci al media use and or on peebti ent s p
focuses. For instance, a New Zealand study examined the nature and extent of the

use of Facebook by young medical graduates, and their utilisation of privacy

options. Their survey of recent graduates of medical colleges found that 63% of

medical schol graduates had a Facebook account, and in nearly half of that, their

account privacy settings are pulit€.

Similarly, one of the numerous US studies on the useoidlsnedia by healthcare

providers explored the prevalence of, and the extent to winéghuise, social media

in clinical practice, and their decisionaking process when dealing with

information accessed on social metfia The study illuminated on the aeanour

of medical professionals on social media, in particular, whether they do search f
patientds profile on soci al medi a, and h

information on social media. Another US study that is worth mentioning here is one

78T Azizi, 'The Issues Surrounding Social Network Si@d Healthcare Professionals' (2013) 23
Journal of Perioperativéractice233

™A Griew, ONeed t o KrheoHgalthcare\RrdfessisraldandtEectréhic o w
Confidentiality' (1999) 12nformation Technology & Peopk/6

800 3 MacDonald, S Sohn amiEllis, 'Privacy, Professionalism and Facebook: a Dilemma for
Young Doctors' (2010) 4Medical Educatior805

801 JF Jent JF, 'The Decision to Access Patient Information from a Social Media Site: What Would
You Do?' (2011) 49ournal of Adolescent Heal#l4
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dore by Ventol&2 The study explored the nature of social media, social media use
by healthare professionals and social medica healthcare professionals and
warned on the potential risks to patients and healthcare professionals that include

breaches of fgent privacy and violation of personal/professional boundaries.

The social media, whegh used by individual HCPs, by healthcare institutions or
by the patients have a lot to offer in terms of creating a new approach to networking,
seeking andharing information about health needs, or communicating with others.
It has created opportunitiésr communications between healthcare professionals
and institutions on the one part, and the patients on the other, as well as
communication among patient opulations. However, the hitherto clear
confidential relationship and boundary become blurred \lith result that,

individually identifiable health information may be disclosed to third parties.

7.5.1 The Benefits of Social Media in Healthcare Communitan

There is no doubt that the social media heralds numerees@mpassing benefits

for healthcommunication between and among the public, patients and HCPs. Social
media users can control the dynamics of the interaction and therefore, can increase
the freaency and number of interactions. Therefore, social media and blog sites
provide for a moreaadily available, shared and customised health information to
deal with health issue&®with a potential to improving health outcom&¥.Just

like most other jusdictions, social media use among Saudi Arabian citizens and

residents is high.

82CL Ventola, 6Social medi a a, Ridks, el BdsttPractices’ e Pr of es si
(2014) 39Pharmacy and Therapeutid91
835 A A d a mshasedApplicatipns and Health Information: Two Case Studies that lllustrate

Important Questionsfor@os umer Heal th I nformat i mternafio@H| ) r esear c
journal of medical informatic89
84SA Moor head, DE Hazlett, L Harrison, JK Carrol |,

of Healthcare: Systematic Review of the Uses, Benefits, anifdtions of Social Media for
Heal t h Communi c aéuina of hedica Iatdrretresdaf@®. 4 )
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Social meda has largely affected the practice of medicine (and other health care
professions), perhaps most publicly by facilitating improved communication with

and amongpatients$® One of the main benefits of social media for health care
communication is the avabddity and broadening access to health information to

all, irrespective of gender, age, seeiconomic status, race, or geographic locality,

as compared to coemtional communication approacif&&Social media also can

provide for easier and wider accesarthin the traditional methods where some

people, such as the youth and those in the lower socioeconomic groups would not

have easy access to health informa#n Facebook offers something
unprecedent ed, . e., direct agutthes s t o SO

necessity of enrolment by participarit$

In addition, healtirelated social media sites have changed traditional patient
physician relationships.Meén among Saudi Arabian patients, social media use for
health communication is on the rise. A stuafySaudi Arabian patients indicates
that patients feel comfortable to access social media to take care of theifffealth.
Social media provide an accessiplatform for discussing sensitive and complex
issues/information with health professionals. some social networking sites,
patients form groups, share experiences and assist eacl¥8tiocial media
provides the health care professionals with theresuighal to share professional
information, to debate health care issues related to policies amdfticps, and
post beneficial comments to both the patients and colled§uetealth care
professionals can also use social media to potentially imprave pant 6 s heal t h

outcomes, develop a professional network, keep up to date with news and

8Marcio von Muhlen, O6Reviewing Social Media use by
806Gunther Eysenbach p11/36

807 1bid.

808 Cobb and Graharfn 753).

8%®Mona Faisal Al Qahtani and others, 6Social Media
Perceived by Patients at a Teaching)78audipi t al i n Ea
Journal for Health Sciences 116 <http://www.saudijhealthsci.org> &rté2sMarch 2019.

80Nat halie Colineau and C®cile Paris, 6Talking abou
the Use of Online Social Networks by Patientsd [20
Multimedia.

s a ang the Roweh of $osigl Malliblia Optireizng Health

8'Henry Nyonge
2014) 18 PaB African Medical Journal 1.
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discoveries, mivate patients on their illnesses and treatment options, as well as

provide a piece of reliable health information to the commi$fty.

For instance, taGoogle Hangouplatform provides a forum where the health care

provider can communicate or interadtiwhis or her patients. They can also use it

to follow up on their patientsdo condi't

complications set ifit®> A study of a group of Saudi Arabian resident doctors in

2018 has shown that a significant numberheit (28 per cent) have affirmed that

they do access medical information of their patients through the social media, in

addition to the conventional s@mas®'*

The era of communicating disease information through leaflets and pampbhlets is

running into extiction giving in to the easy, available and foast use of social

media fora. Therefore, many health care professionals and institutions take

advantage of thesbenefits that become available by merely joining the social

media platfornf®> An example of suctexperience is the one shared by

European Association of Urologists where the association used the social media to

keep its members updated with urololiierature and news, follow live reportage

of academic conferences, participate in the discounsa barrage of ideas, and

network with colleagues from around the wdtélin short, social media can, for

instance, help urologists to access, contextualize, and engage with academic

medical content!’

Conversely, health care institutions are increasimggiting involved in social

media both, as a marketing avenue and dgofatfor providing information about

82C Lee Ventola, 6Social Media and Health
Pract i c)8%R& T(4226xdwdv.pharmacistsociety.> accessed 12 January 2019.
88Henry Nyongesa and others, 6éHarnessing

Outcomes. 6 (2014) 18 The Pan African medical

<http:/Avww.ncbi.nim.nih.gov/pubmed/25469184> accessed 12 March 2019.
84Mahmoud S Al haddad, 6éThe Use of Soci al
Related Informat n 6018] Saudi Pharmaceutical Journal 1106.

815Henry Nyongesa and others, op cit (no8&)7

816 Roupret and others (n Zp

817ibid. p.629
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their available servicég® Similarly, another Saudi Arabian study has affirmed that
patients, healthcare workers and health institutions use soedib networkgor
health education and wisseminate useful healthformation, especially during
epidemics of infectious diseases, e.g., the 2009 Hahd recently the Middle East
Respiratory Corona Virus) epidemft$, potentially for communicating Eke
Virus information®?® and even during natural disast&&he SaudiMinistry of

Health, too, has a unified social media account to communicate with the $ablic.

The social media not only supports healthcare processes through gathering and
sharing informabn among communities and groups but, in this way, it also
supportgpatient empowerment by getting patients into the position to take control
of their healthcare nee@& The communities of networking and dataaring
platftorms encourage and support shariegperiences about their sickness
conditions, and treatment opt&butcomes, as well as enable members to track

personal health and be actively involved in their &re.

Another health communication use of social media is in the field of public health
suiveillance. Social media are recently being seen as a sourcetaffata
surveillance and research by providing an opportunity fosthea and at relatively
low-cost communication tool to track public concerns or capture discourses being
undertaken outs@ of the traditional media channéfs. These may include
monitoring public response to health issues, tracking and monitoring disease

818 Henry Nyongesa and others, op cit (no88)7291.

88Abdul azi z Alrukban, OTheveHld aal tAmoRiegl altseed sUs ens Saafu d3S
(1492) 3 International Journal of Medical Science and Public Health

<http://lwww.ejmanager.com/mnstemps/6 #B¥11048610.pdf>.

20Mowaf a Hous e h,gEbosthrough Social Media and Electronic News Media

Outlets: ACrossSect i onal Studyoé (2016) 22 Health I nformati
accessed 12 March 2019.

82lYeslam AlSaggaland Pet er Si mmons, o&éSocloringltsMedi a in Saudi
during Two Natur al Di sastersd (2015) 95 Technol ogi
<http://dx.doi.org/10.1016/j.techfore.2014.08.013>.

822Saudi Gazettreg HAMOH tUanli 0 i SoSaudaeCazethd\AANA22 Account s 6
March 2017) <http://saudigazette.com.sa/article/500159/SAARABIA/MOH -unifying-
hospitalssocialmediaaccounts> accessed 22 March 2019.

825K Denecke and otohferSsocidadt hMecdaila IlWsssaugees i n Heal t hca
Yearbmk of medical informatics 137.

824 ibid.

82°Rebecca McKee, O6Ethical Issues in Using Social Me
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outbreak, identifying target areas for intervention efforts, and for disseminating
pertinent health information to targeteadmmunitie$2® Moreover, social media is
also used to recruitgbients for clinical trials based on social media profiles or the
mining of such data for epidemiological studies or to crowdsource answers to
individual clinical questions, e.g., use of postedets data to detect and monitor

disease activity such choseoutbreak$?’

While social media are primarily used for social interactions and keeping in touch

with friends and family, we have realised from the foregoing that they are
increasingly beingsed for healtirelated purpose®® Both patients and healthear

professionals use social media for different purposes. The patient, for increasing

knowl edge and exchanging advi ce, and t h
communication with their colleagues amarketing reasond, khe pgatients have

raised concern alboprivacy issues and unreliability of tiformation, sambtained

therefrom®2°

Social media can also contribute to medicine by improving communication with
patients, enhancing professional depenent, and contributing to public health
research and sdpe 2% thereby enhancing better outconi&sTherefore, Social
media is revolutionizing healthcare delivery, and its benefits overcome its
drawback$32 however, the discourse on the dangers of sauglia use for health
care has overshadowed the consideration of its potential béffits.

826S Anne Moor head amedsioodf Health €are: Systemiitie Revidw of the

UsesBenefits, and Limitations of Soci dounamédi a for He
Medicd Internet Research85.p8/36

82’K Denecke and others, OEthical |ssues of Social N
Med Inform 137.

828O0HAhmed and others, OEthical Considerations in Us
Case Study Using Concussion Managementé (2013) 5 P
829 Marjolijn L Antheunis, Kiek Tates and TheodooNg§ e boer, OPatientsd and Heal
Professional sé Use of Soci al Media in Health Care:
Patient Education and @oseling 426 <http://dx.doi.org/10.1016/j.pec.2013.06.020>.

830 | pid.

831 Jennifer Fisher et al, Who Givas Tweet: Assessing Patientsdé Intere:
Media for Health Care, Second Quarter 281@rldviews on EvideneBased Nursind 00.
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Therefore, the main challenge that healthcare professionals in Saudi Arabia, as in
elsewhere, face on sociahedia is how to keep appropriate professional

relationshig boundaries safe when interacting with patients online and, how to

ensure the maintenance of patient privacy/confidenti&t¥herefore, the health

care professional s 0 tafthdirpostecarbaeveraelyiaffeair and ¢
their professional putation, which may ultimately have fezaching consequences

on their careers as well . Unsurprisingly,
doctors tadmake sure that (their) conduct at athés justifies their patients' trust in

them and the publig'trust in the professiadi® Similarly, under the Saudi Arabian

Code of Ethics for Healthcare Professionals, the knowledge of the health
practitioner about t he rp/lettodsoldsdteemdrecr et s
talking about them in a way thabwid lead to their disclosure, except as otherwise

lawfully justifiable 83® However, such lawful justification must pass the triple test

of legality, legitimate aim and proportionality.

7.5.2 TheLimitations and Dangers of Social Media for Healthcare
Communication

There is no doubt from the above elaborations of the benefits of social media in
health care that social media use in health care is a welcome idea. However, it has
its limitations anddangers. The quality of information derived from the data of
social media interactions is usually variable and inconsistent, as social media tools
are largely an informal and unregulated tool used for data collection, sharing, and
disseminatio¥3’ Both thepatients (and the public at large) as well as, the health
car professionals may encounter certain barriers to the use of social media. For the

patients and other users of social media, their main concern is the risk of privacy

834 Alsughayr: Social Media and ldkhcare 108.

835 GMC, Good Medical Practice (2013) available dtttps://www.gme
uk.org/quidance/good_medical_practicezaspcessed 10 January 2017

836 The SautlCommission for Health SpecialtieSpde of Ethics for Healthcare Practitioners
(2014) <http:/iwww.scfhs.gr.sa/en/registration/ClassAndRegister/Reregister/Documents/Ethics
for Health Practitioners.pdf:20 para E

837 Gunther Eysenbach, 11/36
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infringement and the unrability of the information obtained thereiwhereaghe

professi onal sé& main barriers®were inefycienc

However, by their nature, medical practice and social media use are contradictory.
Medicine, by its nature, involves private commuations, privacy, confidentiality,

and formal conduct, whergaocial media entails values sharing and openness,
connection and transparency, and informality. Therefore, any attempt to converge
the two could create some concern in the medical $f€ldence, social media fora,

like Facebook, Twitter, WhatsApp as weal the ubiquitous search engines like
Google, are raising an unprecedented level of metigal/ethical dilemmas as
doctors (and, by extension and implications, other health care prots¥iamound

the world struggle to responsibly incorporate thesw technologies into their

professional live§*°

Undoubtedly, these concerns might have stemmed from the issues of
privacy/confidentiality, consent, professional/public/private boundariesptrer
ethical issues of consequence to health professigtiasriously, because of such
concerns from the majority of social media users, including health care
professionals, the social media sites have swiftly developed some more robust
privacy contrés to enable users to have greater control over their privaciggeon
platform. In addition, emerging evidence abound showing that medical
professionals have discovered a new means of safely and productively navigating
through social media for use in hiatare®*2 These moves could illustrate that
social media has beatcepted as a tool to complement modern medical practice
as it could provide unprecedented opportunities for -effsttive 2way
communication between health professionals and pafi&idespite the currently

available privacy safeguards, and the abiityusers to navigate safely, there still

838 Antheunis, Tates and Nieboer, op cit (not@)79
839 George et al op cit (note ¢
80 Shar mi | a Fadelooki ,Friendd Request from a Patient? (2011)

www.thelancet.corVVol 377 2 April 2011, 1141.
841 George, op cit (note B4454.

842 |pid.
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exist the potential risks of blurring the boundaries to professional confidential
relationships. This could be due to the tendency that healtpoafiessionals and
institutions disproportionately process the patiens dat a beyond the | e

for the data collection.

Therefore, all users of social media should also be cautious of the inherent risks
associated with the unaccredited naturehef informatiorf** Moreover, social

media use also has the potential dreate dual (professional versus private)

relationships between health care professionals and patients, or blur the boundaries

of the patient/professional relationsffp. The potential risk associated with
breaching patient c¢ o nfgsdienaltconweftsicanybe or post
brought about by the O6i mmedi ate and exten

their permanéhce on the sites. 6

In other climes, for instangesevere data losses in England were reported to the
Department of Health in the yea®@22, mostly involving the loss or theft of data,

while almost onehird were related to unauthorised disclos§fésnother report

released to Guardian Healthcare showmat 16 trusts had brought 72 separate

actions against their staff for inappropriatebing social media at various times

bet ween 2008 and Oct ober 0 farhe includesT h e 0i na
inappropriate conversations/comments on/about patient/pateator, posting

pictures of the workplace on the social media platféftMore often, scial media

users are, often, unaware of the risks of wrongful disclosure of personal information

844 Henry Nyongesa op cit (not83) 3.
845 Gabriel T. Bosslet The Patiémoctor Relationship and Online Social Netks:
Results of a National Survey, 1168.

846 Marcio von Muhlen, op cit (note7B) 779

847SuzanneMar nocha, o6éUnprofessional Content Posted Onli
40(3)Nurse Educatod19.

848 | bid.

849 Sade Laja, Trusts Reveal Staff Abuse of Sbkledia The Guardian Wednesday 9 November

2011 available athttp://www.theguardian.com/healthcametwork/2011/nov/09/trustseveat
staff-abuseof-sociatmediafacebook accessed: 11 May 2016.
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online®°or of sharing harmful or incorrect advice on social métlidust like the

other members of the public, it is clear that some clinicians also mald sscial

media in their professional lives, but respect for privacy remains a matter of concern

for everyoné®?l n Saudi Arabia as warongthetomhe pati e

dilemmas for public and private healthcare practitiofts.

The main challengéhat health care professionals face on social media is how to

keep professional and appropriate boundaries safe when interacting with patients

online and, how toresure that patient privacy and confidentiality are maintafrfed.
Therefore, the healthcareoppf e ssi onal s6 online behaviour
can adversely affect their professional reputation that may ultimately have far

reaching consequences dheir careers as well. Unfortunately, the hospital

organisation is incapable of controllingeth pr of essi onal s6 conver sz
media. At best, the hospital and professional bodies may develop a robust policy or

guideline holding the professionats lte responsible for their online behaviétir.

Unsurprisingly, the Saudi ethical code that [ibdk the healthcare practitioner

from abusing the P°%tuisentldisket rtunset UaKndds rGegnhe
Counci | advice that thabo(thdgirpocorsluctsahall tilhed 6 mak e
justifies (their) patients' trust in (them) and the public'sitst i n t e profess

Accordingly, under the Saudi Arabian laws, although there is no explicit legislation

that specifically regulates the online behaviafi HCPs, the Cybecrime law

8505 A A d a msbasedbABficatians and Health information: Two Case studies that Illustrate

Il mportant Questions for Consumer Heterhatidmall nf or mat i c
Journal of Medical Informatice89-e96.

8lSA Adams, 2010. 06Revi s iationRetabiltytDebat®in thé WiakeoHe al t h | nf
AWeb 2. 04d: san pllntheary Literatur e Iaterrdhtioddlebsi te Revi ev
journal of Medical Informatic891-400.
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prohibits defamation and infliction of damage upon others usingous
information technology devices. Such an offence could attract imprisonment for a
period not exceeding one year and a fine not exceeding five hundrednidaiyals

or to either punishmef®® In other words, if healthcare professional posts the

patiet 6 s pictures or otherwise defame a pat.
he/she may be subjected to the same punishment under this law.

7.6 The ImpactofeHe al t h Technol ogies on Patient
Right

Another evolving new technology thatiss ed f or col |l ecti ng and meé
health information is the-kealth concept. HBealth is a rather new healthcare

practice supported by informatioechnology that evolved within the preceding

decad®&>®. This concept, which is referred toekealh for any kind orline or off

line computetbased application or electronic devicepehealthfor any (mobile)

monitoring system that healthcare professionals use in the healthcare practice to
monitor or i mprove 2 Other simiir comcaptsdvithlikee al t h st
impact on patient confidentiality includePrescribing (access to prescribing

options, printing prescriptions to patients and sometimes electronic transmission of
prescriptions from doctors to pharmacistsielemedicine (physical and

psychological diagnosis and treatments at a distance, includirgnosli¢oring of

patientsd functions), wearable, fitness tr

E-Health or similar applications offer healthcare professionals access to medical
knowledge ad patient data at the point of care but studies have emphasized that
they could be potentially dangerdi¥$ However, these advantages dfealth are

not without some corresponding disadvantages. There several concerns related to

88Abdull ah Bin -@&ypwad arizme 6lAawd 15, Article 3.

8% Dell a MedeadWhat( 2l)s EHhe Death of Telemedicine?
Internet research E22.

8Ramon Kampmeijer an-tealthtaddereslth TodlT ih ldealt Bremoiioh E

and Primary Prevention amongdel Adults: ASgt emat i ¢ Literature Reviewd (:
Health Services Research 290 <http://www.ncbi.nlm.nih.gov/pubmed/27608677> accessed 29

January 2019.
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treatment cedibility, use privacy and confidentiality. These new applications
might potentially empower patients to get healthier or possibly enhance clinicians
to become more effective and efficigiit Physicians now have new ways to
conduct professional communigat, have easreaccess to decision support and

expedited, efficient specialist consultafith

The modern interne¢nabled smartphones with health technologies are easy to use

and portable, but they are easy prey for hackers. This is because a smagphone

like a micrecomputer that has a microphone, a camera, a GPS and an antenna to

connect from, and share all your information including telephone numbers, address,

emails, photos, contacts and, bank accounts and credit cards to anywhere.
Therefore, a smigphone could ba dangerous treasure of our delicate information

that arguablypecomespart of our life, but a very high risk? The potential risks to

recording, storing and sharing patient information or images on such devices may

further intensify if éectronic mobiledevices are hacked, lost or stofénMobile

security risks are high becausdealtht ool s gi ve hackers Oeasi e
more valuable organizati onalP®Therepertss t han
of data protection violatns seem to outwedigthe magnitude of real damage to

health caused by health aghs.

The ehealth technologies, no doubt, offer the patients and doctors, to remotely
interact and communicate to diagnose and

the necesyy for a faceto-face encounter. However, the use of these tools along

8%2peter Musiat, Philip Gol dtandimgrnhe AcgetahilityNfiEc hol as Tar ri
Mental HealthAttitudes and Expectations towards Computerised-Selp Treatments for Mental

Health Problemséd (2014) 14 BMC Psychiatry 109 <www
2019.

8% Matt hew Bromwich and Rebecca Bromwich, &éPrivacy F
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I 6 A stomwmedieale canadienne 855 <http://www.ncbi.nlm.nih.gov/pubmed/27221271>

accessed 30 January 2019.
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86Vera Gruessne Why Mobile Security Risks Are Healthcarebd
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with cloud services allows for the collection and processing of huge amount of

health information, which may ultimately come to the possession of third parties

without the knowledge andonsent of the datsubjects. Instructively, the Saudi

Telemedicine Regulations only requires compliance with the health information
exchange policy (SeHE) , i ncluding 6al l r
requirements, and be compliant with interopdigbi frameworks andir

HI PA®®&owever, the regulation does not exp
securities and privacy requirementso ar e,
table of acronyms. 't i s this dgthteesi sd6 ass
US 6 H afarindtidn partability and accountability Act of 1996 that provides

data privacy and security provisions for safeguarding medical information. Apart

from the eHealth tools discussed supra, there are several technologies in the

hospitds, malls, public plees and the street that collect, analyse and store our data

daily. Consequently, by merely walking out of your home to work or school,

multiple cameras prowling around would have tracked your movement such that it

would not be difficul to reconstruct youracks with great precision, although you

not known about it, not given consent to it. More often, you find signpost in public

places alerting people of the preseat€CTV camera, whereupon, the only option

open for norconsent isd avoid going to sucplaces. However, that would only

potentially mean that one could only avoid these cameras in modern cities by

staying indoors at home without going out to work. This would not only be
impracticable, but it could also have a seriousifi@ation on societyas a whole.

Therefore, it could be argued thalhese serious privacy concerns create new

challenges to privacy laws. As a result, it is appropriate to assess whether there exist

adequate legal protection and safeguards to informptigacy and confidetiality

8683.1.17. Telemedicine Regulations in the Kingdom of Saudi Arabia, V1.3 of 29/06/2018
available at
<https://nhic.gov.sa/en/Initiativéd8bcuments/Saudi%20Arabia%20Telemedicine%20Policy.pdf
accessed 25 September 2019
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under the current law&?® or whether there are substantial gaps in the legal regime
that need to be filled by new laws or regulatici$.

The key successful data protection related tealth would seem to thensistent
implementation of the exisig laws along with obtaining valid informed consent
freely given, to enable data users to take their own decision with regards to the
sharing of their data.

7.7 Cloud Computingand its impact on Privacy and Confidentality

Information Technology plays dreng role in the health and patient care arenas
with cloud computing slowly beginning to make its mark. When using the cloud
for e-health, security and privacy issues are most important, which should be
addressed beffe cloud computing could be adoptedsessfully by all quartef&?!
Consequently, stakeholders of the healthcare sactoconcerned about privacy,
thereby triggering the need to seek for proper measures to prétéddawever,
current cloud services ually expose thesgataon amachine owed and operated

by a thirdparty organization, in an unencrypted fdtfhThe result of a study with

a question on whether privacy is an important issue in cloud computing, Bfhere

per cent respondents in a studyeagt that privacy is an important issuehealth
sectors25 per cent of them said no and rest (10 per cent) did not arizuercy

ranks at the top of the list of reasons for the slow adoption rate of cloud computing
Eighty-five per cent of the responals agreed that the information transfierm

one hospital to another threatens patient s
rest (10 per cent) did not respond. On the safety of data, half of the respondents
agreed that patient health records are sefe in cloud computing in health

sectos 874

8 Aneurin Hughes, OA Question of Adequrmmthg ? The Eur o
Privacy Amendment (Private Sector) Act 2000 (Cth)éo
<http://www.auslii.edu.au/au/journals/lUNSWLJ/2001/5.html>.

80Virginia Law and Richard A Falk, 66The Adequacy o
Law: Gaps in L e dgaVigidahawReviewg3d. (196 4)

19 Yyl / KAl KF2dZA S WE6FKAGKE {FNIoRSSYy IyR wSKFyl t1
UseofCloudsinES f K Ay GKS YA RAREmmanicatigns ai2RAIBIMAL 6 A | Q

872 |bid 1.

873 Chikhaoui, Sarabdeen and ParveeB4t). 2.

874ibid.14
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In early 2018 (following a public consultation process held during 2016), the Saudi
Communications and Informatiomechnology Commission (CITC) issued the
Cloud Computing Regulatory Framework (CCRF)The CCRF entered into force

30 days from its publation on 6 February 2018 (corresponding to 20 Jumasea Al
Awwal 1439 H), and thus came into effect on 8 March 201& CITC aims to
stimulate investment, localize cloud computing services in the Kingdom, and issue
guidelines on its use for all segmentsusérs, whether individuals, government
sector and private sect$The CCRF applies to the ownership, operation, or
offering of access to datacentres or cloud systems in Saudi Arabia where a Cloud
Service Provider (CSP) is processing storing customer edent within the
Kingdom. The CCRF requirements apply regardless of whether the CSP captured
by the regime was the same entity that concluded the cloud contract with the Cloud

Customer(s) in questiofy.’

The CCRF provides that jécCtoanyofrdiefourCont ent
different levels of information security, depending on the required level of

preservation of the Customer Content's col
The first three levels apply to data of private customers, withsaostive

customer data in level 1, sensitive customer data in level 2, and data from private

sector industries, subject to any sedpecific rules or decision by the regulator, is

on level 3® Any Customer Content from private seetegulated industeis &

subject to a level categorisation by virtue of sesfmcific rules or a decision by a

regulatory authority. Cloud users are responsible for categorizing the 8€vels,

otherwise, the general assumptions under Article 3.3.4 apply, i.e., private

85C1 TC, OPubbncDGomsmehtabn the Proposed Regul ation
(2016) <http://www.citc.gov.sa/en/new/publicConsultation/Documents/143703_en.pdf> accessed

13 October 2018&ittp://www.citc.gov.sa/en/new/publicConsultation/Documents/143703_en.pdf

86MI CT, 6CI TC I ssues Public Consultation Document
Computingo | Mi ni sanrdy lonff oCronmantui MIGE Médéa@énteo | ogy 6 (
Webnews2016) <https://www.mcit.gov.sa/en/medianter/news/89614> accessed 10 October

2018.

877JDSUPRA 6 Saudi Arabia: New Cloud Computing Regul at
J D S u ppbSUBRARO18) <https://www.jdsupra.com/legalnews/saaidibianew-cloud

compuing-10730/> accessed 13 October 2018.

S8E|l | en OO0 Br iaanGITC M8kas.SiymificastrChanges to Finalised Cloud Computing

Regulatory FrameworkD a t a Gu i Dbt Guidarce2018)
<https://www.dataguidance.com/stuarabiacitc-makesnumerouschangescloud-computing

regulatoryframework/> accessed 13 Octob@n8.

879 Article 3.3.5 of the draft CCFR, 2016.
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individuals domiciled in the Kingdom, and others not otherwise categorised (Level
1); private corporate entities registered in or with local address in the Kingdom

(Level 2) and government agencies (Level 3).

Accordingly, the Framework prohibits cloud serviceypders from processing any

Level 1 or Level 2 customer content withou
consent ¥ind @&onu tdo ptes Fatiheimere .the Framework

mandates the cloud service providers to only inform their customeadvance

whether their customer content will be permanently or temporarily transferred,

stored, or processed outside of Saudi Aré#idhe Framework obliges CSPs to

inform customers of a security breach immediat#yJnder t he Fr amewor k,

D a tshafl man:

Any data relating to an identified physical person who is a Cloud
User or to such a Cloud User that can be identified, directly or
indirectly, in particular by reference to an identification number
or to one or more factors which allow that gmr to le
identified 883

The Framework further requires CSPs to report security breaches or information

leakage that those CSPs become aware of, insofar as such breach or leakage affects

or is |likely to affect t hoangcloudewicak user s o
they receive from that CS®* In addition, under Article 3.3.11 of the CCFR,

customers have the right to access, verify, modify or delete theit®data.

Although the Framework looks lofty and promising, the standardptataction
principles (e.g.purpose limitation, transparency, data collection limitation, consent
etc.), and rights of data subjects (e.g., right to objection to processing, compensation
for damages etc.) have not been adequately addressed therein. It is unclear, what
remedieslay to the aggrieved cloud user upon being informed by the CSP of the
breach of his data. Furthermore, the CCRF does not specify the quantum of

penalties, but that any violation of its provisions shall incur such penalti@seas

880 Article 3.4.3.2 of the CCFR, 2018.
881 Article 3.3.11 of the CCRF, 2018.
882 Article 3.3.1 of the 8 CCRF, 2018.
883 Article 2.2.13 of the CCFR, 2018
884 Article 3.3.11 of the CCFR, 2018
806Brien (n 878).
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[CITC] may impose under thaatute® The statutes include the Ai@iyber Crime
Law®® and the Electronic Transactions L%y and any laws or provisions that may

amend or replace them in the futdf@.

7.8. Summary of Current Challenges to Patient Confidentiality

Although a wide range ofsh a r i iG@spired laws and regulations protect
information privacy under Saudi laws, the current system suffers from several
significant flaws. For instance, because the laws have tended to develop in an
irregular and largely spodéc fashion, there are ssiantial gaps in the information
privacy protections offered to individual citizens. This is because legal reform in
this area is typically reactive, with the law responding to rapid and often unexpected
changes in the technologidandscape of privacyusveillance, and data sharing.
Equally, although concerns about the widespread use of information technology has
increased in recent years, public area surveillance remains relatively unregulated
when compared to other, similariptrusive forms of state usveillance and

information gathering.

Furthermore, the rules and regulations that govern information privacy and the use
of personal information are not based on any single rationale or set of stated
principles. The absence dearly defined, overarchghprinciples means that each
piece of legislation, a line of judicial decision, or a code of practice has to be
understood and interpreted within its specific context. This can make the task of
determining what rules apply to agyen form of data colle@n or processing,
complex and timeonsuming and increases the likelihood that individuals will have

their privacy breached or abused by unlawful disclosure to unknown third parties.

Therefore, it could be argued that these seriprivacy concerns createw
challenges to privacy. As a result, it is pertinent to assess whether information
privacy is being adequately protected, or whether there are substantial gaps in the

legal regime that need to be filled by new laws or reguriatiOther necessary steps

886 |ssued under the Council of Ministers Decision No. 79, dated 7/3/142&d-spproved by
Royal Decree No. M/17, dated 8/3/1428H

87|ssued under the Council of Ministers Decision No. 80 dated 7/3/1428 H and approved by
Royal Decree No. M/18 dated of 8/3/1428H

888 Article 3.10.1, Cloud Computing Regulatory Framework (CCRF) 2018
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to reduce this risk could include strengthening the regulatory safeguards for
protecting the privacy and personal data from abuse and misuse. In respect of the
Saudi Arabian settings, the assessment by triple test has shownsubhat
safeguards, defecvand inadequate. Before the chapter delves into the instances
of the challenges to patient confidentiality, let us address the questions raised
related to the triple test.

7.8.1 Technological Challenges to Compliance with PatigrConfidentiality

In addtion to the dangers attributable to the use of social media for healthcare
communication, another factor that coul d
is the unprecedented rate of establishment of electronic healtmatfon systems

by healthcee institutions in Saudi Arabia. Many hospitals have introduced

electronic health information systems (also calledheglth) to replace the

traditional papebased medical recor&& and implement electronic systefis.

Since he use of an electronic h#atecord system is a new experience for many of
the health care professionals in Saudi Arabia, this could create a new-lettadtal
dilemma about their duty of confidentiality. Therefore, given to the special
professional rekonship of confidence whickraditionally bonds the healthcare
practitioner with the patient, the use of these technologies by the healthcare
professionals portends a new risk of breach of that duty of confidentiality. Although
t he pat i entnisonfidentglitytof his dornthtiomia not absolute, an
unlawful breach could result in a crime, an actionable tort, or become a subject of

disciplinary action.

This risk is further exacerbated by the ubiquitous nature of those technologies all

over theworld. The world continuet® embrace them even more on every evolving

8Sul ai man Bah and others, 6Annual Survey on the Le
Health Reords in GovernmerRelated Hospitals in Eastern ProvinBeaudi  Ar abia. 6 [2011]
Perspectives in Health information Management / AHIMA, American Health Information

Management Association.

8Khal ed Al sul ame, Mohamed {é&ahh Sitafusin SaudidAraMa Avaf a Hou s €
Review of Current Li liceandhiTechmolegy2042016) 5 Health Po
<http://dx.doi.org/10.1016/j.hI{2016.02.005>.



day. It would seem proper to contextualise the challenge in the Saudi Arabian
jurisdiction. For instance, in Saudi Arabia, as part of its popularly coined Vision
2030, the Kingdom haan ambitious technologicafrgwth plan in the healthcare
sector to ensure a smooth integration of medical records among their health care
institutions. The plan includes the integration of electronic health information
records of the primary healthcarenatis with that of the spedist tertiary health
institutions to enable healthcare professionals to, securely and seamlessly, share
patient data as they deal with millions of patients annd&lyn view of the
increasing and rapid demand for healthcareises, and a blossoming infoation
communicationt echnol ogy (I CT) communi ty, this al
could help itto achieve its vision of becoming a regional (and possibly, global)
leader in information technology (IT) healthcasgstems development and

adoption®92

Seveal indicators seem to suggest that the Saudi healthcare industry could maintain

the momentum of its rapid growth, at least, in the near future. The most prominent

indicator of this direction is the growing desamong the current population to

improve thé wellbeing®2In addition to the immensely growing Saudi healthcare

workforce®% the Kingdom of Saudi Arabia has been welcoming hundreds of

thousands of healthcare practitioners from all over the §f5bhis muld have a

significant implication on the clinci ans o perceptions rel a
confidentiality given the diversity of their training and practice backgrotiids.

Privacy issues have almost always delayed the adoption of such systems like cloud
computing in Saudi Arabia. Some of the major basrier adopting electronic

information systems are the lack of practical knowledge among users, and weak

891 Chikhaoui, Sarabdeen and ParveeB4t). 7.

892ibid.7.

893ipid. 7.

894 Saudi MOH Statistics Bookjealth Personnel in Hospitals of MOH by Profession and

Nationality up Personnel in SRCA by Professianadilable at <http://www.cdsi.@v.sa/en/3272

> accessed 10 mber 2016.

895 Saudi Code p8

86KS Saeed, OHow Physician Executives and Clinician
Hospitals.® [1999] Journal of Medical Ethics 51.
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laws dealing with privac§®’ Many countries, including Saudi Arabia, until now,

do not yet have a cgmehensive data protection law though they have ddvis
strategic plans for privacy protectiBfiMoreover, integration or interlace of
electronic health records between entities or among clusters of hospitals could
present a huge challenge and a serious@m related to unauthorized access,
security violaton, and difficulties in securing a safe and seamless transfer from one
hospital to anothei®® Consequently, the increasing electronic health information
systems would require a suitable legal and etleicgironment that safeguards data
privacy, security ath confidentiality. In particular, there must be respect, and taking
responsibility, for fundamental human rights and, especially, the right to privacy
and confidential ity ihdhedthearesprofessionals gnht i ent 6

health institution§®°

In view of the arguably universal nature of medical practices and human right to
privacy/confidentiality, this chapter undertakes a general review of the benefits and
dangers of embracing the newfarmation technologies and its impact on the
confidentality of sensitive health data. The focal point is the impact of these

i nformation technologies on the confident
gap, if any, between technology and the lhas been adequately bridged. It also

explores, based othne triple test, the adequacy of the legal safeguard of patient
confidentiality because of the new challenges brought about by the use of
information technologies. On the other hand, it also attetoppsoffer practical

ways of ensuring that, despite tteehnologiespractitioners could maintain their
solemn duty of securing and maintaining

sensitive health information.

7.8.2 Legal Procedural Litigation) Challenges to Patient Confidentiality

897 Chikhaoui, Sarabdm and Parveen @%1).p10
898 |pid 8.

899 |bid 8.

900 bid 15.



Despite the efforts ddaudi Arabia in standardising medical malpractice litigation,

it has not been as effectiV®.As discussed earlier on, the Law of Practicing Health
Professions (and other heaf#ated sectorialaws) is the substantive law that
defines duties of healthea professionals and their various liabilities for their
failures to abide by the law. The Law of Practising Healthcare Professions
empowers the Minister of Health to establish some gudstial/medical bodies,

its membership, quorum and jurisdictionsdaorovides for the machinergnd
process of litigations for medical negligence. The administrative regulations made
according to these laws provide details of the procedures for adjudicaticastse
arising thereunder. There are three distinct panelsivad: The Sharia Medical
Panel (SMPY°? the Medical Violation Committee (MVEY and the Primary
Investigation Committee (PICY*These Committees apply equally to private

healthcare institutionas well2%°

The SMPO6s jurisdicti on sprofessiodalunthleracice nsi der i
where personal right is claimed, or which results in death or loss of organ or

function based on Islami&hariaheven where no private right is claim&d. The

MVC has a similar jurisdiction except that it does not deal with casésesult in

death or loss of organ or function, and it only applies to violations involving the

MOH and private medical institutes to the extent that the SMP may not have to try

the samecase agaif®’ In both cases, the applicable law is the Islamiciahaits

quorum shall be full members in attendance, while its resolution is by the simple

majority provided that the judge is among the majority. The judge then issues the
verdictbasedm t he member so6 opiniSthmrdmdnl sent ence

from their resolution shall lie in the Board of Grievances within 60 days, provided

WKhalid Saad Al habshan, 6é6Medical Malpractice Litiog
International Journal of Scientific and Education Research.

902 Article 33 of the Law of Practicing Healthcare Professions

93 Article 38 of the Law of Practicing Healthcare Professions

94 See Article 52 of Rules of Implementation of the Private Medical Institutes Regulations.

905 Article 22, Law of Privae Health Institutions Law of Private Health Institutions 2017 1.

906 Under Article 34 of the Law of Practicing Healthcare Professions

%7The Regulation 38.1.L Implementing Regulation of the Law of Practicing Healthcare

Professions

%8 Jamal S Aljarallah and®&Nr ah Al rowai ss, 6The Pattern of Medical
Doctors in Saudi Arabia. 6 ( 2meti@neo®@o3Jour nal of f am
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that, I n the case of the MVCO6s decision w
function or death, it wodlrefer the case to the SNROnN the other hand, the Law

empowers thelirectorates of health affairs, director of health services or deans of

medical colleges to create a Primary Investigation Committee (PIC) with the
responsibility of conducting amterview of the parties, perusing the medical

records and establishing tlegistence of an error. It has to distinguish between

Omedi cal mi stakes and complicationsd and

then sends its report to the appointing autidt°

Consequently, under the Saudi legal system, the litigation proceduodége only

these quasmedical/legal panels/committees, and not the conventional courts, at

least at the first instance. Usually, the patient or his/her relative makes a formal
complant of medi cal negligence toistggdft her t he
health or the city administration. The procedure may well begin with a preliminary
investigation carried out by the administration department of the facility

involved®!! Where sch is the case, the director of the hospital shall cause to

preserve kh medical record$*? laboratory samples and results for possible
conveyance to the Shariah Medical Panel when it is eventually refef€diace

the case has been properly referredtie SMP, the panel shall prohibit the

defendant from leaving the coupto guarantee his attendariéé.

Both parties are then notified of the date and venue of the sitting, which shall be in
a facility of the ministry of health>Pleadings are heard aretorded in the Arabic

language. Parties can bring the translator that thust, or may have to do with a

%9 Article 34, Law of Practicing Healthcare Professions. Also damal S Aljarallah and Norah

Al rowaiss, O0The Pattern of Medocsli ErBfauvdi aAdahi &i
20 Journal of family & community medicine 98

<http://www.ncbi.nim.nih.gov/pubmed/23983561> accessed 18 2p19. Al Jarallah p103

90ibid. 99

MAbdul hami d Saunsarokfa nMeid,i céadt ati abil ity Claims in Sa
Saudi Medicine 87 (88).
912ihid.87

913The Regulation 36.1 &2. L Implementing Regulations for the Law of Practicing Healthcare
Professions

914 A travel ban was placed on a physician involved in a medical malpractice suit for the death on
October 24, 2013 of &7-yearold girl in Jeddah as reported by Arabnews of November 14, 2013.
915The Regulation 36:8. L, Implementing Regulation of the Law of Practicing Healthcare
Professions
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translation by one of the panel memb&fsvhere any of the parties or their
attorneydails to appear despite proper notice being servedShtaeib aMedical

Panel may adjourn for another hearing after 30 days. In the thag the plaintiff

fails to appear, the defendant shall be discharged of the personal right claim, but the
S h a r MetlieahPanel may decide to proceed with the common rightaépe
criminal aspect) if any. The file will then be returned to thdifg¢hat referred the

case, and any travel ban may be lift&dConversely, if it is the defendant defaults

in appearance, tHe h a r MedlieahPanel may proceed with its verdighich, for

all intent and purpose, shall be deemed VAfid.

All verdicts andresults of the SMP and MVC resolution shall be communicated in
writing to all parties of the suft® Any dis-satisfied party may appeal within 60
days to the Board of Grievancg®ovided that the appellant shall submit his
objection to the Minister of Hé& within 30 days for onward dispatch to the Board

of Grievances. Where the suit does not involve a personal right, or that the personal
right was dropped for neappearance dhe plaintiff, or in addition to the private

right, any common right aspectahbe prosecuted by an appointee of the minister

of health??® Where the defendant is found to only be partly responsible for the
malpractice, then, he would only be accountdbiehat portion of responsibility.

The Panel/Committee may as well encouragitlesnent between the parties, or
decide that a sort of 6né icaicases, adammi ssi ond
in medical negligence must be brought under the Lawinvitime year of the
knowledge of the negligence to avoid its becoming stdtated %22 Furthermore,

the Appellate Court shall dispose of the subject matter of the appeal based on the

evidence enclosed in the case file, and litigants shall not appear threfareurt

916 The Regulation 36.7.L, Implementing Regulation of the Law of Practicing Healthcare
Professias

917 The Regulation 36.8.L, Implementing Regulation of the lofracticing Healthcare
Professions

918 The Regulation 36.9.L See also under Article 12 of the Board of Grievances rules and
procedures enacted by Council of Ministezsolution no. 190 of 16111409H

918 The Regulation 36.10.L, Implementing Regulation & haw of Practicing Healthcare
Professions

920 Article 36 and Regulation 37.1.L

921 Abdulhamid HassanABaeed, 6 Medi cal Li alhibliiat. ¥ WL i2t0ild3at i4o B aiurv
Journal of Anaesthesia 123.

922 Article 37, Law of Practicing Healthcare Professions



unless it decides otherwise. Neither the laws nor their implemerggmgations
have stated the grounds under which the court may decide oth&ivise.
Interestingly, the appeal session considers only the process and the verdict, not the

professonal standard aspect of the decisith.

7.9. Standard Data Protection Principles b address the new Challenges

The previously proposed, but not approve®iivacy law of Saudi Arabia would

have already provided suitable data protection thaicassistent with the
international data protection princip®S.The proposed draft included #tie data
principles being discussed infra as contained in the Madrid Resolution and would
have been consistent with the new GDPR. These data protection g$naiel
necessary steps to reduce the data breach risk by strengthening the regulatory
safeguard for protecting the privacy and personal data from abuse and misuse. This
could be achievable by adopting a regulatory framework that incorporates the
standarddata protection principles and rights of the data subjects. Those data
protection principles iclude thatof awf ul ness, f airwhechs, and t
requires that personal data should be processed lawfully, fairly and in a transparent
manner in relabn to the data subjeét® In addition, the data should be primarily
collected for specified, g@licit and legitimate purposegpyrpose specification
principle) and not to, further, process it in a manner that is incompatible with those
purposesurpose imitation principle)®?’

Furthermore, the data collected should be accurate and, where nedss$ayt

up to date adequate6 a c c)ii?f aadcityshiuld be relevant and limited to what is
necessary in relation to the purposes for which they are procéssed at a
mi ni mi)$AWnléess as dtherwise provided by law, the personal data collected
and stoed in the custody of the data controller should be kept for no longer than is

necessary for the purposes for which the personal data are procdaszd (

923 Abba A Elgujja, Medical Negligence Litigation Systems in UK and Saudi Arabia (Lambert
Publishing2015) 34.

924 Aljarallah and Alrowaiss (n 909).

925 See page 34, under the section on gaps in the existing relevant literature.

926 Article 5 (1) (a), GDPR, 2016

927 Article 5 (1) (b), GDPR, 2016

928 Article 5 (1) (d), GDPR, 2016

929 Article 5 (1) (c), GDPR, 2016
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