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Abstract

The primary purpose of this researchis to investigate the information
is
information
be
This
to
that
available
websites.
need
on
merchants'
requirements
important to facilitate the establishmentof initial trust from potential consumers
towards the owners of electronic commerce (EC) websites. This study is
important due to the nature of EC itself where EC is a non face-to-facebusiness
is
be
by
EC
to
trusted
still
yet
widely
accepted
and
consumers.
arrangement.
This thesis is intendedto develop an information framework for creating
trust from consumersto merchantsreferred to as a Merchant Trust Information
Framework. This framework can help both parties involved in establishingtrust
during EC transactions. Merchants can use this framework to decide what
information needs to be present on their websites in order to help consumers
information
framework
this
to evaluate
trust
can
use
while
consumers
establish
the trustworthinessof merchantsbefore they decide to continue with their EC
transactions.In addition, a prototypewas createdto test the proposedinformation
framework in a real EC setting.
The proposed information framework consists of information regarding
fulfillment.
The
result of the study confirmed the
and
policy
existence,affiliation,
importanceand needfor this information in the information framework. However,
the creationof merchanttrust doesnot only dependon the information framework
being suggestedbut it also dependson other factors such as the technologyused
in the websites,the design of the websitesas well as other external factors and
previousonline transactionsbetweenconsumersand merchants.
To make this processmore usable, a prototype system for information
extraction and retrieval was developed to help customers find the related
information for the merchant trust framework. This information is directly
extracted from merchants' websites when available in textual format. Further
refinementof the systemshould turn it into a personalshoppingassistantto help
consumersfind important information about merchanttrust creation in an online
shoppingenvironment.
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Chapter I
Introduction and Motivation

1.1 Introduction
Electronic Commerce (EC) is a secure, flexible and integrated approach to
facilitate businessactivities through the combination of systemsand processes
by
Internet
technology
business
the
supported
that operate
activity
main
(http://ibm.com, 2004). EC applicationshavecreateda new global market (Cohan,
2000) where businessesand consumersare no longer restricted by physical
boundariessuch as geographicalor time differences(Guo and Sun, 2004). Today,
EC influencesbusinessin a major way and the shapeof the future of the business
Latzer,
Schmitz
1999;
Russell,
Kuo
(Li,
(132C)
and
'consumer
and
to
segment
2002). In reality, EC has redefinedseveralbusinessprocesses(Hoffman, Novak,
1997),
Peralta
Novak,
(Hoffman,
1995)
Chatterjee,
and
such as marketing
and
2003),
Fjen-nestad,
Nicholas,
(Romano,
payment
and
customer services
(Ranganathanand Ganapathy,2002) and fulfillment (Bayles,2001).
It is expected that EC for the 132C segment will grow at a phenomenal rate.
According to eMarketer, one of the leading research firm, the total business in this
in
2003
$90.1
billions
in
$30.0
billions
2002
from
increased
to
has
and
segment
figures
Similar
$133
billions
in
(Grau,
2006).
2005
increasing
to
around
continued
increase
132C
by
Jupiter
Research,
the
of
an
estimate
which
were also predicted
$132.2
billion
$85.7
billion
in
from
2003
to
segment

in 2005 (Narainc, 2003).

This growth is usually attributedto the increasingnumberof online usersover the
I

2000-2005 period and this is expectedto continue (Naraine, 2003), although for
the 2005-2009 period the growth is expected at a lower rate of 18.6 %, the
expansion of EC can still be considered as strong (Grau, 2006). Though the
expansion and development in EC is encouraging, this growth may not be
if
for
the
prevailing
obstacles
achieved
a greateracceptanceof EC as a transaction
medium are not addressedcarefully.
Most people have an understandingof commerce based on their experienceas
shoppersand buyers in a traditional brick and mortar environment,and they bring
this experiencewith them when they start shopping online. In order to meet the
user's needs,we must understandthe typical user's experiencein the traditional
commercesetting (Bassoet. al, 2001). Commerceis a communicativetransaction
between two parties playing the very familiar roles of buyer and seller. For
commerceto occur, somebodymust do the selling, and somebodyelsethe buying,
and they must both sharethe samebasic understandingof how the transactionis
generally-supposedto flow. EC websitescannot simply make products available
to be bought, they must hold up their part of role-playing in an EC transaction.
EC sites must pay attention to how they communicatewith users. EC sites play
their role of seller by trying to broadcasttwo messagesto potential buyers: "buy
from us" and "trust us". The impact of these explicit messages,though, is often
corrupted by contradictory or distracting messages implicit in the site's
implementation of the navigation flow, page layout, visual continuity and
information space(Nah and Davis, 2002).
EC sites seem to convey the messagethat they are trustworthy and that users
have
from
trepidation
them. However, trust derivesnot
over
purchasing
no
should
from assertions but rather from experience and judgment. When interacting,
people make judgments and form expectations of others based on what they
experienceand what they surmise. It is a lot easier to decide to trust merchants
when you can speak to them face-to-face and shake their hands. Trusting a
website to deal with you fairly and deliver your merchandiseis harder when you
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realize that anyonecan build a EC website.Indeed,It is generallyperceivedthat it
is relatively easyto set up a companyin the digital world that appearslegitimate
but is actually a fraud (Ngai and Wat, 2002). Hence, EC merchantsmust work
hard to build the impressionof trustworthinesson their websites.
Evidently as iterated above, one of the main factor that has been identified as an
obstaclefor further acceptanceof EC is related to the trust issue (Ba, 2001; Fink,
2000; Nakra, 2001; Noteberg, et aL, 2003; Papadopoulou et. al, 2001;
Ratnasingham, 1998; Ratnasingham, 1998b; Ratnasingham, 2000; Jarvenpaa,
Tractinsky and Vitale, 2000). This thesis is pursued to study and examine the
issuesof trust in the EC domain.
According to McCullagh (1998), there are four componentsof trust involved in
EC. They are technology trust, behavior trust, product trust and legal trust. In
order to keep the researchscopemanageable,this thesis only addressesbehavior
trust. The term behavior trust refers to the behavior of the other party in the
relationship. Other researchershave defined behavior trust using a wider scope
and view this trust as the trust towards merchantsin EC (Penningtonet aL, 2004).
In this thesis, however, the researcheruses the term 'behavior trust' to mean
merchanttrust which is a requirementfrom the consumertowards the merchant.
In the real scenario of EC, more consumersare searchingfor and visiting more
websitesas comparedto the number of visits to actual storesin the real world to
find information about products and servicesthey want to buy. However, not all
of thesevisitors make internet purchasethrough the EC channel.They tend to go
back to traditional 'brick and mortar' setting and completethe transaction(Gupta,
95). One of the most cited reasonsfor this is the lack of trust in completing an
internet purchase.This kind of situation has warrantedmore attention for research
in EC. In particular, one of the areas that warrants a careful and meaningful
researchis in the areaof merchanttrust domain.
However, before further discussionson this problem can be carried out, a general
overview on severalrelated topics such as Internet and EC forms the preambleto
3

this thesis. Then the discussion will be followed by problem definition and the
developmentof this thesis.
1.2. The Internet and Electronic Commerce
Many world leadersare of the view that the Information era is another phaseof
human innovation that is progressingslowly but steadily in influencing our daily
lives (Blair, 2000; Clinton, 1996; Mahathir, 1996). The advancement in
information and communicationtechnologieshashugely bridged the digital divide
and people seemto be living in a global village. Developednations are allocating.
their resourcesin terms of manpowerand materials (IMF, 2001) in order to bring
their nations to the forefront of the information era. Meanwhile, some developing
nations like Malaysia are taking risks to leap frog into the information era (Said,
Sarifuddin and Li, 1997).
EC or eBusiness,as some people may call it, is one of the evidences of this
revolution (Werthner, 2001). The development of EC is not only becoming a
major concernfor governmentsbut also for private organizationsespeciallythose
directly involved in the businessworld. EC, ideally, will change the ways and
methodsof carrying out businessactivities. However, this changeis not devoid of
the "ups and downs" cycle. Before the year 2000, dot.com companieswere the
companiesthat people invested in. However, between 2000 and 2001, dot.com
companiesresultedin lossesfor many investors.According to Webmergers.com's
data (http://webmergers.com), from January 2000 to January 2002, at least 862
dot.com companies of which 368 (43%) were EC related companies and 217
(25%) were content related companies,have failed (Chait, 2002). This period of
time is referredto as the dot.com doom days (Pallatto, 2001). With a lot of lessons
learrit from such failure and supportedwith better strategiesfor the future, EC is
slowly but steadily bouncing back to be a significant economic force in many
advancedcountries. Internet has enabled businesstransactionsto be no longer
bound to the physical existence of the business entity (Guo and Sun, 2004).
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Theoretically, business transactions will no longer be limited by geographical
boundaries, time differences or distance barriers. Today. the Internet. through the
impIcnientation of' the WWW technology, has created a single global business
world which exists within the network of computers around the world (IWS,
1997). This type of business setting is better known as Electi-onic Commerce
(EC). The term EC was first coined by IBM in 1977 to describe this new
environment ol'business settini-,and was defiried as:

11
a secure,

flexible

and iniegraled

approach

j() (jelivel-ijig
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and reach
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traditional

technology
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of how
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digital form and the agent completesthe transaction in a digital form while the
processof exchanginggoodsis also in the electronic medium. A good exampleof
is
is
bought
EC
transaction
through the Internet. After the payment
an
when music
is made by the user using a credit card, the buyer then will be given permission
from the companyto download the song that has been bought onto the computer
via the Internet. If the company sends a CD for example to the buyer using a
courier service like Federal Express,the transaction is a partial EC transaction.
The traditional transaction, on the other hand, does not involve any electronic
element.For example,a CD is bought from a shop and paid for by cash.Research,
especially in the areasof economics,marketing, customer behavior, technology
and any other areasrelated to EC have been carried out by many researchers.EC
will continue to grow especiallynow that customersare embracingEC more than
from
benefits
Businesses
the
to
realize and achieve real
ever.
are starting
implementation of the Internet in their businesses.As Internet development is
continuously being expandedand improved, so is the support system for Internet
facilities. This has further propelled and improved the infrastructure for EC for it
to be fully exploredby EC applications(O'Connor and Galvin, 1998).
1.2.1.

Benefits of Electronic Commerce Adoption

One of the major areasin the businessvalue chain relation framework that EC has
an impact on is the intermediary area. EC is able to connect the businessand
customer directly by playing or functioning as the middleman's role or
intermediaries.Eliminating or minimising the role of the intermediarieswill cut
the total costs of bringing the product to the customer (Gritzalis and Gritzalis,
2001). However, not all industries can afford to eliminate the role of
intermediaries,the automobile industry being an example.It is almost impossible
for the automobile manufacturer to deal directly with customers in the whole
value chain process, especially in the after sales service support value chain.
However, intermediaries in the service industry or book industry can anticipate
that EC could be a threat to their continued existence in the value chain
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framework. Their major justification for their existenceis basedon collection and
disbursementof information to their clients which can be easily taken over by any
dot.corn company. Dot.corn companiessuch as Amazon can create some impact
on the role of bookstoresin the book value chain framework. However, further
in
intermediation,
disintermediation
this
that
the
area
suggest
process
of
studies
in
be
traditional
to
a stronger-player a
and reintermediationwill make a
mediator
long run by adding more value in the value chain framework (Chircu and
Kauffman, 2000).

There are many reasonswhy businessorganizationsare interestedto exploit the
advancementof the Internet and WWW technology.WWW is capableof creating
a single market that can be participated by those who have access to the
technology. It is not an understatementto claim that web-based commercial
efforts are more efficient and effective than traditional channels(Hoffman et aL,
1995).Basedon Potter (1994), web-basedmarketing effort producesten times the
sales of products with only a tenth of the advertising budget and can save up to
one fourth of the direct marketing costs compared to the traditional channel
(Verity and Hof, 1994). Marketing is not the only area that organizations can
benefit from the usageof the Internet. Productivity saving such as online orders
which lead to the reduction of processingcost and better inventory management
be
business
benefits
by
that
are other
could enjoyed
organizationsthrough the use
of the Internet (Hoffman et aL, 1995).
Quite often, convenienceand time saving are frequently cited by customersas
their motivation for carrying online transactions(Ranganathanand Ganapathy,
2002). In addition to the different 'pull-factors' to Internet usage,consumersare
getting greater accessto dynamic information and helpful tools to window-shop
for better decision-makingfor each stageof the transactioncycle. The WWW is
capableof interconnectingvast information in different sites, analyze and control
specialized data that can help customers to make a fair product and price
comparison, and this will help to expedite decision to purchase or to reject a
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particular project (Wallace, 1995). Such opportunity gives more satisfactory
results to consumers'shoppingexperience.According to Gupta (1995), gathering
information for making better purchaseas describedin consumerbuying behavior
is the most preferredactivity on the web. Personaldirect marketing is easierto do
on the web compared to traditional channels through the availability of
hyperlinked environments.The feature such as "consumer who bought this book
also bought" or "related product" available at Amazon creates more effective
personal direct marketing. The WWW is also capable of providing a higher
chance of finding 'hard to find' products due to the width and depth of
interconnectionfrom one site to another(Wallace, 1995).
In addition, the consumercan use severaltools to help them do their shopping in
the EC world. For example, a recommendation system as described in the
previous paragraphcan alert the consumerabout other related products that he
might need to buy with his current shopping list. Meanwhile, a search engine
allows the consumerto expandand explore his choicesof product while shopping
online. In EC world, evaluation of alternative products can also be done by
shopping tools. Single attribute evaluationssuch as price can be very easy to do
and is being offered by many EC agents such as AllBookStore.corn
(http://www. allbookstores.comý.
1.2.2.

Barriers to Electronic Commerce Adoption

Although some researchshows that EC has managedto find a place for itself
among its multi usersin the society,there are many obstaclesthat hinder EC from
achieving its full'potential. Han and Noh (2000) found that severalcritical failure
factors of EC need to be addressedseriously by the EC industry to ensure its
usagewill continue to grow. Among the primary findings are the dissatisfactionof
customers on the unstable EC system; low level of personal data security;
inconvenientsystemand disappointingpurchaseor final (or done)transactions.

8

Basically, EC still encountersfundamental problems to prove that it can be a
profitable business venture (Hoffman et aL, 1995). In general, the root of the
is
problem the market environment whereby it is difficult to identify potential
market size (Donaton, 1995). When the number of potential consumerscannot be
identified accurately, the business has difficulties to strategize its business
investment.This is due to the fact that the returns from the investmentcannot be
calculated correctly (Markus, 1987). There seems to be a mismatch between
theory and practice. The theory of one global market that is createdand claimed
by the Internet is not well supported in reality. The current segmentedmarket
based on country borders or economic agreementsareas is still influencing or
hampering the implementation of EC activities. The issues of protecting local
market, legality or incompatible local laws as well as taxation issuescreatemany
problems for EC implementation. There are many other things that need to be
done in the areasof law and regulations pertaining to EC. The law of the land
which is basedon country or economic cooperationareasis currently still being
applied. Some of theselaws and regulationsvary and are incompatible with each
other within this new global market.
In addition, the problem can also be attributed to several factors causedby both
sides,the businessorganizationand the consumers.The businessorganizationstill
lacks a businessmodel to emulate, lacks stability on the technology applications
adopted, no assuranceon the guaranteedreturn and lacks protective laws as a
guideline for implementing EC applications. According to the Institute of
Information Technology Application (IITA, 1994) security matters in the area of
transmitting financial as well as personal information affects the tendency to
participate in EC.
In some countries, consumersare having problems with Internet accessibility
(Gupta, 95) due to the technology availability or cost factors. In addition, lack of
experience as well as other psychological barriers such as ease of use and
perceivedrisk also contribute to the problem of successfulEC implementation.As
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behavior model which is the level of information search or browsing and price
comparisonor selectionactivities (Booker, 1995; Wintrob, 1995). EC will have a
into
be
turn
to
the
purchases.
chance
very successfulwhen
main activities
1.2.3.

Current Status of Electronic Commerce

Since EC has its own strengthsand weaknesses,the question of what constitutes
the real performance of EC is very difficult to answer. Two different pictures
basedon two different views mergeto describethe performanceof EC in the past.
As suggestedby Werthner (2001), the performance of EC companiesbased on
their stock market value and the value of real sales through EC medium as
surnmarisedin Figure 1.2.

Expectation
Stock market
perspective
--Rbalistic

perspective
based on EC
values

ECtoday?

transacted
Time
Peakof inflated
exocctation

Through of
disillusionment

Slope of
Platcau-of
enli2htenment oroductivitv

Figure 1.2: Stock market vs. real world? (Werthner,2001)
Basedon the stock market value, EC has reachedits peak in the year 2002 when
the price of dot.com companies' stock dropped drastically followed by the crash
of many of them (described as the peak of inflated expectation). However, as
Figure 1.2 shows, if the evaluation is basedon the real value of EC transactions,
then EC is still in the early stages of success.The statistics show that the
increasing rate of actual EC value transactedis in single digit but continues to
grow from one year to another. The evaluation basedon stock market has been
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inflated based on technological anticipation and expectation if not hype in the
its
The
the
that
paradigm and consumer
change
society
will
expectation
past.
behavior in conducting business activity through EC is at its peak. The hype
do
and
all of their shopping through the
using
computers
where people will start
Internet is unlikely to be the reality in the near future. Even though the hype is not
When
but
is
EC
the
persistently.
progressingslowly
acceptanceof
as expected,
the investors are able to value the dot.corn companiesbased on more realistic
EC
data
based
through
channels,
made
on actual sales
expectationsand actual
then both scenarioswill becomemore realistic. EC has gone through a lot more
developmentin terms of conceptual,technologicaland proceduralaspectsin order
to continue its steadygrowth.
1.2.4.

Brief Profile of Potential Electronic Commerce Customers

Understanding the profile of Internet users is the first step to understand the
following
have
EC
In
the
EC
patrons
consumers. general,
overall potential of
1999);
(i)
1994;
GVUC,
Direct
they are early adoptersof
(O&M
characteristics
(ii)
be
bit
they are also willing
tend
to
technologies
adventurous;
more
a
and
new
to take risks and are more computer literate. In addition, they have the
The
WWW
tenth
to
the
technology.
user survey
skills
related
accessibility and
done by Graphics Visualization and Usability Center shows several important
findings (Kehoen et. al., 1999).The averageage of WWW usersis 37.6 with 87.8
% of the total respondentshaving at least college education.They earn on average
between USD 50,000 to USD 60,000. From this survey which was mainly
answered by Americans, Europeansand Canadians,the most cited reasonsfor
information
time,
availability
of
and no sales
online shopping are convenience,
pressure.Among other information that are important to them are information
related to price comparisonprocessand product availability. However, problems
related to failure to find the product that they are looking for, problems related to
websites and speedsof accessibility are cited most frequently as 'dissatisfactory
experience' that they encounterwhen using Internet and EC. Evidently, factors
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relatedto users' skill influence such experience.Undoubtedly,frequent and expert
usersare able to find what they searchfor, and only half of the unskilled or novice
userswere successfulin finding their productsor interestonline.
Among the different barriers to successful EC acceptance,trust has been
identified as one of the major hindrances that need to be addressedcarefully.
Without trust, EC developmentwill have less impact and may not be sustainable
in the future (Araujo and Araujo, 2003).
1.3. Internet, Electronic Commerce and Trust
Internet technology has openedthe world into a single market. The networks and
technologiesavailable on the market have offered connectionsto almost all parts
of the world. When this technology is exploited by the society, it will create an
enormous amount of opportunities to everybody. The business community is
among the first to take advantage of these opportunities through the
implementation of EC. Businessesare no longer constrainedby physical factors
since they can reachtheir consumersaroundthe world with a their presenceon the
Internet world through their digital store. With a relatively low cost for entrance
and maintenance, rapid and easy existence, the 'digital store' has attracted
different kinds of businessorganizationsand individuals into the virtual world of
EC. However, this mass participation in non-physical existence has created
challengingtrust problems.As statedby Ratnasingham(1998, p 316),
"The question of trust may be more important in
virtual world than it is in the real world. This is
becausethe parties to the transaction are not in the
same place, and therefore cannot depend on things
like physical proximity, handshakesand body signal. "
This view is supportedby Mang (2001) who states"the size and the anonymity of
the Internet make it more difficult for the parties entering into the transactionto
judge the trustworthinessof his or her counterpart".Therefore,it is very important
for consumersto put their trust on merchantsand vice versa. When both
parties
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Without the establishmentof trust between EC participants, this newly created
businesssetting is bound to fail in the future since the successof EC is partly
dependenton "whether consumerstrust sellers and products they cannot see or
touch and electronic systems with which they have no previous experience"
(Matthew and Turban, 2001).
1.4. Background of Trust in Electronic Commerce and Problem Definition
Business-to-consurner (132C) EC on the Internet has revolutionised the purchase

to
by
the
access
clock
round
consumers
giving
services
and
of products
be
has
EC
B2C
However,
to
associatedwith a
shown
also
worldwide providers.
Such
by
its
hindering
factors
customers.
private
adoption and usage
myriad of
factors include concernsregarding security and privacy (Adams and Sasse,2001;
Malhotra, Kim and Agarwal, 2004), the unfamiliarity of some online services
(Riegelsbergerand Sasse,2001), lack of direct interaction with products(Matthew
1998)
(Ratnasingham,
2005),
Salam.
2001;
Turban,
and
salespeople
et aL
and
fellow shoppersand the generally low credibility of online information (Araujo
issues",
defined
"trust
factors
These
2003).
Araujo,
as
as
collectively
were
and
they refer to a purchase decision customers have to make in a situation of
uncertainty and risk.
Trust is a fundamentalelementin a businessrelationship regardlessof its method
2001).
In
2000;
Papadopoulou
Lee,
the current
interaction
(Cheung
et
aL,
and
of
businesssetting, trust is mainly createdthrough the exchangeof acceptedlegal
financial instruments such as money that is guaranteedby the government or
financial
institutions
backed
by
instruments,
debt
which
are
credit cards and other
(Macfarlane et aL, 2004). Since EC exists in a virtual marketplace, it requires
different kinds of environmentthat inculcate and furnishe trust building compared
to the traditional physical environment. The difficulty to prove someone's
physical presence and establish a direct relationship between the two parties
involved in the transactioncausesthis difference to exist (Matthew and Turban,
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2001). The inability of the participants to use physical gestures such as body
language,eye contact and personalproximity to evaluatetrustworthinessof each
other makes the problem of establishingtrust between them in the cyber world
even more difficult compared to the brick and mortar world (Ratnasingham,
1998&1998b;Papadopoulouet.al. 2001).
The concept of trust has become a major consideration behind the design,
evaluation and use of EC websites (Corbitt et al, 2003; Cazier ct a], 2006; Koo,
2006). Consumers arc facing trust issues as early as the browsing stage. Araujo
and Arujo (2003) classified these trust issues in term of technology (security,
privacy and integrity) and business transaction (misuse of personal information
and incorrect fulfillment

of transaction). Meanwhile, Riegelsberger and Sasse

(2001) looked at the risk issues from two sources. The first source is originated
from the Internet itself such as (a) whether card data get intercepted; (b) whether
the data are transmitted correctly; and (c) their own interaction with the system.
The second source is from the absence of physical existence of online merchants
which includes (a) whether the personal details supplied by consumer will be
deliver
(b)
the
the
to
online
merchants
will
actually
whether
passed other parties;
product or service as promised. Other researchers such as Caeparu et al (2002)
conclude those elements of risk perceived by consumer are associated with (a)
business practice: to what extent will the online merchants follow

on their

promises in term of product, services and guarantees; (b) information protection:
will

private information

will

be protected and used as intended only; (c)

transaction integrity: will the transaction be processed accurately and securely?

Egger (2000) believes that the factors that can influence the creation of trust can
be grouped into four categories. (a) Pre interaction: based on the company's
brand and previous consumerexperience
the
reputation,the strength
of
company's
0
interacting with the company; (b) Interface properties: basedon the usability and
the structure of the merchants' websites; (c) Information content: based on the
information provided on the websites about products and services, company
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history, values and commitment, and privacy statement; and (d) Relationship
management:based on the communication and interaction facilities with the
organisation.
In addition, the low barrier level for both parties to enter and leave the digital
involved
has
level
the
two
the
to
market space
prompted
parties assess
of risk
before trusting each other in an EC transaction (Gary and Debreceny, 1998;
Klang, 2001). Since consumersare the oneswho usually initiate EC transactions,
trust creation from consumer to merchant or merchant trust is very important
(Kasiran and Meziane, 2002). A closer look at an EC transactioncycle showsthat
consumersare in a disadvantagedposition, especially if the product is a nondigital and non-serviceproduct. Consumersare expectedto fulfill their obligation
first by committing their financial and information resourcesbefore merchantsare
half
by
As
to
their
of
obligation.
shown
recent
survey,
nearly
able proceed with
the consumersexpressfears about Internet security which relate to the financial
future.
2004).
doing
(Centre
Digital
transaction
online
of
while
risk
Therefore, the requirement for establishing merchant trust is a very important
factor in an EC market place setting (AICPA 1997; Daignault et aL, 2002;
Hoffman et aL, 1999; Urban et aL, 2000). Ranganathanand Ganapathy(2002)
reported in their study that providing alternative payment methods for online
transactions can increase trust. In addition to security, misuse of personal
information is another serious concern of online consumers(Anderson, 2000;
Ranganathanand Ganapathy,2002). In the survey conductedby the Web Trends
on the reasonswhy shoppersabandontheir carts, 35% gave 'the site requestedtoo
much information' as a reason(Thomson,2004). This is well justified as 72% of
the sites surveyedby Anderson collected personal information but only 51% had
their privacy policy published on their websites. From this 51%, only 28% of
them have notified users about the information they collected.
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Reputationsystemshave also beenidentified as an important method for fostering
trust among strangers in EC environments. A reputation system gathers,
distributes,and aggregatefeedbackabout online merchants'behaviour.Resnick et
decisions
believe
help
(2000)
that
these
make
about
al
mechanismscan
people
who to trust and provide incentives for honest behaviour. In addition. interface
design
behaviour
have
been
found
be
influencial
to
user
web
and usability
very
on
and trust towards EC websites(Bassoet a], 2001; Ricgclsbergerand Sassc,2001;
Ilu et al, 2004). Web retailers use eye-catchinggraphics not only to grab user's
attention but also to convey competenceor professionalism.Meanwhile, caseof
navigation is also important if not crucial for initial trust development.flu et at
(2004) have also stressedthe importance of cultural aspects in designing the
websites.They should be very sensitiveto the cultural aspectsespecially towards
the main targeted market of the websites. Different cultures may respond
differently towards any picture or sign available on merchants'websites.
When shoppingonline, consumerssearchfor information on risk and benefit and
decision.
Although
to
there are several
them
a
each
other
reach
against
weight
has
been
limited
EC,
carried out on the subject
only
research
researchstudies on
of information requirement for merchant trust in 132C segment. For example
I

Cheskin Research and Studio Archtype (1999); Cheskin Research (2000);
Mahadevanand Venkatesh(2000); Noteberg (1999) and Noteberg. el aL (2000)
have looked at the issue of qj'iliation. Meanwhile other researcherssuch as
Adams and Sasse (2001); Cheskin Research and Studio Archetype (1999);
Hoffman et al (1999); Kim and Aganval (2004); Nakra (2001); OECD (2000)
have looked at the issue of payinent inethoeland privacy and Lohse and Spiller
(1999) on the issueof the websileitself
For this thesis, the study is adopted.from several models of trust relationship
available in the literature such as Cheskin Researchand Studio Archetype/Sapient
(1999); Lewicki wid BLinker(1996); Mattliew and Turban (2001); Mayer et aL
(1995); Shapiro et aL (1992) and Tan and Thoen (2000). Shapiro et aL. (19921)
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be
based
trust
to
trust,
types
that
three
considered:
calculated
of
need
suggested
stable knovi,ledge-basedtrust and stable identification based-trust. Lewicki and
Bunker (1996) expand the previous work by looking at the developmentof trust
from one type to another.Meanwhile other models Suchas Cheskin Researchand
Studio Archctype/Sapient (1999) have approached trust from the consumer
buying behavior point of view. Tan and Thoen (2000) proposeda generic model
of trust requirement in Internet transactions, and they identified two trust
determinants: trust in other parly and trust in elecIronic mechanism. Finally.
Mayer et aL. (1995) and Matthew and Turban (2001) gave more specific
requirementsfor trust creation especially in B2B segment.Both of them agreed
that benevolence,ability and integrity are key requirements for creating trust
towardsthe other party involved in EC trust relationship.
Eventhough,the closestresearchdomain that is available on the subject matter is
in
Business-tointer-organisation
between
trust
organisations
cooperating
about
Business (13213)segment,this trust relationship is different in terms of level of
level
frame
to
that
trust
time
of
needs
exist
and
relationship
of
cooperation,
involvement when comparedto merchanttrust in 132Csegment.Merchant trust in
132Csegmentneedsto be createdas quickly as possible,at least whilst consumers
are window-shopping on the merchants'websites(Bassoet. al, 2001). In general,
consumers are still facing problems in creating sufficient trust in their minds
towards the merchantsto facilitate EC transactionsdue to the nature of spacein
which an EC transaction is done, i. e. in the cyber world (Ranganathanand
Ganapathy,2002). Since websitesare the main meetingpoint, the information that
can lead to the establishmentof trust from consumersto merchants (merchant
trust) needsto be generatedwhile consumersare still online (Salam et. al, 2005).
Therefore, a merchant trust information framework can help parties involved in
EC website developmentto deliver information which can help to instill merchant
trust among customers. If not, consumerswill move to other sites, which can
establishthis elementof trust or revert to traditional transactionalchannelsif this
problem is not addressedcorrectly. In addition, EC setting is an information-based
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environment.Therefore, it is important to understandthe information requirement
(Lee et al., 2000; Ranganathanand Ganapathy,2002) for solving the merchant
trust problem in the B2C segment.
For this thesis,the literature review will be usedto identify the main variablesthat
increase
to
trust towards online merchant especially those
proved
are shown and
which can reduce the element of risk. A prototype system for information
extraction and retrieval is then developedand tested in a real EC environment. A
model is then suggestedto evaluate the trust of the websites based on these
variables and the users' view on the relevanceand importance of thesevariables.
The objectivesof the current researchare describedin the next section.
1.5. Research Objectives

The overall objectivesof this researchare:
*

to develop and evaluatea merchanttrust framework that can be used as a
guideline by EC web developersto understandthe information required to
create merchant trust needed by consumers while they are shopping
online. From this objective, the thesis will address the formation of
merchant trust information framework based on factors such as ability,
benevolence and integrity taken from organisational trust theory. In
addition existence factor will also be included in the framework. The
proposed merchant trust information model will be evaluated at
perceptionlevel as well as in a real shoppingenvironment.

9 to show the required factors for merchant trust framework, which
consumerscan also use as a guidelinesto evaluatecyber merchants.When
the proposed merchant trust framework is developed and tested, then it
can be used by consumersto evaluate the level of trustworthiness of
online merchant based on the information provided on the merchants'
websites.
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*

to create a prototype system which can assistsconsumersin finding the
information relatedto the merchanttrust framework on the websitc. Based
on the proposed framework, consumers are expected to find certain
information in order to create a trust relationship with online merchants.
In order to ease this process a prototype is also developed to assist
consumersin finding the information.

1.6. Research Question

Basedon the problem definition and researchobjectivesdescribedabove,the
researchquestiondevelopedfor this study is as follows:
"What is the information that needs to be included in the lnerchant
websiteill order to create merchant trust while consuntersare online
doing their window-shoppingoil a particular merchant ivebsite?"

1.7. Research Hypotheses

After the above researchquestion has been identified, four constructshave been
be
important
in creating merchanttrust framework and being
to
established
very
usedas a basisfor hypothesesin this thesis.The hypothesesare as listed below:
Hypotheses I (Pl): Information about existence is important in
creatinga senseof merchanttrust in businessto consumersegment.
Hypotheses 2 (P2): Information about affiliation is important in
crcating a sensc of merchant trust in business to consumer segnicnt.

iii. Hypotheses3 (P3): Information about policy is important in creatinga
senseof merchanttrust in businessto consumersegment.
iv. Hypotheses 4 (1'4): Information about fulfillment is important in
creatinga senseof merchanttrust in businessto consumersegment.
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1.8. Research Scope

Trust in EC constitutesa bigger picture than the main topic of this researchwhich
is merchanttrust. Therefore, it is important to note that this thesis doesnot intend
to solve the entire trust problem in the EC setting. To clarify the scope of this
be
in
in
detail,
this
title
terms
will
used
research
several
research
greater
elaboratedupon in order to remain within the confines of the research scope.
Terms usedin this thesis such as information requirement,merchanttrust, EC and
B2C segmentwill be further elaboratedfor a better understandingof the scopeof
this research.
1.8.1.

Information Requirement

EC websites can be describedas a collection of files and links stored at one or
more locations or servers. These files contain information that will form a
business
in
1997).
(Hoffman
Novak,
the
of
a
and
storefront
virtual environment
They are usually linked together in such a way that it can be accessedin a logical
manner for easy and efficient navigation. The information can be about the
business itself, the product/service that is being offered and other related
information to the business.The main emphasisin this thesis is to shedsomelight
on the information that needsto be available on merchants' websites in order to
createtrust from the consumerpoint of view. In this thesis, this information will
be referred to as information requirements for creating merchant trust from
consumerstowards online merchants.Therefore, information that is relevant to
this research is the information about the merchants that can lead to the
establishmentof trust from consumerto online merchants.This information must
be available on the website and in a form that can be easily understood by
consumers.In addition; it must also be available in the public domain from the
merchantwebsite and be easily accessibleand in text form.
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1.8.2.

Merchant Trust

EC transactionsare usually initiated by consumers.Consumersare connectedto a
businesswebsite through a direct link typed by the consumer or as a result of
fink
look
from
A
through
at the
websites.
closer
other
activities
or
an
active
search
EC transactioncycle shows that consumersare at a disadvantageespecially if the
is
in
Consumers
involved
product.
are
or
a
non-service
non-digital nature
product
expected to fulfill their' obligations first by committing their financial and
information resourcesin the transactionbefore the merchantsare able to proceed
first
before
Therefore,
to
trust
the
their
consumers
need
merchants
obligation.
with
they can releasetheir personaland financial resourcesto the merchants.This form
of trust from consumersto merchantsis referred to as merchant trust in this
thesis. Another term that has similar meaning to merchant trust is merchant
trustworthiness. The trust intended in this researchis a one-way trust, which is
from consumerto merchantand not the other way around. This scenarioneedsto
be acknowledged since trust requirement from business to consumer involves
different factors that may not be included in this thesis. In addition, a basic
indicates
trust
that trust is generally a one-way relationship
property of
(McCullagh, 1998). When consumersare able to trust the merchant, it does not
mean that the merchant can trust the consumer automatically. But rather, the
fundamentaltrust that this thesis is concernedabout is the consumers' ability to
trust the EC 'system' as a medium to help them make the decision on whether to
buy or not to buy the merchandiseoffered or being sold by the merchantthrough
their websites.
1.8.3.

Electronic Commerce

A simple but descriptive illustration about EC is any business activity or
transaction that is done electronically (www.texas.one.org). Although, EC is a
relatively new terminology, the activity related to the term based on the above
definition has been around for a long time. Business organisations have been
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using electronic networks such as facsimiles to transfer businessdocumentsfrom
one location to anotherlocation acrossthe world in a few seconds.In addition, the
banking industry has been utilising electronic networks as the backboneof their
Automatic Teller Machine from the time when the machine was a strategic
business asset until it has become an essential technological tool available to
consumers. However, people did not pay close attention to the use of this
introduction
the
electronic network until
of the WWW technology. However, in
this research, the definition will only include business transactions through
electronic network- using Internet via personal computers. Other electronic
networks such as mobile telephone,is not included since it has limited processing
browsing
activity due to the speed,cost and display capability. Transactions
and
that are relevant in this researchare only those, which involve non-service and
non-digital products since such transactionscannot be completedinstantaneously.
Consumershave to commit their resourcesfirst before the merchantscan start to
processtheir orders.
1.8.4.

Businessto Customer Electronic Commerce

Based on the available literature (Chaffey, 2004; Jackson,Harris and Eckersley,
2003; Turban, et al., 2004), EC can usually be divided into three segments;
business to business (M),
business to consumer (B2Q and consumer to
consumer(C2Q segments.In the 13213
segment,the transactionis mainly between
two businessorganizations that have special businessrelationship like supplier
relationship, vendor relationship or partner relationship. They are usually
connected to each other through dedicated systems such as Electronic Data
Interchange (EDI). In the C2C segment,the transactionis mainly betweenad hoc
sellers to the consumerthrough an open network via a unique system such as an
auction system. In this segment,the expectationof sellers and buyers is only on
that particular transaction. The last segment, which is directly related to this
research,is the 132Csegment,where the transaction is mainly between business
organizations and consumers through open networks via a digital storefront
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consumers web merchants
offered by businessorganizationsdirectly to consumers.
1.9. Thesis Organisation

In order to answerthe researchquestion with the above objectives and hyothesis,
this thesishas beenorganisedin the following chapters:
1.9.1.

Chapter 1: Introduction and Motivation

This thesis starts with the identification of the main researchquestion with some
discussion on the background of EC and the motivation for addressing this
discussion
identification
This
led
to
the
then
question.
research
of the research
finally
the main researchquestion is presented.To ensurethe scope
and
problem
is
the
research achievableand can be understood,a brief discussionof several
of
information
such
as
requirement,merchanttrust, 132C segmentand EC
concepts
concludedthis chapter.
1.9.2.

Chapter 2: Literature

Review

Once the research question has been identified, the researcher studied and
analyzedall previous researchrelated to the main topic of this thesis. The initial
searchdomain was not only on trust in EC but also included several other areas
such as computer science, marketing, management, sociology, psychology,
organizational behavior and human resource management. This multi-cross
domain search was important since trust is by its nature multi-faceted. The
establishment of trust in EC, for example will be influenced physiologically,
technologically, environmentallyas well as socially.
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There were severalstrategiesthat were usedby the researcherin making a search
on literature that has been published. A key word searchusing the term "trust"
was carried out to establish the trail and the WWW was the main source of
information that lead then to the identification of the main literature from books,
journals and academicconferences.The databasesof well known publishers such
as Elsevier and Springer,IEEE Explore, ACM and other databaseswere also used
to search for journals and conferencesspecialized in EC. Then, by using a web
searchpattern whereby one article will lead to another article, the researcherwas
confident that the literature review hasreacheda satisfactorylevel.
1.9.3.

Chapter 3: Conceptual Model Development

After completing the literature review, a process of carrying out the wholeresearch was developed. However before, this process can be formulated, a
based
be
this
thesis
which
model,
conceptual
will
on, will be discussedfirst based
on severaltheoreticalperspectives.The foundation of the proposedmodel is based
on an economic perspectivei. e. the rationality of choice between trust and risk.
Then the model started to take shape after the model was combined with
consumer buying behavior process. In order to complete the model, trust
development in EC transaction perspective was included in the model. Several
other perspectiveswere also included in the model developmentprocesssuch as
technological and social factors. When the conceptual model started to
materialize, the researcher needed to develop the overall research design by
considering the conceptualmodel and the overall objectives of the research.The
overall researchdesign was divided into three stages.The first stageconcernsthe
developmentof the initial conceptualmodel as describedin chapter 3. This was
followed by the developmentof tools for retrieving relevant parts of websitesthat
contained information required in the conceptual model. The third stage was to
test the tools on real EC websiteswhile consumersshoppedonline.
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As indicated in the limitations section, the trust problem in the EC domain
in
has
larger
the
than
the
constitutesa
problem
researcher
addressed this
part of
research. Therefore, the researcher believes that developing the information
framework, followed by tools which can retrieve the required information
specified in the model and testedthe systemon the real EC environmentcan help
reduce the effects of other factors in addressingtrust problems in EC. Since the
overall researchstrategy is divided into three different phases,there were three
different methodologiesadoptedto collect the data required to achieve the goals
of eachphase.
In the first phase, an initial information framework was proposed. The data
required in the first phasewas collected through the use of questionnaires.At the
same time, a prototype was developed to facilitate the process of information
extraction and retrieval and the data required for this phasewas collected through
a manual walkthrough approach.Finally, the proposedframework was validated
with the prototype developedthrough a lab experimentapproach.In this stage,the
respondents were asked to visit selected websites, and use the prototype
developed in order to find the information required by the proposed framework
and evaluate the importance of the information for creating initial trust towards
online merchants.
1.9.4.

Chapter 4: Result

After all steps have been taken to carry out the whole research process, this
chapter will present the raw result from the three phases of research. First,
demography information will be presented for each phase. Then, it will be
followed by the result of regressionand correlation analysisfor the first phaseand
report on establishing rules for second phase and end with an analysis of the
results for the third phase.
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1.9.5.

Chapter 5: Discussions and Conclusions

In this chapter, the overall findings of the thesis are being presented. The
discussion on the findings is the continuation of the previous chapter where all
results are being presented.The discussionstartedwith compatibility analysis of
two different respondentsin phase one and phase three. Then the discussion is
being continued using the data collected in phase one and phase three. These
groups of data contributed greatly in answeringthe main researchquestion of this
thesis. The data from the first phase was analyzed using statistical methods.
Regressionand correlation was usedto interpret the meaningof the data.This was
followed by the descriptive analysis of data from the third phase. The chapter
continues with the evaluation of the prototype. The evaluation was basedon the
precision level of the tools in performing its extraction and retrieval tasks based
on fifty selectedEC websites.
In addition, there are also somediscussionon the contribution of this thesis on the
theoretical and practical aspectsand endedwith somerecommendationsas well as
possiblefuture research.
1.10. Chapter Summary

This chapter puts forward the overall foundation and purpose as well as the
organization of this thesis. First, a brief introduction on problems related to this
is
forward
by the researcher,followed by the backgroundof trust and
research put
problem definition. Then, the chapter continues with the research objectives,
researchquestionand researchscope.The overall structureof the thesis is given at
the end of this chapter. The next chapter explores the background and literature
review and details of problem definition of the thesis.
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Chapter 2

Literature review
The previous chapter has laid out the overall foundation and the purpose of this
thesis.In this chapter,the discussionsrelatedto areassuch as Internet and EC and
their relationship to the thesis will be carried out particularly the discussion on
trust in generaland trust in EC in particular.
2.1. Introduction to Trust
The main conceptexaminedin this thesis is consumertrust, as it encapsulatesthe
notions of uncertainty, vulnerability and risk and the characteristics of
transactionalrelationships.Trust is defined as a type of belief superior to faith and
inferior to confidence (Arion et aL, 1984). The Faith-Trust-Confidence
defined
by
(1984),
Arion
refers to the amount of available
as
et
al
continuum,
knowledge and cues on which to base one's belief. Thus, trust acts as a mental
helps
based
incomplete
information
that
reduce complexity to
on
mechanism,
allow for decision making under uncertainty (Luhmann, 1988; Kahneman et al,
1982).
Trust is seenas a highly valuable element of businessrelationships,as it fosters
risk taking in economic transactions(Luhmann, 1988). There are two types of
trust, the initial trust and trust basedon experience.Initial trust, refers to a new
the trustworthinessof a merchant
situation where a prospectivecustomerassesses
based on third-party information and surface cues. Trust based on direct
experience,presupposesan initial transaction, followed by an evaluation of the
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outcome. As such, it affects the long-term orientation of the relationship. In this
thesis,the stresswill be on designingfor initial trust.
Trust is a very complex subject and has many different facets.It is very important
to understand trust as seen from different domains such as organization
development,team development,marketing, human relationship and many other
has
beentaken to understandthe role of trust and how it can be
Much
areas.
effort
developed to strengthen relationships between two entities. With the growing
knowledge of trust in EC, trust has beenidentified as one of the important aspects
that influence the proliferation of this new businesschannel (Papadopoulouet al.
2001; Quelch and Klein, 1996). Most of the work that has been carried out
emphasizesthe conceptual model of trust formation without going to actual
information requirement that forms this conceptualmodel. With the objective of
identifying what the information framework requires in creating the merchant
trust in EC, this chapter identifies the literature that can provide important
backgroundto help completethis thesis.
2.1.1.

Derinition of Trust

Trust is a very complicated conceptto define since almost every discipline has its
own definition and concept (Castelfranchi and Pedone, 2003). In order to
understandthe term better, the discussionstarts from the basic definitions offered
by oxford dictionaries. According to thesedictionaries, trust can be in the form of
a noun, which means:
1. firm belief in the reliability, truth, ability or strength of
someone or something (The New Oxford Dictionary of
English, 1998),
2. the belief or willingness to believethat one can rely on the
goodness,strength, ability etc of somebodyor something
(Oxford Advanced Learner's Dictionary of Current
English, 1995),
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Based on these two definitions, severalbasic properties of trust can be extracted.
First, trust is a relationship between two parties, the trustee and trustor. Trust
relationship can exist not only towards another human being but also towards
other objects or even conceptslike the organization.The basic essenceof trust is
the strong belief that may already exists in the trustee towards the element that
needs to be trusted. However, trust can also be based on some calculated risk
element where the trustee must be willing to believe the other parties in the
relationship. This conclusion is supportedby Konrad et aL (1999). They defined
trust as part of taking risks or acceptanceof uncertainties to believe that
something will happen as he expected. Trust is presentedwhen an individual
believes that something will happen and as it should happen without complete
knowledge and complete understanding of the situation. In other words, he
ignorance
accepts
realizesand
on the matter. In contrary, trust is not presentwhen
the individual is very certain or sure that something is going to happenbasedon
his knowledge and rational consideration. In addition, trust is also not present
is
the
person unaware of his ignorance. With this kind of understanding,
when
trust and risk can be said to be closely linked to eachother.
Based on the above definitions, researchersand practitioners have been looking
into the conceptclosely and define it accordingto the context being studied.In the
business
domain,
trust is "the confidence that participants in commerce
general
have on the business activities involved (transactions and other exchangesof
information, goods, and services) which will be protected and conducted as
intended" (Steinauer et al., 2000) and can be measuredbased on reliability and
predictability (Keen, et al. 2000).
Meanwhile one of the most cited definitions of trust in the areaof EC is:
"the willingness of a party to be vulnerable to the action
of the other party basedon the expectationthat the other
party will perform a particular action important to the
trustor, irrespective of the ability to monitor or control
that other party" (Mayer et al., 1995).
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In this thesis,the definition of trust is more similar to the abovedefinition with the
exception of acknowledging the importance of control factors which will have a
direct impact on trust level required in the relationship. Based on the definition
above, in EC, the trust relationship is basedon the "willingness" which will place
the consumer in total control of committing to any trust relationship in the EC
setting. However, once the consumer is willing to commit himself in a trust
relationship, then he is willing "to be vulnerable to the action of other party" and
take the risks involved in the trust relationship. For example, trust in EC is not
only important when there is a transactioninvolved, but it is also important when
consumersare merely browsing on the merchants' web sites. The consumer is
willing to be vulnerable by allowing any form of cookies to monitor his shopping
behavior. The willingness of the consumer to take considerable risk and be
vulnerable is usually basedon the assumptionthat the merchant will "perform a
important
to the trustor". In the caseof the above example, the
action
particular
consumer believes that the merchant will use any information collected as
described in the privacy policy and protect the information from internal and
externalmisuse.
Most of the definitions cited aboveacknowledgesomelevel of risk involved in the
placement of trust. However, the main componentsthat arc being put forward
within the meaning of trust such as willingness, expectation, uncertainty,
confidence, reliability and predictability are very subjective and difficult to
measure,which makesstudying the subjectof trust a very challengingtask.
2.1.2.

Properties of Trust

Understandingbasic properties of trust and their effect on certain environmentsis
important in order to understandhow trust is formulated. The first property of
trust is that it is not "associative" (McCullagh, 1998). If A can place his trust in B,
it does not mean that B is automatically able to trust A. Based on this property,
trust is a one-way relationship and eachparty involved needsto establishits own
trust factors in order to createa trusting-environmenttowards it. In this research,
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the identification of merchant trust framework may serve the purpose of
establishingtrust from the consumer'spoint of view towards merchantsonly. A
different framework may be required for establishing trust from merchants to
consumers.This is becausewithin such a relationship, it does not necessitate
equal trust of both parties. In particular if consumersare able to trust merchants,it
doesnot guaranteethat merchantswill automaticallytrust consumers.
Second,as suggestedin the beginning of this chapter, the placement of trust is
closely related with the element of risk (Konrad et al., 2000; Mayer et al., 1995).
The relationship between these two elements can be summarized as a positive
correlation (Tan and Thoen, 2000), the higher the risk, the higher the level of trust
is neededin order to make the trust relationship works. Therefore, trust creation
can be enhancedby giving more control to the trustor (Tan and Thoen, 2000) as
he can reduce the element of risk. In return, this will reduce the level of trust
required within the relationship and give more chanceto the trust relationship to
work.
In another study by Cheskin/StudioArchetype (1999), the developmentof trust is
said to be a function of time and is built basedon experience.Within a business
initial
is
trust
context, an
createdbasedon external factors such as the strengthof
a particular brand of product or recommendation from colleagues, friends or
family members.Naturally, if the initial trust warrants a purchaseof the product,
this will allow the customer to personally experiencethe tangible or intangible
product purchased.Consequently,the foundation of trust startsto changefrom the
external factors to inside information such as own experiencewith the product or
merchandise.Logically, if the customeris happy with what he has purchased,he
will be convinced and this will further enhancehis trust relationship with the
merchant.
In summation, this property of trust is also elicited by McCullagh, (1998) who
suggeststhat the development of trust usually starts by recommendedtrust to
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direct trust. Recommendedtrust is a relationship betweentwo parties who rely on
the other parties' recommendationto develop the relationship. Meanwhile, direct
trust is a trust relationship between two parties and the relationship is basedon
their experiencesin dealing with each other in the past. McCullagh, (1998) also
suggeststhat trust is not generally transitive but can be conditionally transitive
particularly during the early stageof trust relations development.
2.1.3.

The Importance of Trust in Business.

Trust is a fundamental element in business transactions (Kini and Choobineh,
1998; Jarvenpaaet al., 2000). Regardlessof its method of interaction which can
range from person to person, via mail, telephoneor an electronic device, trust is
an important ingredient to ascertainbusinesssuccess.In current businesssettings,
the basic level of trust can be created through the exchange of acceptedlegal
financial instruments such as money that is guaranteedby the government or
credit cards and other debt instrumentsbackedby financial institutions. Business
long
by
take
through
the
trust
place
also
of
strong
a
can
establishment
created
term relationship established between two parties. Their engagement in the
businesstransactionis basedon the knowledgeand trust developedover time. The
nature of businessresulting from this type of trust can be very unique and special
such as providing loan without interest (further illustration on trust developmentis
discussedat a later stage).
EC is a faceless business arrangement.Most of the time, consumers are not
dealing directly with a salespersonbut always depend on flat presentation of
digital storefront to act on the merchant's behalf (Culnan and Armstrong, 1997).
In order for a facelessbusinessarrangementto work, both parties involved should
have good relationship between them. In order for a relafionship to work for a
long time, it must be accompaniedby trust (Cheskin Research,2000). Without the
elementof trust within the EC context of business,such businessactivity is bound
to fail. The need for trust from online consumersin the virtual businessworld has
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been stressed by Better Business Bureau's testimony in the House of
Representativeswhich stated:

0

"becausethe online environmentexposesconsumer[s]
to the threat of possible inappropriate opportunistic
behavior, online vendors such as masqueraders,
misuse and unauthorized distribution of personal
information and evencard creditftaud " (Cole 1998).
Trust becomes more important when risk is involved (Kee and Knox, 1970).
Establishing trust then is establishingthe acceptancesof risk. Since EC is made
possible by Internet technology development, then creating trust in EC is a
processof taking risks in believing that the Internet technology is able to function
as expectedfor the purposeof EC transactions.In addition, creating trust in EC is
also accepting the risk that everybody involved in this faceless business
environmentwill perform his duties as expected.
In essence,the importanceof trust was well summarizedby Gefen (2000) as:
"The downstreamof trust, in general, are a willingness to
engagewith a trustedparty in situation where the trusting
party inay be vulnerable (Blau, 1964; Luhnian, 1979). This
is also true in the case of businessinteraction where trust
deterinines the nature of the business interaction and
whether a business interaction will even occour
(Fukuyania, 1995). It is also a significant factor leading to
actual and to anticipate purchases (Donney & Connan,
1997), and creates the kind of atinosphera where people
are more willing to provide sensitive information
(Rainaswani et al., 1997). And trust increases the
commitment of the involved companies to the business
relationship betweenthem,resulting in increaseinteraction
between the companies and increase profits (Kumar,
1996)."

In general, all products have four stages of usage levels in the society;
dependence,reliance, confidenceand trust (McCullagh, 1998). The highest level
of usageis when the society is dependanton that product. For example,in modem
society, electricity and automation are considered to be at a level where the
society has high dependenceon thoseproducts in their everydaylife. The reliance
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2.1.4.

Trust relationship model

Whatever the definition is, trust will always be very important and become the
foundation of EC acceptancein the future (Kini and Choobineh, 1998). Basedon
Cavalli (1995), businesstrust relationship can be modeled basically as shown in
Figure 2.1 and Figure 2.2.

Figure 2.1: The traditional trust relationshil) model (Cavili, 1995).
Based on Figure 2.1, trust within a traditional commerceenvironment is created
betweenparties directly involved in the transaction.The creation of direct trust is
interaction
is
in
Olson,
(Olson
the
and
method
since
of
a
physical
world
possible
2000). Physical existencewhile doing transaction and satisfied experiencesand
expectation on the transaction and product purchased can be verified
instantaneously.The ability of consumersto verify the perceivedvalues of goods
before completing the transactionand the ability of sellersto confirm the value of
instrument used by consumersin the transactioncreatea transparentexchangeof
trust which formed the prerequisite for trust to initiate within the customer34

merchant relationship. Based on this trust relationship model, completing a
transactioncan be done easily. As long as the perceivedvalue of the product and
the instrument used as an exchangeof the product meet both parties expectation,
this transaction can be used as a referencefor future transactions.This is what
creates'customer loyalty' towards a particular brand, product or company.
Since trust on the buyers' side towards the seller is one of the pull-factor for
transaction, the burden of trust creation in traditional commerce is on the
merchants' shoulders. The merchants have to be creative in promoting trust
toward their businesses,products or services.Policies such as product warranty,
money back guaranteed,no hasslereturn policy and low prices are examples of
how sellers project their image as trustworthy business entities for buyers to
complete their transactions (Consumer Protection Working Group, 1999). By
having thesepolicies, merchantsare minimizing the element of risk on the users'
side and put themselvesas a party who will bear the loss if consumersdecide to
cancelthe transaction.Such policies also position the image of merchantempathy
in the transaction process. In addition, sellers are also giving more control to
buyers to ensure the output of the transaction is as expected through certain
advertisedpolicy such as money back guarantee.By having more control on the
transaction, buyers will perceive lower risk, which in turn can increase the
perceivedtrust towards sellers(Tan and Thoen, 2000).
It is also important to note that trust elementscreated in the above environment
will deteriorate if the value expected from the transaction does not exist as
expectedor as iterated by the policies provided by the sellerswhich fail to protect
the consumers' interests.A broken relationship may exist as illustrated in Figure
2.1 due to the breach of trust between the involved parties (consumer/customermerchants).The needto bring anotherparty into the trust relation is unavoidable.
The involvement of lawyers by signing contracts or agreementscan re-establish
the broken chain. The existenceof contractsor agreementshas shifted the direct
relationship of trust to intermediary relationship. In addition the creation of laws
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and regulations from government can also create intermediary trust relationship.
The basis of trust with the presence of law and regulations is built and developed
with the assumption that any party who fails to fulfill the duties or expectations
advertised within the contract can and will face the penalties provided by legal
and regulatory framework (Turban et. al, 2000).

While traditional commerce provides the physical world as the meeting place
betweenparties involved in the transaction,EC has createda different world for
them. In EC setting, businessactivities have been moved into the cyber world
which is made possible by telecommunicationtechnologiesand the development
of the Internet. The network has createdthe meansfor anybody to contact and be
able to be contactedby others without knowing each other. When this situation is
business
to
the
entity, the creation of virtual market is inevitable and the
extended
parties involved have to deal with a different type of trust element.

ME

TrustedNetwork Infrastructure
[EýD

[ýE

[EýD

Figure 2.2: The new trust relationship model (Cavili, 1995).
The network has created a space for businessesto put their products in the
cyberspaceand consumerscan reach the product virtually by using the same
network. The network has created another layer of trust relationship when the
involved parties believe that the network is capableof delivering what they expect
to get. Basedon Figure 2.2, direct trust relationship betweenbuyer and seller is no
longer important in EC since trust from both parties toward the network
infrastructure is enough to bind them in a transactional relationship. Advanced
technology development,standardprotocol and acceptancesecurity practice have
madethe network as a broker for the developmentof trust in EC.
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However, researchindicates that the requirement for the network to be able to
accommodateexisting trust factor within the physical world is still important and
relevant in the transactional relationship of EC. In reality, the creation of an
additional layer in the trust relationship model also posesan additional constraint
on trust relationship within the model. Other researcherslike Konrad et aL (1999)
believe that creating trust in EC is Partly dependenton the 'hard-technology',
which has been the major researchand development focus of Information and
Communication Technology (ICT) industry. The socio-technicalaspectssuch as
greaterunderstandingof the users,businesspractices and related institutions will
for
in
better
foundations
EC.
the
trust
creating
complete
picture and create
overall
A model put forward by Matthew and Turban (2001) and shown in Figure 2.3,
acknowledgesnot only the importanceof network technology (Salam et al., 2005)
but also other factors such as merchant and third party certification factors.
Meanwhile, Cheung,Lee and Matthew (2000) recognizethe legal framework role
in creating a trusted environmentin EC. They also recognizethe role of individual
trust propensity in determining the level of trust required before someoneis ready
to commit in a trust relationship. This trust propensity is influenced by individual
personality traits, culture and experience(Jarvenpaaet al., 2000).
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Figure 2.3: A trust model for consumerInternet shopping(Matthew and
Turban, 2001).
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The most related factor to this thesis is the trust toward merchants, which is
referred to as merchanttrust in this thesis. The initial model of merchanttrust is
adaptedfrom Mayer, Davis and Schoorman(1995) and shown in Figure 2.4. The
adoption is based on the argument that in EC, consumersplace their trust on
business organizations to fulfill the obligations stated in their transaction trust
relationship.
Factorsof Perceived
Trustworthiness

PerceivedRisk
31ý

"Tru-stor's
Abi lit y
Trust

ýRiskTaýking

Islup

0

............................
-* -r
Propensity

Figure2.4:An integrative model of organizationaltrust (Mayer, Davis
and Schoorman,1995).
Therefore, it is important for consumersto have confidence that the business
organization is capable of fulfilling the obligation, benevolence in their
have
and
very strong integrity not to take opportunistic action in the
relationship
transactionrelationship (Ratnasingham,2000).
Trust Development Stage
A trust relationship between two parties usually needs clues to be established
especially between two strangers. Physical appearance or surrounding
help
can
environment
establish these clues and use them to evaluate the other
party. After theseclues have beengathered,they start to strategizethe next course
of action. If the clues gatheredpoint towards a positive step for trust relationship,
then this experiencewill be usedas a basisto further this relationship. However, if
the clues points towards a negative impression, then they tend to look for more
clues or start to abundantthe possibility of establishing a trust relationship. In
other words, the first impression can be a determinant factor for establishing a
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trust relationship betweentwo partieswhich have no prior experiencedealing with
cach othcr.
In the cyber world where information exchangeis the main method of establishing
clues especially with a new trust relationship partner, correct and sufficient
information will be very important as suggestedin this thesis. When they have
enough experiencein dealing with each other and accumulate enough building
blocks for trust relationship, the role of the surrounding clues will become less
important. This trust relationship, if nurtured and maintained, will take thesetwo
partiesto different levels of trust.
A more concrete argument of this topic has been put forward by several
researcherswho describe how trust relationship develops from one stage to
another.In the domain of negotiation where trust relationship is one of the critical
factors for a successfulnegotiationprocess.Shapiroet al. (1992) arguethat a trust
into
following
the
three stages (1) Stable
can
evolve
relationship
Trust (Some Relationship), (2) Stable KnowledgeDeterrence/Calculated-Based
BasedTrust (Many Relationships)and (3) Stable Identification-BasedTrust (Few
Relationships).The relationship of thesethree stagesand the function of previous
described
in Figure 2.5. The samemodel was refined by
experience/timeare well
Lewicki and Bunker (1996) and shown in Figure 2.6 where the transition of stages
is further illustrated.

Level of Trust (1,2,3)
(3) StableIdentification-BasedTrust (Few Relationships)

(2) Stable Knowledge-BasedTrust (Many Relationships)
1//

(1) StableDeterrence/Calculated-Based
Trust (SomeRelationship)

Figure 2.5: Trust development(Shapiro et al. 1992).
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identification-based trust relationship.

Figure 2.6: Progressionof trust development(Lewicki and Bunker, 1996).
2.1.5.1.

Stage 1: Stable Deterrence/Calculated-Based Trust

According to Shapiro et al. (1992) a strong trust relationship betweentwo parties
is basedon their experiencein dealing with each other. At the beginning of the
relationship where the experiencefactor is still missing, both parties tend to use
two major approachesto evaluate the potential relationship; deterrence-based
approach,both
approach and calculated-basedapproach. In the deterrence-based
deterrence
depend
factors
by
law,
losing
on
as
penalty
good
such
parties
in
created
a community or possible exclusion from certain
will/image already
associationsif they fail in performing their duties related to the relationship; while
in calculated-basedapproach,both parties evaluatethe benefits and risk factors of
being involved in the intended trust relationship. If the calculated gain is greater
than the calculated risk, than the intended relationship will be pursued by both
parties. This condition is further describedby the model put forward by Tan and
Thoen (2000) as shown in Figure 2.7.
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Figure 2.7: Generictrust model in EC (Tan and Thoen, 2001).
The decision either to proceedor to withdraw from a trust relationship dependson
the trustor's transactiontrust or the stateof trust that the individual has in order to
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2.1.5.2.

Stage 2: Stable Knowledge-Based Trust

As shown in Figure 2.6, several experiencesin trust relationship between two
parties will provide some cumulative knowledge about the other party
involvement in the relationship.Both partieswill rely on this knowledge for future
both
If
relationships.
parties play their role and function well as expected, this
accumulated knowledge and experience will be very positive for future
relationships.The level of risk in dealing with that particular party will decrease
and the role of the trust control mechanismwill becomeless important. However,
if one of the player or party fails to perform, then the accumulatedknowledge will
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bring about failure. Future relationshipswill be viewed as more risky than the first
one where experienceis still an absentvariable.
2.1.5.3.

Stage 3: Stable Identification-Based

Trust

Stable identification based trust as indicated in Figures 2.6 and 2.7 is a special
kind of trust relationship. This trust relationship is developedbasedon the special
identification where both parties belong together such as membership in certain
trade organisation. Stable identification trust relationship requires only few
previous successfulrelationships to be formed and the most important element is
the existence of identification variable between these two parties. Within this
stageof trust relationship, greaterweight is placed on maintaining the existenceof
identification to eachother than taking opportunistic action for short-termbenefits
out of a particular trust relationship (Ratnasingham,2000). Meanwhile, within the
EC domain, a stageof trust is developedfrom the un-trusted feelings. The model
developed by Cheskin and Studio (1999) suggeststhat the consumer behavior
approachin marketing can be used as a basis to describe the different levels of
trust involved in EC transaction. As proposed by their model, trust in real EC
starts with a stage deemedas an un-Irusted stage. At this stage, consumersare
using the Internet to browse and search information on various products or
merchantsfor the purposeto compareproduct pricing before making any decision
to purchase.
The consumerbuilds trust when he moves to the next stageof consumerbuying
behavior where he starts considering, validating and accessing certain EC
websites for the product desired for. Finally when the consumer is able to
establishtrust, then he will commit himself to the trust transactionby registering
and confirming the commitment by purchasingthe product from the EC merchant.
When the consumerhas passedthis first purchasethreshold, then he will repeat
the same processagain for another potential EC transaction in the future. After
severalsuccessfulEC transactionshave been committed, then the consumerstarts
confirming his trust to this digital medium. These series of successful EC
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transactions will maintain the trust relationship towards FC transactions and
crcatc what is known as a habit thrcshold.
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Figure 2.8: Trust developnicnt I'Ordigital transaction. (Cheskill Research
and Studio Archetypc/Saplent. 1999)
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have produced a solid building block of trust for future relationship and sales.
However, the businessworld is more complicated than what has been described.
Fulfilling expectationsfor every transaction is almost impossible. For example,
from the seller's point of view, accepting credit card or cheque will carry some
in
financial
instruments
different
levels
different
trust
types
of
carry
of
risk since
the businessworld. Credit card may carry a greater level of trust compared to
cheques.Even though, credit card also carry certain level of risk but the validity
by
instantly
be
to
the
the
made
compared
card payment can
check
payment
of
cheque.
Meanwhile in the virtual world, creating trust via storefront image is not an easy
task to achieve.The clement of transperencein transactionis not present(Gefcn,
2002). The transaction is basedon a series of conditional promises followed by
the actual action from the participants to complete the transaction.This situation
causesparticipantsto be exposedto more risks than in traditional transaction.The
inability to examine the product involved in the EC transaction, for example,
exposes consumers to a risk related to failure of meeting initial product
is
(Salarn
2005).
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transactionwith the seller, he not only placeshis trust on the product, but also on
the seller. Quite often, as customers,he believes that the seller will not take any
advantage over the transaction carried out. The consumer expects to get the
in
correct product terms of quantity and quality. Consumersalso place their trust
on the laws and policies to protect their rights as consumers.
Another sourceof trust that is important to be included in an EC transactionis the
trust towards the technology used in the system. Starting from computer and
communication technologies to specific EC enabling technologies such as
security, authentication, digital

payment and public key infrastructure
technologies,thesecan be usedto gain better trust towards EC implementation in
general.
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2.2.

Electronic Commerce and Risk Factor

Risk can closely be relatedto the requirementof trust (McAllister, 1995; Sorensen
and Perlusz, 2001) in business transactionsparticularly in an EC environment
(McKnight et aL, 2000). In general,there are many consumerswho still consider
EC to be riskier than the traditional brick-and-mortar channel (Noteberg et aL,
2001). Transactionon non-digital products requires consumersto commit to the
trust relation first, which puts them in a more risky position compared to
merchants who can accept or refuse the proposed transaction. In addition, the
feel,
inspect
"real
in
touch
the
the
to
the
thing"
to
ability
and
see
absenceof
order
product involved in the transactionmakes internet transactionto be perceived as
more risky than traditional business transactions (Jarvenpaaet al., 1999). The
feeling of losing control over personal and financial information that is
transmittedthrough the Internet while doing the transactionalso contributesto the
increaseof risk factors within an EC transaction.
2.2.1.

Types of Risk in Electronic Commerce

There are three major types of risk that consumershave to face in EC. Theseare
product risk (Murry, 1991), technologyrisk (Su and Manchala, 1997) and vendor
risk (Anderson and Weitz 1992; Jarvenpaaet al., 2000). Product risk is the risk
that is associatedwith the products being bought through the Internet (Sorensen
and Perlusz, 2001). The most common risk that is associatedwith product risk is
related to financial loss, performancerisk and time/conveniencelost. Technology
risk is the risk related to the Internet technology as a medium of EC transaction.
Issueslike security (Kalakota and Whinston, 1996), reliability and authentication
have been major concerns for continuous improvement in Internet technology
development.

Meanwhile, vendor risk is the risk related to the other party involved in the
transaction.Concernabout legitimacy of vendor behind the websites(Kasiran and
Meziane, 2003), capability of vendor to fulfill

the promise made in the
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transaction, vendor's honesty (Jarvenpaa et al., 2000) and unfair transaction
policies make EC vendors more risky than traditional brick-and-mortar vendors.
In addition, a new risk that is specifically a major concern in EC is identity risk
(Cheskin Research,2000). This risk involves the misuse of personal information
by individuals or organizations. Despite vendor opportunistic behavior to make
easy profit on the personal data collected (AICPA 1998; Hoffman et al., 1999;
Wang and Wang 1998), most consumersare more concernedabout the identity
risk causedby hackers who are able to hack into EC merchants' databasesand
steal important personaland financial information (Cheskin Research,2000).
2.2.2.

Risk Minimizing Mechanism

Knowing the threat of risk in promoting trust in EC transactions, several
mechanisms have been developed using different approachesto minimize its
effects. Mang (2001) identified three approachesof minimizing risks involved in
EC transactions.Theseare social, legal and technology approaches.On the social
for
long-term
future
the
role
of
reputation
and
approach,
relationship has lowered
the risk of opportunistic behavior in the transactionalrelationship (Ratnasingham,
2000, Resnick et.al, 2000). On the social context, reputation is built based on
previous behavior of each member especially in the area of trust in question. In
other words, the behavior that is relatedto businesstransactionwill form a strong
reputation about the businessconduct on that particular member. Any member of
the society who wants to build a good reputation needs to act consistently as
expected by the society. Well developed reputation will be maintained by
honoring all promisesmade in the society which will lower the risk involved in a
transactionwith this specific memberof society. When the conceptof maintaining
reputation is extendedto everyone in the society, it can be used to minimize the
effect of risk in dealing with the society.
Another mechanismof minimizing risk is through the implementationof laws. As
mentioned by Mang (2001), laws can be a deterrent agent as well as a
compensationagent. The law should provide a meansto punish those who fail to
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fulfill their duties as promised in the transactional relationship. The punishment
provided by the law must be severeenoughto ensureit will be a deterrentto those
it
law
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effectively,
who violate
contract.
must be used as the last meansto solve any problem in transactionalrelationship
since the law can be an "aggressive,expensiveand a non productive alternative"
(Klang, 2001. In addition, the law must also be able to serve as a compensation
agent. While deterrencewill punish the parties who fail to fulfill their role as
stated in their transactional contract, compensationagent will ensure the party
who suffers in the contract will get compensationon the lossesincurred.
The third meansof minimizing risk is through developmentof technology in the
be
that
area
can rectified and solved through technology advancement.Since EC
is driven by the Internet, communication and computer technology, development
have
three
these
areas
may
an effect of enhancingthe EC process.Technology
on
such as public key application is very important to reduce the risk disclaimer
betweenthe parties involved in the transaction.The inclusion of digital signature
important
document
between
in
involved
the
the
on every
exchanged
parties
transactioncan verify the originality of the document.Advancementof encryption
technology can ensurethe movementof information especiallyrelatedto financial
or personalinformation is safefrom being hackedand stolen.
2.3. Trust in Electronic Commerce
Generally, researchabout trust in EC still has a lot of gapsthat needto be filled.
Not much literature is available becauseresearchin this area is scarceand only
startedgetting some attention in recent years. In addition, the main domain itself,
EC, only startedto receive significant attention in the late 1980's after the cyber
market started to take off in the United Statesand Europe. With a very broad
scope and uncoordinatedresearchactivity, researchabout trust in EC has taken
several directions. Some of them are technological based where research and
developmentfor enabling technologiesfor EC are being developed,and some of
them are social based where the studies are looking at the interaction between
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humanswith the EC application and its effect on the society as a whole. Some of
them are looking at the factors that can contribute towards trust building and
othersare looking at the consequencesof trust relationship.
In addition, there are also researcherswho look into very specific areasof trust in
EC such as affiliation (Cheskin Researchand Studio Archtype, 1999; Cheskin
Research2000; Mahadevanand Venkatesh,2000 Noteberg, 1999 and Noteberg,
et al., 2000) paymentmethod, privacy (Adams and Sasse,2001; Cheskin Research
and Studio Archetype, 1999; Hoffman et al., 1999; Kim and Agarwal, 2004;
Nakra, 2001; OECD, 2000; Ranganathan,Malhotra and Zimmerman, 2000) and
the websiteitself (Lohse and Spiller, 1999).
For this thesis, the study designed was adopted from several models of trust
relationship available in the literature that have been proposed by other
i.
researchers e. Cheskin Researchand Studio Archetype/Sapient(1999); Lewicki
and Bunker (1996); Matthew and Turban (2001); Mayer et al. (1995); Shapiro et
(1992)
Tan
Thoen
Shapiro
(2000).
and
and
et al., (1992) suggestedthat there
al.
are generally three types of trust: calculated based trust, stable knowledge-based
trust and stable identification based-trust.Lewicki and Bunker (1996) extended
the work of Shapiroet al., (1992) by looking at the developmentof trust from one
type to another.While thesetwo models are for understandingtrust in general,the
others are closely related to EC. For example, Cheskin Research and Studio
Archetype/Sapient (1999) had developed a model of trust development in EC
from the consumer buying behavior point of view. Tan and Thoen (2000)
proposed a generic model of trust requirement in Internet transaction, and he
identified two trust determinants: trust in other party and trust in electronic
niechanisni. Finally, Mayer et al., 1995 and Matthew and Turban (2001) gave
more specific requirements for trust creation. Both of them agreed that
benevolence,ability and integrity are key requirementsfor creating trust towards
the other party involved in EC trust relationship.
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2.4. Research Gap
Severalmodels of trust relationship were mentioned in the earlier section of this
chapter.The Model proposedby Matthew and Turban (2001) suggestedthat trust
in
EC transaction can come from several sources such as
requirement
trustworthinessof the Internet merchant, trustworthinessof the Internet medium
and contextualfactors. Meanwhile, Tan and Thoen (2001) also proposeda generic
trust model in EC where trusting the other party (Internet merchant) is one of the
main componentsin the model. In order to trust Internet merchants,consumers
will look to these three contributing factors, ability, benevolenceand integrity
(Mayer et aL, 1995). These three factors have been cited frequently in the
literature related to trust in EC and can be safely said as acceptedframework for
trust creation towards Internet merchants from consumers' point of view
(Brockner et. aL, 1997;Ratnasingam,2005).
However, the existence of Internet merchants in the cyber world is based on
images createdon the websites. The interaction between Internet merchantsand
consumerswill mainly be basedon these images.The consumerwill browse the
websitesand find information that can establishthe factors which can project the
trustworthinessof the Internet merchants.Therefore,this thesis tries to extend the
existing knowledge by identifying the information that can establish the
trustworthinessimage of Internet merchantsfocusing mainly on the three factors,
i. e. ability, benevolenceand integrity. In addition, the existence factor is also
important since the parties involved in this trust relationship only exist virtually in
the cyber world (Jarvenpaaet aL, 2000)
2.5. Contributions of the Research
As the businesssetting of EC is in the cyber world, this researchwill contribute
significantly towards helping consumersto establishtrust towards merchants.The
framework produced by this researchcan play an important role on EC website
developmentas it summarizesthe required information neededon thesewebsites.
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In addition, the framework can also be used by consumersas a guide to evaluate
the trustworthinessof cyber merchants.
The output of the secondphasehas a direct implication on the practical domain.
The prototype createdin this researchshould be able to function in the real world.
The prototype should be able to navigate the consumer to find the required
information. The consumershould be able to find information that can establish
trustworthinessof the cyber merchanteasily.
2.6.

Chapter Summary

This chapter lays out the contextual backgroundbasedon the literature review of
the main subject of this thesis, i. e. trust. Due to the nature of the subject which is
very abstract with different interpretations in different areas, the definition
adopted in this thesis is that given by Mayer, et aL, (1995). This definition has
been cited frequently in many articles related to trust in EC. In an attempt to
understandthe subjectbetter, severalcharacteristicsand sourcesof trust were also
included along with the important role that the subject plays in EC transactionin
this chapter. This thesis also acknowledgesseveral trust relationship models and
developmentstagemodels that have beenput forward by other researchers.Since
trust requirementis basedon the assumptionof risk, then this subjectalso receives
special attention in this thesis. Discussionon the existing mechanismon how risk
can be minimized is also included in this chapter. Finally, the researchgap is
presentedbefore the contributions of the researchare identified. The next chapter
looks at the researchmethodologyof this thesis.
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Chapter 3
Conceptual Model Development

The two previous chapterspresentedthe purpose of this thesis and the literature
review on the main researchquestion. In this chapter, discussionon the research
methodology will be carried out in detail. This chapter will first discuss the
developmentof the conceptualmodel up to the formulation of hypothesesand this
is followed by the overall researchdesign and researchstrategy which identifies
the ways of gatheringdata and conductingthis research.
3.1. Conceptual Model of the Research
Researchabout trust relationship is studied from different angles and in various
fields (Lee and Turban, 2001; Shaw et aL, 1997). Since not much researchhas
beencarried out about trust in the virtual world, most of the models usedare taken
from the real world. Even though, some differences are expected,the physical
world has provided a good starting point in order to understand problems
occurring in the digital world. There are several domains of studies that are
relevant to this thesis. The foundation of the proposed model is based on the
economic perspectiveof rationality of choice betweentrust and taking risks. The
decision either to trust or not to trust will dependon overall return from the trust
relationship. The understandingthe risk that consumershave to take when dealing
with EC merchantscan be basedon the organisationaltrust view point. After the
risk involved has been recognised,the general constructsfor the framework can
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be identified. Based on these constructs,researchhypothesesare formulated and
at the end of this chapterresearchdesign and researchstrategieswill be discussed

in detail.
3.1.1.

To Trust or Not to Trust?

The decision to trust or not to trust EC as a shopping medium is up to the
consumers' evaluation. Their evaluation can be based on many factors. One of
them is the economic factor Le in terms of pricing, convenienceand selection. If
the economic gain is greater than the risk involved, than the transaction is
reasonablyviable. As presentedin the previous chapter, Tan and Thoen (2000)
suggestedthat if the calculated gain is greater than the calculated risk, then the
intended transaction has its own merits to be pursued. A similar point is also
forwarded by Ang, Dubelaar and Lee(2001). They suggestedthat the following
equationcan be usedto evaluatethe viability of being involved in EC transaction:
GbýPbLb

Gb is the gain in entering the EC transaction, Pb is the risk that the consumer takes
for trusting the EC merchants and Lb is the loss the consumer has to bear when the
transaction

does not produce the expected results. Consumers

usually

proceed

with the transaction if the potential gain is greater than the potential loss and will
be indifferent

if both values are equal. However,

some transactions

be
may

entered not based on economic reasons but on other reasons especially for "hard
to find" items or "urgently

3.1.2.

required"

items.

The Foundation of the Theoretical Framework.

The basic theoretical framework in this research is based on the relationship
between trust, risk and control. According to Mayer et aL, (1995), one of the
important aspectsabout trust in EC that needsto be addressedis its association
with the element of risk. As being describedin section 2.1.2, the higher the risk
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involved in the relationship,the higher the level of trust that is neededto establish
the relationship.
However, the risk factor involved can be moderatedby giving more control to the
trustors. By having more control, the trustors will have more confidence that the
outcomeof the trust relationship will be as intended.Therefore, trust creation can
be enhancedby giving more control to the trustor (Tan and Thoen, 2000) as this
can reducethe perceived risk, which in turn will reducethe level of trust needed
in the relationship. Based on these relationships, the basic development of the
conceptualmodel can be surnmarisedas in Figure 3.1.
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Figure 3.1: Basic theoretical framework

However, the purposeof this thesis is to addresstrust creation betweenconsumers
and merchantsin EC transactionrelationships.Therefore, the basic model to be
used in this thesis should reflect this purpose. The updated basic theoretical
framework is shown in Figure 3.2.
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Figure 3.2: Updatedbasic theoretical framework
Based on this framework, there are three components which are important in
developingour theoretical framework. First, are the factors that can contribute to
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the creation of merchant trust. Second,understandingthe risks involved in EC
transactionand third, how control can be used to reduce the element of risk and
increasethe senseof trust in EC transactions.
3.1.3.

Risk to trust EC Merchant

In EC, especially132Csegment,a basic assumptionis that an individual consumer
is buying products or servicesfrom businessorganisations.From the consumers'
point of view, they are dealing with organisationsrather than a specific person.
Based on this assumption, understanding merchant trust can be from the
organisationaltrust domain point of view. One of the organisationaltrust model
that is referred to by many researchersin the EC domain is proposedby Mayer et
aL, (1995) and shown in Figure 2.4. In this model, there are three important
factors that can be usedto develop trustworthinessimage of organisations;ability,
benevolence and integrity. Ability refers to "group of skills, competencies,
characteristics"which are relevant to the specific areawhere the trust relationship
will be based.Meanwhile, benevolencerefers to the belief that the trusteehas the
intention to "do good" towards the trustor and the last factor is integrity which
refers to the ability of the trusteeto follow a set of rules and regulationsthat binds
the trust relationship betweenthem.
Therefore,when consumersare engagedin transactionswith merchants,they take
the risk that the merchants are trustworthy organisations. They believe that
merchants will have the ability to fulfill the obligation in completing the
transaction.The merchantsare also expectedto always have good intention and
not to be opportunistic on the consumersand have strong integrity in following
the rules and regulationsthat bind the transaction.In addition, there is anotherrisk
that the consumertakes when dealing with virtual organisations.The fact that the
Internet is creating a virtual environment, dealing with organisationsthat exist
based on the websites will raise the question of real existence. Barriers for
entering and leaving EC environment are very low. Partieswith ill intention such
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as credit card fraud can createa very convincing website in order to collect credit
card numbersfor illegal purposes.
Minimizing the risk mentioned above will be very important to ensure that
consumerswill continue using EC as their shopping channel in the future. As
suggestedin the basic framework, providing more control towards the outcome of
trust relationship will reducethe perceivedrisk. Since EC is an information based
environment, then information that can give more control on risk minimizing
processneedsto be identified. Information such as privacy policy can be used by
consumers to evaluate how far they can control the data that they give to
merchants(Malhotra et aL, 2004; Prema,2001). In addition, consumerscan also
use the information on the merchantreturn policy to evaluatethe extent of control
that they have in getting the right product at the end of the transaction cycle.
Meanwhile, information such as telephone numbers, which can give control to
consumers to verify the existence of the merchant using other channels of
communication, will be important in this thesis. In the following sections, we
describethe proposedgeneralconstructfor merchanttrust framework.
3.1.4.

The Proposed General Constructs for the Merchant Trust

Framework
After the relationship between trust, risk and control has been identified, the
theoretical framework was expandedto include factors that can affect merchant
trust in this research.In general,the merchanttrust framework was basedon four
constructs,namely: existence,affiliation, policy and fulfillment.
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Figure 3.3: Proposedgeneralconstructsfor merchanttrust framework
3.1.4.1.

Existence

A trust relationship is a relationship betweentwo parties or more. Therefore, the
existenceof parties involved needsto be establishedfirst before the trust can be
developedbetween them (Jarvenpaaet aL, 2000). The concept of authentication
importance
in
the
of real existence
and non-repudiation system security reflect
factor in the real world (Fink, 2000, Gray and Debreceny, 1998; Ratnasingham,
1998).In the traditional commercetrust relationship,the questionof existencecan
be verified almost instantly when consumersgo to the merchant's store to do the
intended transactions. However, EC offers a different environment for the
consumer and merchant to do the transaction (Lohse and Spiller 1999).
Consumerscan from the comfort of their homesvisit merchantdigital storefronts
on the cyber world through their computers. Therefore, existence is a very
important construct in creating trust relationship in EC environment due to this
between
the
the two parties (Primoff, 1998).In the
of
space
unique nature
meeting
132Csegment,consumersare the initiators of a transaction; merchantsneed to
communicate and ensure that they really exist behind their websites. There are
several types of information that can be used to support existence construct in
merchant websites as well as providing assuranceand control to customers to
communicatewith the merchantwhen needed(Berst, 2000).
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According to Zimmerman (2000) and Ahuja (2000), providing information about
the companies on their websites can generate merchant trust by the existence
factor. Consumerscan generatebetter trust towards the merchant if they have
more information about the company. Physical information such as addresscan
communicatethe physical location of the company(Berst, 2000). By knowing the
address, the consumer has an alternative method of communicating with the
merchant.This alternative communicationpath is very important especially when
something goes wrong and communication between the consumerand merchant
needsto be more personaland detailed.
Another piece of information that needsto be included on merchants' websitesin
order to create a senseof existenceis the telephonenumber (Berst, 2000). Berst
did stress that if the consumer can't found these two information, they should
"click away" from the website. Telephonenumberscan provide a quick and easy
communication alternative between the two parties (Consumer Protection
Working Group, 1999). In addition, telephonecontact can give a senseof control
to the consumerto check instantly on the merchantsby calling them. As a result,
the consumer is not only able to verify the existenceof merchantsbut can also
have a sense of people existence behind their websites and the ability to
communicate with them. Consumerscan bring the relationship from the digital
world to the more familiar physical environment.
Another important information that needs to be included on the merchants'
websitesis the fax number.A fax number is important to transmit any paperwork
involved in the transaction especially when such requirement is needed.
Information about the company's physical existence such as address,telephone
and fax numbers can convey the messagethat the company is reachable from
outside the cyber world. In addition, the consumer is also able to find the
merchants through other means of communication other than the cyber world.
Indirectly, consumers are given more choices and control over establishing
communicationwith merchants.
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3.1.4.2.

Affiliation

A strong trust relationship can be established between two parties if it is
developedthrough direct experience.As statedin the Cheskin/Archtype research
is
(1999),
"trustworthiness
about experienceover time where the processof
report
creating trust between two parties is dynamic and continuous". A series of
successfultrust relationships will not only deepenthe relationship but it can also
be easily destroyedby one unsuccessfultrust relationship.
However, due to its rapid development where its future still depends on its
acceptanceby more new consumers, EC needs to strengthen its strategy on
building the initial trust betweenconsumersand merchants.The challengeis more
on creatingtrust from new consumerswho have no direct experiencedealing with
cyber merchantsthan from thosewho alreadyhad a lot of experiencein the digital
market space.Therefore, anothermethod of creating indirect merchanttrust such
as looking at other parties with whom merchantsare affiliated with is needed.
According to McCullagh (1998) trust can be in a form of direct trust or
recommendedtrust. 'Direct trust is the trust that originates from a trustee to a
trustor and basedon experiencethrough time, while recommendedtrust is created
basedon third party certification.
Several studies on third party certification have been conducted in the past by
several researchers such as Cheskin Research and Studio Archtype (1999),
Noteberg (1999), Cheskin Research(2000), Mahadevan and Venkatesh (2000)
and Noteberg, et aL, (2000). All of these researchesconcluded that third party
certification has someimpact on influencing consumersto proceedwith the digital
transaction. The influences of third party certification on creating trust toward
merchantshas become more significant especially to unknown merchantswhere
the perceived risk is higher than well-known merchants like Amazon.com
(Cheskin Researchand Studio Archtype/Sapient,1999; Noteberg et aL, 2000). In
addition, third party assurancescan also be very useful especially if they involve
endorsementon expertiseand skill.
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Among major servicesthat are offered by the third party assurancesare:
L verifying the legitimacy of the company(existence).
ii. ensuring certain standardof network security has been put in place by
the businessorganisation(performance).
iii. acting as protector to the consumerif something goes wrong with the
transaction(policy/procedure).
Third party certification providers can come from government or private
organizationsand offer a wide rangeof assurancessuch as quality assurance,code
of conduct, code of practice, rating service,privacy etc. (Prema,2001; Malhotra et
aL, 2004). Someof theseprovidcrsrequire a fee from merchantsfor the usageof
their assuranceseals in the merchant's website but some of them provide the
servicefree.
Web merchantscan also get third party certification by registering with certain
be
bodies
can
also
used to create
or organizations which
professional
recommendedtrust especially in areas where skill and expertise are important.
This transfer of trust works well in the same way as referral systems or
recommendationsystemswork. Consumersare willing to put certain level of trust
to unknown merchants in the digital world when they are referred to or
recommendedby a trusted website (Gefen,2002).
Meanwhile, Jarvenpaaet al., (1999), Resnick et al, (2000) pointed out that the
reputation of a merchant could be consideredas antecedenttowards establishing
trust environment towards the merchant. Reputation conveys some information
about the merchant's fulfillment as well as behaviour in the past. A positive
reputation can create basic building blocks of merchant trust and carry some
assumptionthat the merchantwill perform and behavein the samemanner in the
future.
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The establishment of reputation is generated from past consumer experience
which takes a long time to createand requirespersistentfulfillment. According to
Silverman "a satisfied customer is likely to tell approximately three*people,
whereas a dissatisfied customer is likely to tell approximately eleven people"
(2001, p 26). This notation should remind merchantsto protect and maintain any
good reputation they already possess.Since trust is hard to build and takes a long
time to establish, merchants who have good reputation should ensure that this
reputation is not tarnishedby their contradicting behavior (Jarvenpaaet al., 1999;
Resnick et al, 2000). Therefore,finding what other people say or the commentsof
the community about the company can stimulate merchanttrust relationship (Ba,
2001).

3.1.4.3.

Policy

Merchant policy is also important in creatingmerchanttrust in consumerssince it
sets the guidelines for methods and proceduresto run the business (Consumer
Protection Group, 1999). In addition, these policies can also show the empathy
factors of the merchantstowards consumers(Friedman et aL, 2000; Gefen, 2000).
Closer examinationon thesepolicies can show the extend of "the seller interest in
the buyer's welfare and motivation to seek a joint gain" (Sorensenand Perlusz,
2001 p. 115). In EC, policies such as privacy policy and return policy can help
consumers to evaluate the trustworthiness of a merchant as well as their
willingness to protect their customerbenefits.
As stated in many researches,one of the main factors that have hindered
consumersfrom being involved actively in the digital market place is related to
consumerprivacy (Cheskin Researchand Studio Archetype, 1999; Hoffman et aL,
1999; OECD, 2000; Zimmerman, 2000; Adams and Sasse,2001; Nakra, 2001;
Ranganathanand Ganapathy,2002; Malhotra et aL, 2004). Consumersare afraid
that their personal data will be sold to other parties or be used in marketing
databases.It is important for EC websites to specify their privacy policy or
privacy statement. Currently the availability of this policy in the website is
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basic kinds of protection that needto be there (Benassi, 1999). Severalguidelines
for privacy policy implementation created by OECD such as Guidelines for
Consumer Protection in the Context of EC, Guidelines on the Protection of
Privacy and Transborder Flows of Personal Data can be used as a basis for
creating this policy. OEDC has also produced software that can generateprivacy
policy statementscalled OEDC Privacy Guidelines(OEDC, 2000).
Return policy is very important since this can influence the level of risk involved
in the transaction.This policy can lower consumers'risk by giving more control
to the users towards the output of the transaction since they can return the
productswithout total loss if they are not satisfiedwith the quality of the product.
3.1.4.4.

Fulfillment

The ability to perform expectedtasks for other parties is a basic definition used
for trust relationship between two parties in this research. Therefore, it is
important for merchantwebsitesto communicatetheir ability to fulfill their duties
to complete the business cycle especially in payment, delivery and tracking
method to consumers (Cheskin Research and Studio Archtype/Sapient, 1999;
Gefen,2002).

Information about method of payment is important to create merchant trust.
Monetary relating transactions were found to be the most cited concern by
consumerwhile shoppingonline (Ranganathanand Ganapathy,2002). In most EC
transactions,merchantswill require consumersto make the payment in advance
for the cost of goods they ordered. Therefore, it is reasonablefor consumersto
prefer a method that will still allow them to have some kind of control on that
financial resource. Consumersshould be able to cancel or at least be protected
from unfulfilled transactions. Paying by cash is the least preferred since
consumerswill lose control over the money once it is transferred to merchants.
Paying by chequeor credit card can give some control and security to consumers
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since they still can cancel the payment (Morgan, 1999). In addition, some credit
card companiesalready make a pledge to waive their cardholders' responsibility
fraudulent
for
1999).
Internet
(Morgan,
transaction
to
a
certain
amount
up
Since the cyber world does not provide the means for transferring non-digital
goods instantaneously, cyber merchants need to provide consumers with
information about delivery methods. Since consumershave fulfilled or partially
fulfilled their duty by pay for the goodsinstantly when completing the transaction
by providing credit card details, for example, merchantsneed to tell consumers
how and when they will deliver the product. Therefore the consumercan decide
incur
insurance,
for
delivery
to
to
the
of the
example,
ensure
extra cost on
whether
product in good condition. Once the product has beenpaid for, the consumerwill
have a senseof ownership on the product. Giving the ability to track the delivery
of the product will allow consumersto follow the movement of their goods and
detectdelivery problems at an early stage.
Information Model Interaction
Based on the previous section, the interaction of the four constructs with the
information requirement for merchant websites towards creating merchant trust
in
following
be
Figure 3.4.
the
can surnmarisedas shown

Existence:
Addresses,
telephonenumber,fax
Alliliation:
Third party certification, customer

Policy:

ivacy policy, return policy
Fulfillment:
Paymentmethod, delivery method,
trackina method
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P2
MERCHANT
TRUST

P3
P4

Figure 3.4: Interaction of main constructswith information requirementtowards
the establishmentof merchanttrust.
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As a summary,the basic framework of this researchis basedon the interaction of
trust, risk and control (Fink, 2000). Trust relationship is usually committed when
the benefit gained is greaterthan the risk of loss. In organizational trust domain,
ability, benevolenceand integrity are three factors that can be used to evaluate
dealing
EC
Therefore,
trustworthiness.
consumers
when
are
with
organisational
integrity
benevolence
they
taking
on
merchants'
ability,
and
merchants,
are
risks
in completing the EC transactionand needinformation to evaluatethe risk related
to thesefactors. In addition, the cyber world has also imposedthe risk of existence
four
hypotheses
Based
(see Figure 3.4) were
this
the
consumer.
argument,
on
on
formulated for this research.This thesis looked closely on how information about
influence
fulfillment
can
creation of merchant
existence, affiliation, policy and
trust in EC. In order to achieve this, the next section will discuss the research
design.
3.2.

Research Design

The overall researchwas divided into three major phasesas describedin Figure
3.5. The first phasewas an exploratory researchin order to test the four general
constructs and their information requirement to support the merchant trust
framework at the theoretical level. Since EC is an intensive information
environment, the secondphasewas on developing a merchant trust information
for
four
the
major constructs and their
retrieval prototype system
retrieving
information requirement. The last stage of the researchwas to verify the four
information
.
their
requirementusing the information retrieval
in ajor constructsand
prototype on real EC websites.
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Consumeris accessingmerchantwebsitc.

Figure 3.5: Overall researchstrategies
Thesethree phaseswere adoptedin order to test the hypothesesat the perception
level as well as at the action levels. The first phasetested the hypothesesat the
perception level where the methodology adopted sought the respondents'views
based on their perception and their experiencewithout putting them in the real
situation of making the decision either to trust or not to trust EC merchants.
Meanwhile, in the third phase,the hypotheseswere testedbasedon the real action
of evaluating merchanttrust basedon the information provided in their websites.
The respondentswere asked to browse several pre-determinedEC websites and
verify the importance of each variable basedon the proposed framework in this
research.In order to perform these two levels of testing, a prototype system was
developedto help respondentsfind the information related to the establishmentof
a generalconstructof the information framework in the secondphase.
3.3. Research Strategies
Since the overall researchstrategy is divided into three different phases,three
different methodologieswere adoptedto collect the data required to achieve the
goals of each phase.The data required in the first phasewas collected through a
questionnaire, the data required in the second phase was collected through
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manually walk through approach and the data required for the third phase was
collected through experimentalapproach.
Phase 1: Development of Merchant Trust Framework
Understandingthe overall trust problem is not an easy task and many researchers
have looked at trust and its requirement(Cazier et al, 2006; Koo, 2006; Corbitt et
al, 2003; Araujo and Araujo, 2003; Cheskin Reasearch& Studio Archtype, 2000,
Gritzalis and Gritzalis, 2000; Jarvenpa, Tractinsky and Vitale, 2000; Cheskin
Reasearch& Studio Archtype 1999; ). Someof them looked at the antecedentof
trust requirement(Fink, 2000; Gray and Debreceny, 1998; Ratnasingham1998)

,
while others looked at the consequencesof trust establishment (Matthew and
Turban, 2001; Lewinci and Bunker, 1996; Shapiro et al, 1992). Since this thesis
aims to study the information requirement for trust creation, then it is more
relevantto examineclosely the first domain.
There are many factors that can be seento be the antecedentsof trust creation in
an EC transaction. As stated in the proposition, information about existence,
fulfillment, policy and affiliation are important to establish merchant trust
requirement.Therefore, in this phase,these four constructswere tested basedon
respondents'perception.
Phase 1: The Method
Soliciting a view or perceptioncan be done in many ways. One of them is through
a survey which involves collecting data from a sizeable population. One of the
most widely used techniquesfor surveying is by questionnaire(de Vaus, 1986).
The questionnairecan be administratedby face-to-faceinterviews, telephoneand
mail or via e-mail on the World Wide Web (WWW). Due to the selection
approach of respondents in this first phase which will be elaborated later,
administrating questionnairesthrough Internet was selected for this study. This
research believes that distributing questionnaires through the Internet has
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For
example, questionnaires administered
over
mail.
particular advantages
through the Internet have a more refined appearanceand able to provide more
dynamic interaction between respondentsand questionnaires (Dillman, 2000).
Nevertheless,this approachtoo has its own disadvantages.In particular, the target
had
limited
to
those
accessto the Internet and computer
who
respondentswere
facilities. It can be a disadvantageif the respondentpopulation included thosewho
had no accessto the Internet but in this research,since the targeted population
included only those who had access to the Internet, it can be viewed as an
advantageas theseare the oneswho are most likely to have experiencewith EC.
The questionnairewas placed on a paid server called my3q (www. my3q.com)
basedin Hong Kong for three months. The decision to place the questionnaireon
the paid server was to ensure the availability and quick responsetime of the
distributing
factors,
Without
these
two
questionnaires through
questionnaire.
Internet would have beenless effective. In addition, the host had software that can
create and manage online questionnaireeffectively. Within these three months,
the respondentswere invited to answer the questionnairethrough email. If they
in
link
included
just
had
be
the
the
to
that
they
to
click
was
respondents,
wished
invitation email. The responseswere kept in the host server databaseand made
The
the
to
respondentswere also able to
when
needed.
researcher
available
it
complete
at anothertime.
retrieve unfinished questionnairesand
3.3.1.2.

Phase 1: The Questionnaire

The overall aim of developing a set of questionnairesin this phasewas to seekthe
respondents' opinion and perspectives.According to Berdie et al. (1996), the
number and quality of responsesis positively correlated with format and the
layout of the questionnaire.Therefore, few steps were taken into consideration,
based on suggestions made by Gillharn (2000); Schonlau et al., (2002) and
Dochartaigh (2002). Suggestionssuch as limiting the number of questions per
screen,eliminating unnecessaryquestions,restricting responsechoice, minimizing
forced response,providing indication for questionnaire progress and allowing
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in
developing
for
the
were
adopted
answering
questionnaires
sessions
several
interface of the questionnaire.In general,the overall questionnairewas not very
long. It only had 39 items, which was divided into two general categories,
demographic and main questionnaire. The questionnaire began with a brief
introduction and the purpose of the researchfollowed the demographic section
items
followed
the
the
suit.
and
rest of
The demographic questions intended to capture information such as gender and
age as well as frequency of Internet usage and experience in online shopping,
intended
33
to seek
the
the
consisted
of
questions
questionnaire
while
rest of
views on four major constructs, namely existence (8 questions), affiliation (4
fulfillment
(5 questions). There were also
(7
questions) and
questions), policy
questions regarding the core subject of this thesis, which is trust and risk (9
questions).
3.3.1.3.

Phase 1: The Sample

One of the limitations regarding the sampling process in this phasewas that the
respondentsampleswere not chosenin a randommanner.In order to be able to do
a random sampling, a list of all usersof the Internet neededto be available in the
in
is
list
Since
process.
such a
not available, a non-probabilistic procedure
choosingthe respondentswas used.Any attempt, hence,to impose any finding of
this thesis to the overall generalpopulation must be made with extra caution and
by acknowledgingthe limitation imposedon the findings.
For this phase,a conveniencesampling was used which may causeself-selection
bias. However, the element of self-selectionbias is presentalmost in any survey
method due to the unwillingness of certain respondentsto participate even in a
probabilistic sampling process(Swaminathanet al., 1999).
A self-selectionmethod was used after the advertisementon the paid server fails
to attract enough respondents. This self-selection was used on university
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community consisting of university students, academicians,administrators and
other categories of university staff. The invitations to participate in this phase
lists
in
Universiti Utara Malaysia and
through
the
available
were made
mailing
University of Salford. In addition, the invitation also included a group of
Malaysian researchstudents studying at various universities around the United
Kingdom. However, not all mailing lists were penetrable due to the strict rules
imposed by mailing list administrators on distribution of bulk mail into their
mailing list. For example, Universiti Utara Malaysia only releasedthe invitation
through limited mailing list such as ftmnet, which is the mailing list for academic
staff in the Faculty of Information Technology and post graduate students'
mailing list. This selectionwas madebecausethe university community is usually
exposedto the technology and has accessibility to the Internet. In addition, the
is
important
to reduce the effect of
a
selection of
university community
technology familiarity on the creation of trust in EC. Sincethis thesis concentrates
on the information requirement for merchant trust creation, the university
community is more suitable than the general public since the former has free
access and extensive background on technology related to online shopping.
University communities also have free and unlimited accessto the Internet on
campus. These factors are important considerations to avoid any costs being
incurred on the respondentswhile answeringthis questionnaire.
3.3.2.

Phase 2: Implementation

of Merchant Trust Tool.

Searching and evaluating information in the website can be tedious and a
frustrating task since it is estimated that there are more than 200 million web
pages available on the WWW (Craven, et. al., 1998; Freitag, 1998) and this
number keeps on increasing on a daily basis. It is also stated that computers
cannot understandany of these pages (Craven, et. al., 1998) and humans can
hardly make use of this wealth of information without the use of tools that guide
them towards the desiredinformation. EC is known to be an information intensive
businesschannel. A lot of information such as product, company and marketing
information are put forth by the merchants in their websites for their potential
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consumers.Consumershave to navigate the website effectively in order to find
the information they need.However, the processusually causesa lot of frustration
on the consumers'side. The information especially those related to the formation
of trust as suggestedin this thesis is not easyto locate and is disbursedall over the
burdening
Therefore,
consumers with the task of finding
merchant websites.
information for establishingmerchanttrust basedon the suggestedframework can
create a negative shopping experience for consumers. In order to reduce this
negative experience, a tool was implemented for the purpose of this research.
Therefore, in this phase, an information extraction prototype was developed to
help consumersfind and locate the required information to create merchant trust
as proposed in the framework. The overall objective of this tool was to help
consumersfind and establishtrust towards merchantswhile they are shoppingonline. This tool attemptsto retrieve relevant sections of the document and extract
the required information by localising the information within a document rather
thenjust finding the documenton the WWW.
3.3.2.1.

Phase2: The Methodology

Developing a software prototype can be done through many approaches.Sincethe
requirement for the software developmentwas well defined basedon suggested
merchant trust requirements, the more challenging effort was to identify the
method and technique to extract and retrieve the information from websites. In
this phase,a manual stepby step approachwas adoptedto overcomethis problem.
First, 150 websiteswere identified to define rules for retrieving and extracting the
required information. The websites were selectedrandomly basedon the results
produced while window-shopping using several shopping bots such as mySinlon,
Dealtime, StoreRunner,Best Book Buy, BizRate, BottomDollar, BuyBuddy, Cnet,
DealCatcher and DestinationRX. The shopping lists used on these shopping bots
were for electronic equipment, books, medicine, computers, chocolates, shoes,
tools and household products. These websites were then studied and the rules
were extractedmanually. After this learning stagewas completed,theseextraction
rules were then implemented in the final prototype. However, becauseof the
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limitation in the area of ontology and natural language processing, lack of
standardization in EC web site implementation and limited time frame, the
prototype that was createdonly servedthe purposeof testing the framework in the
third phase.The prototype will needfurther developmentin order to be distributed
in the real software application domain.
The prototype was developedusing an object-orientedapproch and implemented
in Java. An object-oriented methodology was used because it allows users to
conceptualise"a computer program as a set of separateobjects that interact with
each other" (Lemay and Cadenhead, 2001). In addition, an object-oriented
approach allows the development processto be done incrementally in order to
avoid highly complex developmentprocesses.Meanwhile, Java was chosenas the
implementation language because of its specific characteristics (Lemay and
Cadenhead,2001). Java is an object-orientedprogramming language which can
implement object-orienteddesign efficiently. Java excludes severalprogramming
languageproperties such as pointer, manual memory managementand multiple
inheritanceswhich can lead to seriousproblems in developmentand maintenance
phases.Without theseproperties,Java is supposedto be easyto learn. In addition,
Java has the capability to run on many platforms without compromising its
capabilities.
3.3.2.2.

Phase2: System Architecture

The developmentof the systemwas basedon the need for consumersto evaluate
merchanttrustworthinesswhile they are shopping online. The tool will run at the
back of the online shopping activities as a personal tool that requires minimal
intervention from the user to start its operation. The overall function of the tool
createdin this thesis had specific constraintsthat were deliberately embeddedin
its function. The tool can be said to be a static module since the tool did not
actively searchfor information outside the merchant website or its linkages. The
module only searchesthe information provided in the merchants' website and
information provided by the site that had direct linkage with the merchantwebsite.
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This constraint of function was purposely embeddedbecausethe objective of the
information
by
factors
based
is
the
trust
the
the
to
on
provided
evaluate
research
be
in
form
be
information
in
This
text
their
a
and
easily
must
website.
merchants
browsing.
The
to
overall architecture of the
consumers
via
manual
accessible
systemis shown in Figure 3.6.
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Figure 3.6: The overall architectureof prototype implementation
The process of evaluating information for merchant trust was initiated by user
have
URL
Users
to
the
the
to
provide
merchant's
run
prototype
wishing
requests.
by
downloading
input
The
the content of
to
the
system
starts
system.
addressas an
the main pageof the websitethrough a Javastreamingutility and the main module
brought in the whole content of the main page to start the process. The main
from
the
the
module
which all sub-modules were
component of
system was
initiated. This main module had the facility to bring into the system relevant
HTTP (Hypertext Transfer Protocol) sites in an HTML (Hyper Text Markup
Languages)format. TheseHTML documentswere used as the basis input for the
systemand were manipulatedfor further process.
Since the input file is in an HTML format, the main module can also separate
plain text and hypertexts.Thesehypertexts are collected by the main module and
distributed to relevant sub-modulesbasedon information required in the merchant
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trust framework. For example, existence sub-module tries to find information
about merchantexistencein the main page such as address,telephonenumber and
fax number. If the information is not available in the main page, the existence
module looks at the linkages provided by the main module to be explored.
Linkage to the section such as "company background", "contact information" or
"about us" is explored by the existencesub-modulein order to find the required
information. Since other sub-modulesdo not perform information extraction, this
hyperlink is sufficient to be used for information retrieval purposes.It accesses
in
hyper
links
by
the
relevant
provided
main module
order to help consumers
locate the information required for establishing information framework
requirementfor merchant trust. This information is then reported to the user in a
important
form.
information such as
The
summary contain several
summarised
merchant address,telephonenumber, fax number and specific links that contain
information to establisheach trust factor as describedin the model if all of these
information are available and can be extractedby the prototype.
3.3.3.

Phase3: Verification of Merchant Trust Framework

After the initial framework had been tested, and the prototype tool has been
developed,the verification processof the proposedmerchanttrust framework was
performed through an experimental setting. In this stage, the respondent was
asked to do actual window-shopping and use the developed tool in order to
evaluatethe merchanttrust information requirementas suggestedin this thesis.
3.3.3.1.

Phase3: The Method

In this stage,the experimentswere carried out in a classroomsetting at a computer
laboratory at Universiti Utara Malaysia. The availability of facilities and the
respondents' location influenced this choice. Fifteen sessions of labs were
organizedwithin two months. The maximum respondentsper sessionwere thirty
four due to the number of computers available in the lab. However, the actual
number of respondentsin each experimental sessionvaried from ten to twenty
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five in eachsession.Over these 15 sessions,there were a total of 192 respondents
who completedthe experiments.
3.3.3.2.

Phase3: The Procedure

The experiment started with a brief introduction about the research and the
purpose of the session for about five minutes. Then, a questionnaire was
distributed which required the respondentto answerpart one of the questionnaire
which was intended to capture the demographic information. Then, the
respondentswere askedto run Internet explorer and the prototype simultaneously
on their computers(most of the times, these steps had been done earlier). Then,
they were askedto chooseseveralmerchantwebsites,which they had never dealt
with previously from the list provided by the researcherand type the addressinto
the Internet explorer. The respondents then were asked to pretend to buy
something from each particular store. When they had already found what they
wanted to buy, they then had to run the prototype in order to evaluate the
trustworthinessof the merchant.The prototype will show related information on
existencefactors if available. In addition, related link to other information factors
will also be shown for the user to follow if they required detail information from
the merchants' websites.After they had completedthis process,they were asked
to completethe rest of the evaluationform on merchanttrust framework.
3.3.3.3.

Phase3: The Instrument

The overall aim of developing an instrument in this phase was to evaluate
merchant trust information requirement based on respondents' experience in
establishing trust towards merchantswhile shopping online. The instrument had
severalsections.The first section aimed to capture the demographicinformation,
the second section was meant to capture the general level of trust that the
respondents had towards online merchants. The following section aimed to
capture the level of importance of each of the factors suggestedin the merchant
trust framework in this thesis.
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3.3.3.4.

Phase3: The sample

In this phase, a self-selection method was used on a very specific group of
university students.Even though university studentsare criticised for not being
adequately able

to

represent the

target

population

(Yavas,

1994),

demographically,they are significantly active in on-line shopping activities (Yoo
Stores
In
College
2001;
PR
Newswire,
2000).
Donthu,
to
addition,
according
and
Research and Educational Foundation (CSRE), their contribution to online
shopping activities will increase significantly in the future. Furthermore, the
selection of university students in the sampling process is not unprecedented
domain.
following
in
The
trust
the
researcheswere carried
electronic
especially
out by using university studentsas their respondents:Ahmad, 2002; Ang el al.,
2001; Borchers, 2002; Chellappa and Pavlou, 2002; Cheung and Lee, 2000;
Gefen, 2002; Jarvenpaa et al., 1999 ; Jarvenpaa et al., 2000; Kehoe, 2002;
Koufaris and Hampton-Sosa,2002; Lee and Turban, 2001; Noteberg, 1999 and
Walczuch et al., 2001.
In addition to the above argumentson the selection of studentsas respondentsin
Internet related research,there are also severalargumentsavailable to support the
selection of respondentsin this research.A selection of university students is
important to reducethe effect of technology familiarity on the creation of trust in
EC. Since this thesis concentrateson the information requirement for merchant
trust creation, university studentsare more suitable than the general public since
they have free accessto and have extensivebackgroundon technology related to
online shopping.University studentsalso have free and unlimited accessibility to
Internet on campus.Thesefactors are important considerationsto avoid any costs
being incurred on the respondentwhile answeringthis questionnaire.
Universiti Utara,Malaysia was chosendue to severalreasons.The university as a
whole has the advantage in terms of technology adoption. The university is
recognized as one of the many organizations which has the highest usage of
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information technology within organizations in Asia by Managing Information
Strategies(MIS) magazine (Yap, 2004). Meanwhile, the studentsalso have their
own strengths in the EC domain. They have sufficient exposure to several EC
business
the
such
as
electronic
cash
campus
applications
within
network.
3.4. Chapter summary
This chapter outlined the details of the methodology used in this research.Since
the overall researchwas developedwithin three different phases,each phasehad
its own methodology. The first phase employed questionnairesas-a method of
collecting data in order to establishthe four major constructsfor the framework in
this research.However, in the secondphasewhere the prototype was developed,
an incremental approach was used to establish the rules on extracting and
retrieving information required for merchanttrust framework. Finally, in the final
stage, an experimental approach was used to test the framework in a real EC
environment where the respondentswere online doing their shopping. The
respondentswere required to evaluate the detailed framework based on their
experiencedoing the online shopping.
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Chapter 4
Results
This chapter will present demographicsinformation for all phases,results of the
first
from
the
regression and correlation analyses
phase, establishment of
extraction and retrieval rules from the secondphaseand descriptive analysis from
the third phaseof this research.
4.1.

First Phase: Demographic Information

The instrument in phaseone was placed online at a rented server located in Hong
Kong for three months with the extension of one month. Invitation to participate
in answeringthe questionnairewas made by server administratorsto their clients
as well as through several advertisementsin websites managed by them. In
addition, the researcher also invited potential respondents through selected
mailing lists available in severaluniversities mainly in the University of Salford
as well as Universiti Utara Malaysia. Since the instrument can be accessedby
potential respondents internationally, the actual participation came from 15
countries. However this international participation only comprised 19% of the
total participation. The rest were Malaysians. The actual distribution of
participation in phaseone is shown in Table 4.1.
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Table 4.1: First phase:Respondents'countries
Frequency
1

Cyprus
Germany

3

Ghana
Indonesia

1
1

Kenya
Kuwait

1

Lebanon

1

Malaysia

158

Pakistan

1

Portugal

1

Thailand

1

U.S. Minor Outlying

1

Ukraine

1

United Kingdom

20

1

United States
Total

3
F1-95

Percent

Valid Percent

Cumulative Percent

.5
1.5

.5
1.5

.5
2.1

.5

.5

.5

.5

.5

.5

.5

.5

.5
81.0
.5
.5
.5
.5

.5
81.0
.5
.5
.5
.5

2.6
3.1
3.6
4.1
4.6
85.6
86.2
86.7
87.2
87.
88.2

.5
10.2

.5
10.2

98.5

1.5

1.5

100.0

100.0

1 100.0

At this stage, 232 questionnaires were successfully collected. Out of these
completed questionnaires, only 195 (n =195) or 84.1 % were usable. The
due
16%
to several reasons.First, the
of questionnaireswas
exclusion of about
responsewas incomplete. Since the choice of "uncertain" was available in the
responsechoices, any unansweredquestion was treated as incomplete. Another
reasonfor exclusion was becausewhere all responseswere consistently the same
throughout the questionnaire.In addition, any obvious duplication of respondents
can be excluded by checking the IP addressand matching the responsethrough
the questionnaire.Upon the expiry date of the questionnaire'spublication in the
servers, all data was downloaded and transferred to be analysed with SPSS
version 12.0. Table 4.2 will provide information about other demographic
information collected during this phase.
Table 4.2: First phase:Gender
Frequency
Phase I
Valid

Female
Male
Total

92
103
195

Percent
Phase 1
47.2
52.8
1
1 100.0

Valid Percent
Phase 1
47.2
52.8
100.0
1

Cumulative
Percent
Phase 1
47.2
100.0
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Based on Table 4.2, from the total respondentsof 195,92 of them were female
(47.2 %)and 103 were male (52.8 %). Meanwhile in term of age (seeTable 4.3), 1
%),
less
20
(0.5
83
in
than
the
old
respondentswere
years
of
range
respondentwas
in the rangeof 20 to 30 yearsold (42.6 %), 78 respondentswere in the rangeof 30
to 40 years old (40.0), 32 respondentswere in the range 30 to 40 years old and I
was over 50 years. Based on this respondents' profile, the majority of the
respondents(82.6 %) were in the rangeof 20 to 40 yearsold.
Table 4.3: First phase:Age

Valid

Percent
Phase 1

Valid Percent
Phase 1

Cumulative Percent
Phase 1

.5
42.6

.5
43.1

Less than 20

Frequency
Phase 1
1

20 to 30

83

.5
42.6

30 to 40

78

40.0

40.0

83.1

40 to 50

32

16.4

16.4

99.5

Over 50

1

Total

195

.5
100.0

.5
100.0

100.0

Table 4.4: First phase:Frequenciesof Internet Use

Valid

at least once a week
at least once a day

Frequencv
Phasel

Percent
Phasel

Valid Percent
Phase 1

Cumulative Percent
Phasel

4

2.1

2.1

2.1

191

97.9

97.9

100.0

Most of the respondents,191 (97.9%) were connectedto Internet everyday (See
Table 4.4) and have a lot of experiencein actual EC transaction.This conclusion
in
based
figure
4.5
(39.5
Table
77
the
available
respondents
on
where
was made
%) had more than 4 times experiencein EC transaction.However, 37 respondents
(19.0 %) never did any actual transactionthrough online shopping.Meanwhile, 22
respondents(11.3 %) had one time experiencedoing actual online shopping and
59 respondents(30.3 %) had 2 to 4 times experiencedoing actual EC transaction.
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Table 4.5 : First phase:Experiencein online shopping

Valid

4.2.

Frequency
Phase I

Percent
Phase I

Valid Percent
Phase 1

Cumulative Percent
Phase I

Never shopped online
Once only

37

19.0

19.0

19.0

22

11.3

11.3

30.3

2 to 4 times

59

30.3

0.3

60.5

More than 4 times

77

39.5

39.5

Total

195

100.0

100.0

100.0

Second Phase: Demographic Information

As stated in the methodology section, a sample of 150 websites have been
selectedto define the rules used for retrieving information. This list of websites
was selected randomly based on the results produced while window-shopping
using severalshopping bots such as mySimon,Dealtime, StoreRunner,Best Book
Buy, BizRate,BottomDollar, BuyBuddy,Chet, DealCatcher and DestinationRX as
in Table 4.6.
Table 4.6 : Number of selectedwebsitesincluded in the sample
Bot.
by
Shopping
suggested
No.
ShoppingBot
I
mySimon
2
Dealtime
3
StoreRunner
4
Best Book Buy
--5- T
BizRate

#.of Websites
22
16
19
13
17

ShoppingBot
No.
BottomDollar
6
7
BuyBuddy
8
Cnet
9
DealCatcher
10 1 DestinationRX

#.of Websites
15
17
13
12
6

If the samewebsiteswas being suggestedby more than one shopping bot or the
same shopping bots suggestedone website more than once, then the website
would only be listed once. The selectionwas usually made basedon the first five
websiteslisted with a different product shopping list. The shopping lists used on
theseshopping bots can be categorizedas electronic equipment,books, medicine,
computers,chocolates,shoes,tools and householdproducts. Each category could
be basedon severalspecific products.For example,electronic equipmentcategory
might be basedon the searchof the following products: "Canon Digital Camera",
"PDA Phone" or "MPY.
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4.3. Third Phase: Demographic Information
For the third phase, a total of 192 respondentswere asked to complete the
experimentin 15 different lab sessions.Sinceall experiment sessionswere closely
monitored and supervised,all outputs from the respondentswere included in the
final analysis (n =192). In this phase, all respondentswere Malaysians, since it
involved lab based experiments and was done in Universiti Utara Malaysia. In
term of gender (See table 4.7), 82 of the total respondentwere female while 110
respondentswere male.
Table 4.7: Third phase:Gender

Valid

Frequency
Phase 3

Percent
Phase 3

Valid Percent
Phase 3

Cumulative Percent
Phase 3

Female

82

42.7

42.7

42.7

Male

110

57.3

57.3

100.0

Total

192

100.0

100.0
1

11

The majority (64.6%) of the respondentsfor phase3 were in the age group 20 to
30 years old (Table 4.8) and this was followed by 33.3% the 30 to 40 age group
and the remaining groupsonly contributedto 2.9
Table 4.8: Third phase:Age

Valid

Frequency

Percent

Valid Percent

Phase 3

Phase 3

Phase 3

Cumulative Percent
Phase
3

20 to 30

124

64.6

64.6

64.6

30 to 40

64

33.3

33.3

97.9

40 to 50

2

1.0

1.0

99.0

over 50

2

1.0

1.0

100.0

Total

192

100.0

100.0

Less than 20

As in the first phase,the respondentsfor this phasewere also very familiar with
Internet use (Table 4.9), since 179 of them (93.8 %) reported to use and be
connected to the Internet daily. Meanwhile, the rest of the respondentswere
connected a least once a week. They were not only familiar with the Internet
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technology but they also had enoughexperiencein carrying EC transaction.73 of
the respondents(38 %) had experiencewith EC more than 4 times, 66 of the
respondents(34.4%) had carried out betweentwo and four transactionsand 13 of
the respondent(6.8 %) had carried out one transaction. However, the number of
respondent that never had any experience with EC in this phase was 40
respondents(20.8%) which was higher comparedto the first phase(Table 4.10).
Table 4.9: Third phase:Frequenciesof Internet Use

Valid

Frequencv

Percent

Valid Percent

Cumulative

Phase 3

Phase 3

Phase 3

Phase 3

at least once a week

13

6.8

6.8

6.8

at least once a day

179

93.2

93.2

100.0

Percent

Table 4.10: Third phase:Experiencein online shopping
I

Valid

F-7

Frequency
Phase3

Percent
Phase3

Valid Percent
Phase3

Cumulative Percent
Phase3

Never shopped online
Once only

40

20.8

20.8

20.8

13

6.8

27.6

2 to 4 times

66

1 6.8
1 34.4

34.4

62.0

More than 4 times

73

1 38.0

1 38.0

Total

192

1 100.0

1 100.0

100.0

4.4. First PhaseResult: RegressionAnalysis
When the output of the questionnaire in phase one was subjected to a linear
regression analysis to determine what percentageof the variable trust factors
projected by the merchant trust information model, the following findings were
elicited. By considering all merchanttrust information factors (Constant = Trust,
PO

Policy, AF = Affiliation, FU = Fulfillment, EX = Existence)to be included
in the model, the following model summarywas constructed.
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Table 4.11: Merchant trust information requirement
Regressionmodel summary
Model

R
564(a)
.

R Square
318

Adjusted R
Square
304
.

Std. Error of
the Estimate
43403
.

a Predictors: (Constant), PO, AF, FU, EX

Basedon Table 4.11, the proposedmerchanttrust information model can explain
only part of the overall trust model (32 %). When a detailed analysis was carried
out to determine what percentageof each merchant trust information factor to
explain the overall model, a stepwiselinear regressionwas used and the result is
reportedin Table 4.12
Table 4.12 Merchant trust information requirement(Individual factor) Regressionmodel summarystepwisemethod
Model
1
2
3

R
495(a)
.
550(b)
.
563(c)
.

R Square
245
.
303
.
317
.

Adjusted R
Square
241
.
296
.
307
.

Std. Error of
the Estimate
45308
.
43649
.
43307
.

a Predictors:(Constant),PO

b Predictors: (Constant), PO, AF
c Predictors: (Constant), PO. AF, FU

Basedon Table 4.12 information about policy factors contribute the most towards
the establishment of trust in EC. In the first step of the model, PO (policy)
contributed up to 24.5% of overall variancein the model with a significance level
of 0.01. This was followed by affiliation (AF) and FU (Fulfillment) factors which
form the final contribution towards the establishmentof trust of up to 31.7% with
a significance level of 0.01. The onlY component factor which was excluded
through regression modeling by stepwise method from the original proposed
framework was the existencefactor.
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4.5. First PhaseResult: Correlation Analysis
Correlation analysis was also carried out in order to describethe degreeto which
one variable is linearly correlated to another (Salkind, 2006). At this stage of
information
factor
trust
analysis, each merchant
was paired with trust factor in
order to know whether eachof them had a significant correlation with trust factor.
The summaryof the analysisis presentedin Table 4.13.
Table 4.13 : Correlationsof trust and eachtrust factors.
TR
Pearson
Correlation
Sig. (2-tailed)
N

1

195

-

EX

FU

AF

PO

445(**)
.
000
.
195

460(**)
.
000
.
195

456(**)
.
000
.
195

495(**)
.
000
.
195

** Correlationis significantat the 0.01 level (2-tailed).

Based on Table 4.13, all factors (EX, FU,AF, PO) had a significant positive
relationship with trust (r = .445, .460, .456, .495 at p<0.01). The consumer
should be able to use the information about existence,fulfillment, affiliation and
policy in creating trustworthy feeling toward the online merchints. Therefore,by
information
acquiring
about these four factors from the merchant website, the
consumershave the basisto establishtheir initial trust towards merchants.
Further discussion on the output of this phase will be carried out in the next
chapter together with discussionson the third phaseoutput. The next section of
this thesis will presentthe output of the secondphaseof the researchwhere rules
of extraction and retrieval for information neededto establishedinformation for
merchanttrust framework.
4.6. SecondPhaseResult: Establishing Extraction Rules
When trying to extract existencefactor items, the researchertook into accountthe
information that precededthe item, the structure of the item and the information
that may follow the item. Each extraction rule compriseda precede expression,a
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is
item
A
the
an
expression
ajollow
expression.
precede
and
valid structure of
is
before
item;
find
follow
the
to
an
and
a
expression
expression we expect
has
item.
find
An
to
the
the
that
rule
extraction
after
system expects
expression
this format:
extractioný_rule =precede_expression, iteiq--structure,

follow-expression

In the following subsections,for eachitem, a set of precede_expressions,
a set of
item_structuresand a set of follow-expressions are defined.
4.6.1.

The Telephone Number Rules

From the samplestudied,the common expressionsfound to precedea telephone
numberwere:
TPList

By Phone, by phone,
Call, call, Call 24 hours a day,
Call us, call us,
Call us at, Call us at:,
Call us on, call us on:,
Call Toll Free, call toll free,
Call sales at, Call sales at:,
Phone, Phone:, phone, phone:,
Telephone, Telephone:,
Telephone Number, Telephone Number:,
Toll free, Toll Free:, toll free, toll free:, Toll Free Order

A telephonenumber may have many formats on a company's website. Its simplest
form is a string of digits. The length of the string varies from one country to
difficult
it
is
The
also
used
on
some
websites
which
makes
country
code
another.
to rely on the length of the phone number. The country code is sometimeswritten
within brackets.On some websites,period () and dashes(-) are used to separate
groups of digits such as 800.123.3456 or 800-123-5678. To make the phone
number easy to remember, some organisations write it using characters. For
example, varsitybooks.com which sells books has its phone number written as
1.800.VAR. BOOK. Modem telephonehand setshave a letter associatedwith each
key digit. This phone number previously would have been read as
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1.800.827.2665.Basedon these findings, the rules used for defining the structure
of a telephonenumberwere:
telephone_ýnumber
telephone-number
telephone_number
telephone-number
telephone-number

= numeric_value
(.
telephone_number,
telephone_number)
=
(-telephone
telephone
=
number,
number)
(telephone-number),
telephone-number
=
(telephone_number),
=
char-value

The researcherdid pot associateany length to the numeric value. However, when
the information was extracted, the telephone number was stored as a string of
digits only.
In some websites,the telephonenumber was followed by the expressiongiven in
the TFList.
TFList

4.6.2.

The Fax Number

Mail Order,
Outside US
Rules

The fax numberwas extractedusing rules similar to those defined for a telephone
number. The common expressions that preceded a fax number were:
FPList

By fax, By Fax, by fax, By Fax:,
Fax, Fax:, fax, fax:,
Fax 24 hours a day:,
Fax on demand,
our fax number isl

There were fewer problems with the fax number as all of them used a string of
digits. However, to be on the safe side, the researcherused the samerules as the
phone number. It was also found that some fax numbers are followed by some
expressions.Theseare given in the FFList list.
FFList

Fax US,
Fax outside US
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4.6.3.

The Address Rules

The addresspart of the existence factor representsthe physical location of the
company. Somecompaniesonly exist in the virtual world, while others have both
internet
physical stores and
presence.In the latter category of companies,most
websites lead the customer to their physical stores through a list of stores or a
searchengine where the customercan find the neareststore by a town name and
or a post code (zip code) search. Although for EC model, this information is
important, it is not for the current work which representsan information extraction
system; this information was ignored and not used in the extraction process.All
the store locations return addressis either based in the United States or in the
United Kingdom. Hence, only addresses from these two countries were
consideredin the rules formulation. The following are the common expressions
found to precedea postal address:
APList

About Us, About Us:, about us, aboutus:,
Address, By Mail, by mail, By Mail:, by mail:,
By regular mail, Contact Us, contact us,
Headquarters, Mailing, Mailing Address, mailing address:,
Mailing address for return, Our address is:
Return Instructions:, Send a request to:,
Store location:, Warehouse, Write Us, write us,
WriteUs:, write us:, You can write us at:, you can write us at]

The structuresof US addresseshave two formats dependingon whether they are
physical address or postal box (Po. Box) addresses.A US address has the
following format:

Organisation name, (numeric value/PO Box, numeric value),
String, numeric value (5)

A bracketed number that follows a numeric value indicates its length. The
researcherexpects the value of string to contain words such as Street, Avenue,
Square,etc. The last numeric value indicatesthe post code or zip as it is called in
the US.
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,

A UK addresshas a similar structure exceptthat the post code is not all numeric.
It is a combination of charactersand digits. A generalformat of a UK post code is:
CCDD DCC where D is a digit and Ca character.

There are no common expressionsfollowing a postal address.
4.7. Extraction Rules Formulation
The information that is to be extractedwill not be representedby web pagesor the
link betweenthe web pages.They representa small part of text embeddedin the
pages.Rules used for the information extraction process were formulated using
Hom clausessimilar to (Craven, et. al J998). Only the rules for the telephone
numberare illustrated as the rules for extractingother existenceitems are similar.
telephone ( String)

telephone (String)

telephone ( String)

before (String, Stringl),
member(Stringl, TPList),
tstructure(Stringl),
after(string, String2),
member(String2, TFList).
before(String, String 1),
member(stringl, TPList),
tstructure(Stringl).
tstructure(stringl),
after(String, String2),
member(string2, TFList)
telephone ( String) : tstructure(string).

Where
before (Stringl, String2) means String2 appears just before Stringl in the text.
(Stringl,
Sttring2) means String2 appears just after Stringl in the text.
after
tstructure (String) : means that String has the structure of a telephone string.
M
List) : is the usual membership relation where X is member of the list
member
List.

4.8. Establishing Retrieval Rules
Websites contain a collection of hypertext documents.A hypertext document is
typically composedof nodes and links. The nodesare the documentpart and the
links are the relationship betweenthe documents.A node containsthe information
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and the link allows the navigation process of the overall documents in the
hypertext collection. A link X(nj,n2) thereforerepresentsa connectionbetweenthe
source node nj and the destination node n2 (Frei and Stieger, 1992). Thus, a
hypertext document is better representedas a directed graph. Furthermore, the
researcherdistinguished two types of links (Frei and Schuble, 1991), referential
and semanticlinks. Referential link is used for a improved organisationand easy
reading of a document.However, the purposeof semanticlink is to provide more
details and additional or similar information about specific topics. Any contentspecific retrieval system should consider both nodes and semantic links. A
semantic link is a link that can be indexed by one or more words from a
key
predefinedset of
words. This restrictive view of semanticlink is usedto target
primarily those links that have a high probability of containing the information
sought by the system.Hence, improving the overall searchtime of the extraction
processas a single node may contain hundredof links.
In addition to the sourcenode and destinationnode already associatedwith a link,
the researcheralso associateda list of indices for eachlink. Furthermore,semantic
links were divided into three subtypesdependingon how they appearon the node
and the nature of the destination node. The link name can appearas a simple text
or representedby an image. The target node can be a static HTML node or
dynamic node (the result of querying a database).The prototype tool doesnot deal
with extracting information from images and needs therefore to understandthe
URL of the target node. The following are sometypes of semanticlinks:
<A HREF="http: //www. lbst. com/res-comp. asp?scat=CP&mid=6">
Computers and Internet</A>

<A HREF="http: //www. lbst. com/xt\-add. asp?"><IMG SRC="/cart.gif'
ALT='ý-" BORDER="O"WIRTH="34" HElGHT=:?'40"></A>
<A HREF= "http: //www. lbst. com[bookl.htmr'>A Dog Lover's
Collection</A>

The indexation process starts with the tokenisation of the link name and target
URL. Each token was then comparedto a predefined list of indices. If the link
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namewas textual, indexing of both link nameand target URL was done, however;
if the link is an image, only the target URL was indexed.Once again, using the list
of the first 50 websitesselected,the following indices Wereextractedgiven in the
list NamelndexList and URLIndex name below. No differentiation was made
betweenthe three existing items (address,telephoneand fax) as most indices are
common to all of them.
A link whose NamelndexList or Urllndex Name is not empty is consideredas a
semanticlink. Otherswere consideredas referential links. During navigation, only
semanticnodeswere used.
NameIndexList

About xxx, About Us, Company Info,
Company Information, Contact Us,
Customer Service, Customer Support,
FAQ, Help, Location, Private Policy,
Policies, Privacy Statement I

UrlIndexList

about, aboutus, companyInfo, contact,
contactus, contact-us,
customerservicemain, customerý_service,
CustomerService, customer_support,
cservice, faq-page, ftr contact,
help, info, sevice, location,
I
policies, privacy

Using the samemethod as describedabove,similar rules have also beenusedto
establishretrieval rules for other factors and theseare the NameIndexList and
UrllndexList for other factors that are important for merchanttrust information
framework suggestedin this.thesis.
The payment factor
NameIndexList

=

UrllndexList

=

help, support, about, policy, policies,
Contact, info, customerService
payment, Payment,
pmnt, pay, order I

The shipping factor
NameIndexList

help, policy, policiesj

UrllndexList

Shipping, ship]
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The affihation factor
NamelndexList

=

policy, policies, privacy]

UrlIndexList

=

Verisign, Bizreate, Bbbonline, Scanalert,
dealtime, Resellerating, Aol, Gomez,
Safeshoppingnetwork,

Eponions,

PubliceyeForbes]

The tracking factor

NamelndexList

order, status]

UrlIndexList

tracking, ordersearch, orderstatus,

ordertrack, =ot, SubmittedOrder, ordstat,
orderlookup, shopper-lookup, prevorder,
fedex, Ups, order-history,

track-order,

orderStatus, track]

The privacy factor
NameIndexList

=

policy, policies

UrlIndexList

=

Privacy]

The customer comment factor
NameIndexList

policy, help, info, about]

UrlIndexList

bizreate, pricegrabber, testimonial, epionion]

The refund factor
NameIndexList =

about, return, policies, service,
support, help, info, about, term]

UrlIndexList

1**
term,
return,
ship,

=

** By using UrllndexList, the searchproducedhigh recall but low
precision, thereforea keyword (RMA, RMA#, RA) searchinside all links
by
produced UrllndexList was usedto improve this situation.
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4.9. The Retrieval Rules Formulation
The retrieval processcan be surnmarisedas follows:
retrieve

(page, existence-item)
apply retrieval rules to page
if existence item found
return item
else
extract all links in the current page
index all links in current page
let S be the set semantic links
for each link ks in S
(ks,
existence-item)
retrieve
return
return

extract

"not found"

The sameretrieval formulations are also being establishedfor other item factors
identified in this research.

4.10. Third Phase: Descriptive Analysis

The proposedmerchantstrust information framework was not only testedthrough
a set of questionnairesin the first phasebut was also testedthrough experimental
work. As was describedin the methodology section, a tool was developedto be
used to test the importance of each of the factors used in the framework. The
following section presentsthe results from the third phaseexperiment. Based on
Table 4.14, the mean value for overall merchant trust factors is led by Policy
factors (7.4046 ± 0.45590) followed by Endorsementfactors (7.0938± 0.56135),
Existence Factor (7.0690j: 0.50273) and finally by Fulfillment Factor (6.9802 +0.46739). The importance of this result will be discussed in next chapter
specifically in section 5.2.
Table 4.14 Descriptive: Overall merchanttrust factors
Existence
Policy
Fulfillment
Endorsement
Valid N

N
192
192
192
192
192

Minimum
5.50
5.83
6.00
1
4.75

Maximum
8.33
9.00
9.00
1
8 25
.

Mean
6.9802
7.4046
7.0690
7.0938
1

Std. Deviation
46739
.
45590
.
50273
.
56135
.
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4.11. Analysis for Each Individual Factor
The contribution of each individual item towards the establishmentof the four
factors used in this model is discussed more elaborately in the following
subsections.
4.11.1.

Existence

The first trust factor was developed based on the physical address,telephone
number and fax number items. Table 4.15 showsthe descriptive analysis for each
item that form the overall existence construct. The results show that address
scores the highest mean with 7.5859 (± .84019) followed by telephone with
7.4141 (-±.73196) and fax with the meansscoreof 6.1849 (±. 81120).
Table 4.15 : Detailed items for existencefactors
Address (EX)

N
192

Minimum
4.50

Maximum
9.00

Mean
7.5859

Telephone (EX)

192

5.00

9.00

7.4141

Fax (EX)

192

4.00

8.50

6.1849

4.11.2.

Std. Deviation
84019
.
73196
.
81120
.

Policy

The second trust factor was also developed based on three items (Table 4.16).
They are privacy, refund and payment policies. Out of these three policies,
privacy policy (mean score is 7.7578± .69962) was viewed as the most important
policy followed by refund policy (meansscore is 7.3411 ± .65883) and payment
policy (meanscoreis 7.1146±. 76569).
Table 4.16: Detailed items for policy factors
Privacy (PO)

N
192

Minimum
5.50

Maximum
9.00

Mean
7.7578

Refund (PO)

192

5.50

9.00

7.3411

Payment (PO)

192

4.50

9.00

7.1146

Std. Deviation
69962
.
65883
.
76569
.
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4.11.3.

Endorsement

When dealing with digital entities in a cyber community, the element of trust can
be nurtured by having somebody who knows the merchant to provide
endorsement.The third trust factor in this researchis built on the two items as
describedin Table 4.17. The results show that customerscommentsscored7.4870
± .69296, comparedto third party certification which only scored7.2240± 76189
.
which was basedon the third phaserespondents.Customercommentscarry more
weight comparedto third party certification.
Table 4.17: Detailed Items for EndorsementFactors
Customer
comments (AF)
ThirdParty (AF)

4.11.4.

IN

Minimum

Maximum

Mean

Std. Deviation

192

5 50
.
4.50

9 00
.
9.00

7 4870
.
7.2240

69296
.
76189
.

192

Fulfillment

Consumers are also concerned about the capability of the online merchant to
fulfill their obligations in delivering the product that they buy from online
merchants.The two items that were usedto form fulfillment factors were delivery
and tracking and the descriptive analysis on these two items are given in Table
4.18. Delivery with a mean score of 6.9766± 68509 scoredslightly higher then
.
tracking with meanscoreof 6.8516±. 90235.
Table 4.18 : Detailed elementsfor fulfillment factors
Delivery(FU)
Tracking (FU)

NI
192
192

I
M-inimum--l Maximum Mean
1 5.00
19.00
16.9766
13.50
19.00
16.8516

I Std. Deviation
1 68509
.
90235
.
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Chapter 5
Discussions and Conclusions
EC as iterated in this thesis is a virtual businessarrangement,where merchants
place their business setting in the virtual world through web technology. This
businesssetting can be transferredthroughout the world in a few secondsand be
visited by consumersanywhere, anytime from the comfort of their own places.
However, as specified by this researchfocus, EC could only becomea successif
the generalpublic can place their trust on this virtual businesschannel.
Since consumersare the initiators for transactionespecially in the 132Csegment,
creating trust towards merchants is very crucial. Due' to the nature of EC
operations which take place in the digital world, the creation of merchant trust
mostly dependson the information provided on the merchantwebsites.Thus, the
primary purposeof this thesis is to answerthe questionof what is the information
that needsto be included in the merchantwebsite in order to createmerchanttrust
while consumers are online doing their window-shopping on a particular
merchantwebsite.
5.1

Compatibility Demographic Analysis between First Phase and Third
Phase.

There are several demographic factors that need to be analyzed due to the
involvement of different group of respondentsused in the first and third phase.
The researcher believes that this shifting of potential respondents from
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international to all Malaysia respondentshas minimal effect on the overall
conclusion for this research. A test of Independent - Sample T test on the
perceived trust (Malaysian and non-Malaysian) proved that these two groups of
respondentsare not significantly different from each other as shown in Table 5.1
where the value of t-test significant is 0.565 which is far than the acceptablelevel

of 0.001.
Table 5.1 West betweenMalaysian and Non-Malaysian with trust.
Country
Malaysian
Non-Malaysian

N
158

Mean
3.4968

37

3.4414

Std. Deviation
54079
.
47826
.

Significant
65
.5

In terms of gender participation (Table 5.2), both phasesattracted nearly equal
participation from female and male respondents.Basedon previous research,it is
quite normal for Internet related researchthat usesuniversity population to result
in nearly equal participation from both genders.
Table 5.2: Comparisonof phaseI vs. phase3: Gender

Valid

Female

Frequencv
Phase Phase
11
3
1 82
92

Male

103

Total

1

195

110
192

Percent
Phase Phase
1
3

Valid Percent
Phase
Phase
1
3

Cumulative Percent
Phase
Phase
1
3

47.2

42.7

47.2

42.7

47.2

42.7

52.8
1
1 100.0

57.3

57.3

100.0

100.0

1

1 52.8
100.0 1 100.0

1

100.0

1
1

Meanwhile, in terms of age distribution, the respondentswere mostly young
people. More than 50% of respondentsfrom phaseone and three were under 30
years of age.This distribution of age is also common in Internet basedresearchas
confirmed by other studies (GUV, 1988; Noteberg, 1999). However, based on
table 5.3, phaseone was more widely distributed comparedto the respondentsin
the third phase. This was due to the availability of the instruments to potential
respondents.In phase one, the instrument was available to a wide range of
potential respondentswhile in the third phase, the respondentswere limited to
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Universiti Utara Malaysia studentsonly. Most of the respondentswere in the age
between
in
in
20
40
(82
%
I
97%
to
years
phase
and
range of
phase3). A close
examination revealedthat age range 20 to 30 years was more dominant in phase
three than in phaseone.
However, as stated above, further analysis using Independent- Sample T test
between these two groups (20 to 30 and 30 to 40) revealed that their responses
towards the instruments in phase one is not significantly different (Table 5.4).
This conclusion is based on the value of West significant of p=0.613 which is
more than the acceptable level of 0.001. Due to this finding, the researcher
believed that the selectionof respondentsin the third phasehad minimal effect on
the overall conclusion.
Table 5.3: Comparisonof phaseI vs. phase3: Age

Valid

Less than 20

Freque
Phase
1
1

20 to 30

83

124

30 to 40

78

64

40.0

33.3

40 to 50

32

2

16.4

1.0

Percent
Phase Phase
1
3
.5
42.6

64.6

.5
42.6

64.6

.5
43.1

64.6

1 40.0

33.3

83.1
1

Ove 50

1

2

Total

195

192

.5
100.0

1.0
100.0

Valid Percent
Phase Phase
1
3

Cumulative Percent
Phase
Phase
3
1

cy
Phase
3

16.4
1
.5
100.0

1.0

99.5

97.9
1
1 99.0

1.0

100.0

1 100.0

100.0

Table 5A West betweengroup age20-30 and 30-40 with trust
Group age
20-30
30-40

N
83

Mean
3.5542

78

3.3974

Std. Deviation
58151
.
53400
.

Significant
613
.

Pertaining to respondents'use of Internet in both phases,almost all of them were
online everyday (more than 95 %) and the others accessedthe Internet once a
week (Table 5.5). This pattern of Internet accessibility can indirectly show that
respondentswere comfortable with the technology and could accessthe Internet
quite easily. This consideration is very important in this research in order to
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factor
interfere
technological
trust
to
the
effect
of
with the overall
minimize
have
Most
the
respondents
shoppedonline previously (Table 5.6).
conclusion.
of
From both phases,nearly 80 % had the experienceof online transactionwith 38 %
having had the experience more than four times and 30 % having had the
experienceof between two to four times. In other words, most of the respondents
did have some kind of experienceand were familiar with the online transaction
environment.
Table 5.5: Comparisonof phaseI vs. phase3: Frequenciesof Internet use.

Valid 1 at least once a week
at least once a day

Cumulative
Frequency
Percent
Valid Percent
Percent
Phase Phase Phase Phase Phase Phase Phase Phas
1
3
1
3
1
3
1
3
6.8
197.9
6.8
68
4
13
2.1
2.1
12.1
93.2
93.2 1 100,0
191 1 179 197.9

Table 5.6 : Comparisonof phaseI vs. phase3: Experiencein online shopping

Valid

Cumulative
Valid Percent
Freque cy
Percent
Percent
_Phase Phase Phase Phase Phase Phase Phase Phase
1
3
1
3
1
1
3
3
Never shoppedonline 37
19.0
20.8
19.0
20.8
19.0
20.8
40
Once only
11.3
6.8
11.3
27.6
22
13
6.8
30.3
2 to 4 times
62.0
30.3
34.4
30.3
34.4
60.5
59
66
More than 4 times
39.5
38.0
39.5
100.0 100.0
77
73
38.0
-Total
195
192
100.0 1 100.0 100.0 100.0

5.2. Discussion on First Phaseand Third PhaseResult
As presentedin the previous chapter,regressionmodeling has been carried out in
determiningthe influence orthe merchanttrust information model on tile creation
of trust in EC transaction.The proposed merchant trust information model can
only influences part of trust creation in EC transaction. Even though this
percentage is considered to be low but it is expected since the trust model
constitutesa bigger picture which focused on the information requirementwhich
was covered in this research.If this finding is comparedto the model suggested
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by other researcherssuch as Matthew and Turban (200 1), Chung, Lee and
Matthew (2000) and Tan and Thoen (2000), the findings are consistentwith their
model. According to them, creating trust for EC transaction requires more thui
only providing information as suggestedin the model. Constructslike technology,
contextual factors, law and regulation as well as individual propcnsity of trust will
influence the formation of trust in virtual environment. In addition, previous
be
important
in
can
very
establishingtrust.
relationshipexperience
When a detailed analysiswas carried out in order to determinewhat percentageof
each merchant trust information factor can explain the overall model by using a
factor
has
been
linear
excluded from the model
stcpwisc
regression,an existence
(Table 4.12).The fact that the existencefactor made up only less than one percent
contribution towards the explanation of the model can be attributed to several
reasons.First, one of the main reasonsfor the proliferation of EC is the ability of
thc'lntemet to createa cyber word as a platform for the existenceof EC. They do
not dependon the real world existenceor brick and mortar form. Therefore, the
information about real world existence is to be perceived as not important to
create trust in EC especially for those who are familiar with the virtual
environment. Second, based on the demographic information, 70 % of the
respondentswere repeatingonline customers.One of the assumptionsthat can be
madeis that they may not have any problemswith their previous purchases.If not,
they would not have repeatedtheir online purchase.Since most of the respondents
had gone through positive experiencein dealing with these virtual organizations,
their response to the question on the real world existence factors was less
important in order to createtrust towards merchantsfrom customers.A different
situation might arise when the respondentsare being askedabout real existenceif
they have faced setbackswith online merchants.
The other reason that might influence this result is multicol linearity problem
between existencefactor and other factors. This problem might happen between
existencefactor and policy factor and third party certification factor. Information
about existencecan be assumedas being available in policy factor such as return
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policy or payment policy. In this policy, the information about existence factor
such as addressand telephone numbers is made available to the consumer. In
addition, there are also third party certifications that provide the service of
confirmation on the existenceof the online merchants.These merchantsmay not
have a specific addressor telephone number but they really exist in the virtual
world and are able to fulfill any online transactions.
Comparing the result from the regressionanalysis through stepwise method and
correlation analysis, it seemedthat the results were in conflict with each other.
However, a closer examinationrevealedthe reasonsfor this difference. Based on
the regressionanalysis with stepwisemethod, the existence factor was excluded
from the model due to its small contribution in explaining the overall model. In
other words, when all factors are being considered, existence factor becomes
insignificant in the overall regression model. However, if the existence factor
alone is consideredand its correlation with trust factor is tested, it still has some
significant correlation at .445 with 0.01 significance (2 tailed). The reasonsfor
this have beenexplainedabove.
This finding is supported by the findings in the third phase where information
about policy was identified as the first factor to createtrust towards merchantsand
information about existenceas the last factor. However there are some differences
in terms of information about fulfillment and affiliation. In the first phase,
fulfillment was identified as being the greater influence when compared to
affiliation while in the third phase,this sequenceis in reverse.However, if more
attention is given to the detailed results, the mean differences between these two
factors in the third phase is only 0.0248 (7.0938
7.0690).
Therefore,
a
conclusion can be made that the findings from phaseone and phase three are in
tandem.
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Policy
Other detail results in the third phase also merits further interesting discussion.
For the policy factor, privacy scores the highest mean (7.7578 ± 0.69962)
followed by refund policy (7.3411 ± 0.65883) and payment policy (7.1146 ±
0.76569).This finding is well supportedby other researchfindings where privacy
has been a major concern relating to the trust creation especially in EC
transaction.Meanwhile, information available in refund and payment policy were
well acknowledged to be very important in creating trust in electronic
environment.
Within a virtual environment, policies such as refund policy, customer
satisfaction policy and guarantee policy can help consumers to evaluate the
trustworthiness of a merchant (Malhotra et aL, 2004). Consumer satisfaction
policy and guaranteepolicy are very important since they can influence the level
of risk involved in the transaction. Policy such as "money back guarantee"can
lower the consumers'risk by giving more control to users towards the output of
the transactionsince they can return the product without total loss if they are not
satisfied with the quality. In addition, information about payment policy is also
important to the customer.They usually prefer a policy that will put them always
in control while completing the EC transaction.They will usually prefer a method
of payment where they are in control of canceling the payment for unfulfilled
transactions.Paying by cash by depositing the money to the merchantaccount is
least preferred since the consumers lose control over the money once it is
depositedto the merchants' accounts.Paying by cheque or credit card can give
some control and security to the consumerssince they still can cancel the cheque
or credit card payment. A preferably escrow method will give more security to
both parties.
Privacy policy was viewed as very important since it provides consumerswith the
details on how the online merchantswill handlethe consumers'data that has been
collected (Adams and Sasse,2001). The issueof credit card fraud and unsolicited
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mail either online or offline make consumerstake more cautious stepsbefore they
enter their personalinformation online.
Meanwhile, ordering especially products that cannot be checkedand touched can
causeconcern about the actual quality and standardwhen the product is actually
delivered. Therefore,return policy was very important to ensureany hasslerelated
to returning productsand their chargescan be anticipatedearly. The consumercan
read and calculate the risk involved if they receive low quality or sub-standard
products and the cost associatedwith returning the products. Paymentpolicy was
the last itcm under the policy factors. The respondentalso rated this policy as very
important. From the payment policy, the consumer should be able to get
information about method of payment that the online merchantcan accept for the
intendedtransaction.By knowing the paymentpolicy, the consumercan chooseto
use the less risky method. The use of credit cards or escrow service can help
online customersto reducethe risk of losing their money for nothing.
5.2.2.

Fulfillmcnt

With regardsto fulfillment factor, information on how the merchant will deliver
the products,and how the customercan track their delivery progressare important
in creating trust toward EC merchant. The delivery scored a mean of 6.9766 ±
0.68509 and tracking scoreda mean of 6.8516 ± 0.90235. The ability to perform
expected tasks for other parties is a basic definition of fulfillment for trust
relationship between two parties in this thesis. Therefore, it is important for
merchantwcbsites to communicatetheir ability to fulfill their duties to complete
the businesscycle especially in delivery and tracking the delivered merchandise.
Since the cyber world does not provide means of transferring non-digital goods
instantaneously,cybcr merchantsneed to give consumers' all information about
delivery method. Particularly, information pertaining to delivery progress is also
important to develop merchant trust. Consumersneed to be informed about the
progressof their delivered merchandise.
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Information aboutdclivcry and tracking capability were viewed as very important
but scorcd Icss than other items from other factors. The respondentmay assume
that dclivcring and tracking capability is not totally dependenton the online
merchant. 1lic onlinc merchantsarc usually sourcing out this function to the
couricr company such as Federal Express or DIIL. It dependson this courier
companywhcthcr to providc the capability of tracking or not. In addition, online
consumcrsarc usually givcn an option on which courier companythe consumers
want to chooscand arc willing to pay since most of the time, the courier charges
arc not includcd in the products' price. In short, delivery progressis an important
factor that must bc assuredand protect by the merchantto instill trust worthiness
and accountabilityon thcir part towardsthe purchasemadeand customers.
5.2.3.

Affiliation

Affiliation needsto bc included becausea strong trust relationshipcan usually be
two partiesif developedthroughdirect experience.However,
establishedt)L-t%%-ccn
for new users, recommendedtrust can be used to establish an initial trust
relationshipwhich can be createdbasedon anotherparty's recommendation.The
influencesor affiliation, for example will becomemore significant especiallyto
unknown mcrchants "-here the perceived risk is higher than well-known
merchants like Arnazon.com. For the affiliation factor, the respondentsgave
higher wcightagc to other customercomments(7.4870 ± 0.69269) comparedto
the agencies or third party certification (7.2240 :1: 0.76189). The consumers
bclicvc that the previous customer experienceis more important than the precndorscnicntor third party ccrtirication provider in generatingtrust toward the
merchants.
Prcvious customcr comincrits arc viewed as very significant in this matter. As
suggcstcd by Chcskin Rcscarch (1999), past cxpcricnce with a particular online
digital
factor
for
trust among online
rncrchant can bc a %,
creating
cry strong
Custoincrs. If personal prcvious cxpcricncc is not available, other peoples'
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prcvtous cxixricncc can also be used to a certain extent for this purpose.
Expcricnccfrom othcr onlinc consunicrscan be reliable if they arc collected by an
indcpcndcntparty and arc rnanagcdproperly.
I'lic scconditcm that forms thc affiliation factor is the third party ccrtification or
third party cndorscr(Nlahadcvanand Vcnkatcsh,2000). This type of endorsement
can vary from basic cxistcncc cndorscmcntto policy endorsementas well as
tcchnical compocricy cndorscmcnt. Ilis cndorscmcnt can come from the
govcmmcnt, privatc or businesscommunity initiatives and their endorsement
corncswith ccrtain chargcsor tcrms that can be viewed as a penalty to the onlinc
mcrchantsif tlicy fail to comply with the cndorscmcntterms and references.Both
partics,cndorscrand onlinc mcrchant%%ill
always try to avoid breaking the terms
and rcfcrcnccs in ordcr to build and maintain thcir reputation as endorserand
onlinc nicrchantas %%-cll
as maintaintlicir businessexistence.
5.2.4.

Exhiclice

For the cxistcricc factor, addrcss(7.5859 ± 0.84019 ) and telephone(7.4141 ±
0.73196)scorca %,
fax
0.81120).
(6.1849
high
±
to
the
number
cry
mcancomparcd
I'lic inforniation about mcrchantreal cxistenceis not only vital in virtual world
but also in n rcal world bccauscsuch information support the building of trust
between
is
two
is
important
r.
trust
crcation proccss. xistcncc
a relationship
since
or morc partics. I'licrdorc, in a trust relationship, the existenceof the parties
involvcd nccdsto be first cstablishcdbeforetrust can be developedbetweenthem.
E-XistcnccbccomcsIcss important when they already had an experiencedealing
with cach0111cr.
Ili=

items were chosen in order to give consumers control to initiate
communicationtx-t%%-ccn
the parties involved. By giving this control, consumers

who havc any doubts about the merchant'sexistencecan use this information to
rcconfinn their doubts.As pointedout by the third phaseexperimentresults,these
is
Address
thrcc items %%-cre
important
trust.
towards
establishing
vic%%-cd
as very
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important
factor, followed by telephonenumber and the fax
the
viewed as
most
number.The addresscan bring the elementof virtuality to real world of the online
merchant.The addresscan point out the exact location of online merchantsin the
if
real world available. The consumercan verify by sending letters to the online
merchantespeciallywhen the transactioninvolves a big sum of money. Combined
with telephone numbers, the consumer has better options to check the actual
existenceof the online merchant.The phone number can be cross checked with
the phone book if it is available or be verified by calling the number itself. The
ability to check the merchant'sactual existencewill ensureany problems at a later
stage of transaction which could be resolved amicably. Another important
information that can be used to check the real existenceof online merchants is
their fax number. Having more meansof communication with online merchants
should give more control and confidenceto the consumerto do transaction with
that particular online merchant.
As a conclusion, among the four constructsthat were included, policy is the most
influential construct followed very closely by third party certification and
fulfillment. The least influential but still significant is existence. Similar results
were also found in the third phasewhere policy is still the most important factor
followed by the other two constructs, fulfillment and affiliation and lastly by
existence.
5.3. Discussion on Second PhaseResult: System Evaluation
In this section, we discuss the results of the first prototype of an information
extraction system that was developedto support a trust model in EC. Table 5.7
summarizesthe performanceof the system in terms of precision and recall with
regardsto the extractedinformation.
Once the extraction and navigation rules have been defined and implcmentcd, a
processessimilar to that describedin section 3.3.2.1 was usedto selectanotherset
of 50 commercial websites for the evaluation of the systern.Tlie wcbsites were
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factor
the
to
of
websites
which
contains
each
get
actual
number
manually
visited
is
find
After
in
framework
(second
that,
the
to
the
column).
prototype
used
used
be
information
to
the
the
required are managed
out
number of websites where
(fourth
(third
the
percentage
of
recall
column).
column)
which
will
give
extracted
The information being extracted then is being compared with the actual
be
infonnation to get the number for correct recall (fifth coltunn) %N.
will
-hich.
translatedto precision percentage(sixth column).
Table 5.7: Systemevaluationbasedon recall and precision

Telephonenumber
Fax Number
Address
CustomerComment
Privacy Policy
Refund Policy
Affiliation
Tracking
Shipping
Payment

Actual

Extracted

45
25
29
35
45
27
38
31
38
38

33
16
18
30
38
15
35
25
21
18

Recall
%
73
64
62
85
84
56
92
80
55
47

Correct
Recall
25
11
12
29
38
14
34
20
20
15

Precision
%
75
68
66
96
100
93
97
80
95
83

Basedon Table 5.7, the overall performanceof the prototype is still having a lot
factors
link
for
improvement.
define
for
A
such as affiliation (92%) ,
well
of space
highest
(84
%)
%)
the
(85
staternent
get
and privacy
customer comments
percentagefor recall as well as precision. Aniong the reasonsthat contributed to
this high percentageis the textual representationof theseinfonnation and having a
consistentname or description for their semantic link. While the others may use
inconsistentname for their semanticlink or use graphical representationwhich is
not being recognize by the prototype. However other factors which score low
precision are payment (47 %) where most vvebsiteuses a picture of credit card
without any meaningful phrase in the link and shipping (55 %) where most
websites only use graphical representationof the agent that the online merchant
usedsuch as DIM or FederalExpress.
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Although the precision is not high at this stage, it is believed that it can be
improved with a larger sample size. The efficiency of the system will surely
improve if more techniquesare used.The researcherlearnedthat when it comesto
WWW, the information is not always in the textual form. Many websites use
images to convey information. It is worthwhile to include a module to extract
information from images in future implementations of the system. This is
something that will improve the overall search and extraction time. The second
aspect that needs to be improved is the indexing process of the links. For the
moment, the same weight is given for all the links' indices. A better approach
have
indices
links
be
(using
the
that
to
these
start
with
ranking)
and
would
weight
the most significant index. This significance will depend largely on the type of
information being extracted.Different extraction modules need different weights
for indices. For example the weight should be used differently to look for a
telephonenumberor an address.
5.3.1.

The Extraction System

An experimentwas also conductedto localise the level where the information was
extracted.This experiment is important as the researcherfelt the needto know the
improve
is
information
the efficiency of tile
to
the
stored
exact place where
home
(Table
5.8).
It
the
that
page (the. page that was
system
was assumed
accessedwhen using the website's URL) is referred as level 1. It was noted here
that sometimesthe information is available earlier than the level where it was
extracted. This was particularly true for those websitcs that display the
information as an image at level one and then the information is repeatedtextually
at another level. Searchingfor information should start at the honlepage(level 1)
and if the user needto click the link available in level I in order to go to the next
page then this next page will be referred to as level 2. Tile number of levels will
increasebasedon the links available at eachlevel. The researchernoticed that the
prototype will becomevery slow if the information is locatedbeyond level 3. This
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experiment has shown that in general, if the information was not found after
level
it
is
likely
information
is
3,
then
the
that
more
searchingat
not presentat all.
There was only one casewhere the addresswas extractedat level 4. Such findings
would surely influence the implementation of the system in term of how far the
prototype will tray to searchthe information in websites.The researcherbelieves
that a larger sampleis neededto have a better understandingabout the localisation
of the information bcforc making any clluigcs to the current implenicntation of
the systcin.
Based on the table 5.8, most of the information is available at level I or level 2
factors
level
for trust creation such as privacy policy and
3.
Important
and someat
affiliation and customer commentsare usually available at level 1. However, this
rcsearch shows that not all information regarding merchant trust information
frai-ncwork are available in level I or level 2. Sometimes, this important
infonnation are availabje at level 3 which requires consumersto navigate deep
into the wcbsitc. Therefore, all important information suggestedin the framework
should be available at level I or 2 only. This will help consumersto find this
information casity.
Table 5.8 : Extraction Level
Levell
Total %
Tel. Number
13 39%
FaxNumber
0
0%
Address
1
6%
CustomerComment 16 53%
30 79%
PrivacyPolicy
RefundPolicy
0
0%
Affiliation
33 94%

Leve12
Total %
18 55%
12 75%
10 56%
14 47%
7
19%
8
54%
2
6%

Leve13
Total %
2
6%
4 25%
6 33%
0
0%
1
2%
6
40%
0
0%

Tracking
Shipping

15
11

60%
52%

2
4

8% 1 0
19% 1-0

0%
0%

16% 14

78%

1

6%'j 0

0%

Payment

18
6

3

32%
29%

Leve14
Total %
0 0%
0 0%
1 6%
0 0%
0 0%
1 6%
0 0%
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5.4. An Overall Model to Evaluate Merchant Trust

Providing information on EC websitesas indicated by the proposedmodel in this
researchwill be the responsibility of the merchants. This information then will be
by
developed
for
the
this research.However the real use of
prototype
extracted
this information still dependson the individual consumersthemselves.They are
the one who will decide which information is most important and which is less
important. If certain privacy policy information is available on the merchant
is
websites and
positive (the policy stated clearly on how the information
collected from consumerswill be handled by the merchant), then the value of I
is
be
0
to
that
the
assigned
assigned.
can
variable, otherwise
value
This conclusion is being made since some customer give different weights
(importance) to a different information requirementvariable. For example, some
may find people existence is not important, third party endorsementis fairly
important and return policy very important. The systemthen assignsa weight for
eachvariable. I if the variable is judged as important; 0.5 if fairly important and 0
if not important. The model use the following equationto calculatethe confidence
factor T which is again given as a percentage.If the user has no preferences,then
the default valuesof the weights are I for all variables.

"Z3 E.
E2j
A
w.
w.
i=1 I I+
J=I iJ+
T1
43223

Z2
pw
k=1 k k.

+.

E3 F iv
1=1 11

Where:
Ei- Existence,
Aj = Affillialion,Pk= Policy,F, Fulfillment,wj Weightassign
5.5. Limitations
There are several limitations concerning this thesis. The first one is the overall
limitation and the second one is the operational limitation. The first overall
limitation is about the focus area. The focus of this researchis on business to
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consumer (132C)segment of EC. Other segmentssuch as business to business
beyond
(13213)
(C2C)
to
the researchscopeof this thesis.
or customer customer
are
Even though some result from this researchcan be applied to these segments,
extra caution needsto be taken on this limitation. The secondoverall limitation is
on the sourceof trust. There are many sourcesof trust that needto be incorporated
in the EC environment. They are merchant trust, technology trust, product trust,
legal trust and proceduraltrust. However, in this research,only merchanttrust will
be consideredand the output of this researchwill reflect this limitation.
Meanwhile for operational limitation, is about the respondentsof the research.
The respondentsof this study relate is relatively small and non-random sample.
For the first phase, 232 respondentsrespond to our questionnaire out of which
only 195 were useful. The initial anticipation of attracting enough respondentsby
placing the questionnaireon the rented server and made available in the Internet
twenty hours, sevendays a week (24/7) for four months did not materialize. Due
to this situation, extra cautiousneedto be taken before imposing the result of this
thesis on the general population. In addition, the sample'for
the third phase was
p
also small and was only limited to university students.Even though, this sample
was justifiable as in the argumentin section3.2.3.4 extra cautious is neededto be
taken before transferring and generalizingthe findings and result onto the general
population.
In addition, the shopping experience in third phase was not based on the real
purchasingexperiencewith real money on real products. This setup can influence
the evaluation of risk involved toward the merchants.If real money was involved,
the assessmentof risk may be stringent compared to a role play shopping
experience.
Other operational limitation is on the prototype development.While developing a
prototype in the secondphase,the processof retrieving was basedon text only.
flowevcr, if the representationof information is not-in the text form, the prototype
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be
information.
This would lead and affect the level of
to
the
will not able retrieve
successfulretrieval rate presentedin the Table 5.7.
5.6. Implication of Findings on Theoretical and Practical Domain
This researchwill have an impact on both theoretical and practical domains. In
the theoretical domain, the framework has extendedthe knowledge in the area of
information requirement which identified the information that needs to be
available on the merchant website and be conveyedto consumerswhile they are
window shoppingon merchantwebsites.Information such as merchant existence,

I

affiliation, policy and fulfillment can generate merchant trust via factors like
benevolence,ability and integrity.
Meanwhile in the practical domain, as EC is basedin cyber world, this research
will contribute significantly towards helping consumersestablish trust toward
merchants.The framework produced by this researchcan play an important role
in EC website development.The framework will summarizerequired information
in
needed EC website development. In addition, the output of the secondphase
can be used to help consumersto find related trust information in the merchants'
websitesand show them in a form of a report that can be easily understoodby the
consumers.This report can help consumerto decide whether to continue their EC
activities with that particular merchantor not.
5.7. Conclusion
As increasingly more products and servicesare sold over the Internet, it becomes
all the more important to build up knowledge in EC-specific user interface and
user experiencedesign. Whether a website is an extension of a familiar off-line
company, or whether it is the only touch point with an unknown company,
consumersmust be confident that they have significantly more to gain than to lose
when entering a transaction. Losses can take the form of frustration, deception,
disseminationof confidential information, as well as wastedtime and money. The
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entire user experiencemust therefore be designedto induce a positive affective
state by strategically addressingconsumers' concernson the issue of developing
trust and trustworthiness.
As an overall result, all factors suggestedin the framework as being put forward
as following hypotheseshave an important role in creating merchant trust from
consumers'point of view. Therefore, the hypothesesstatedin the section 1.6 are
all acceptedbasedon the following discussion.
Based on the findings from phaseone and phase three, there are several factors
that are suggestedconstantly as important to form the basis for information
requirement for merchant trust framework. Policy factors are considered as the
most important factor. Information about privacy policy, refund policy and
payment policy can be used to inform consumers how online merchants are
protecting consumers' interest when they do transaction with them. There are
some small differences in terms of results for the, second and third important
factors. In the first phase,the secondmost important factor is affiliation while in
the third phase;fuYliffinent is the secondmost important factor. Thesetwo factors
exchangeplaces with each other between the first and third phase. Last but not
least, both phasesreveal that existencefactor is ranked in the fourth place. Even
though existencefactor has been excluded in the step wise regressionmethod, it
still scoresa very important rating in the third phase.The existenceinformation
factor is important when the consumer wants to physically contact the online
merchant.
Basedon the abovesummary,the overall conclusionsof this researchare:
1.

The information about the four constructs;policy, fulfillment, affiliation
and existencecan be used to create merchant trust from the consumers'
point of view.

2.

Information about the four constructsincluded in this researchshould be

availablein themerchantwebsite.

III

3.

4.

Consumers should be able to evaluate the trustworthiness of an online
merchant by evaluating the risk involved based on the information
provided by thesefour constructs.
However, providing infonnation about thesefour construct is not the only
factor that can create merchant trust. Trust theory goes beyond to the
technology usedin the websites,design of websites,external environment
such as law and regulation and previous relationship experience.

5.

The prototype developed in the secondphasemay not be perfect enough
to be distributed as a real functioning shopping assistantto consumersat
large yet, but it has the merit to be further developed and distributed in
finding
information
for merchant
the
to
required
order guide consumers
trust creation for online transaction.

The implementation of the prototype in the second phase has made the
information searching and retrieval to establish merchant trust much easier.
Consumersneed to activate the system by running the system and providing the
websitesaddressto the system while doing their online shopping. The prototype
in
framework.
infori-nation
Thc user will be
the
the
then
as
specified
will
search
information
the
such as address, telephone
specific existence
presented with
number and fax number when they are available on the websites.Meanwhile, for
the information on the other factors, the user will be given a link to the webpage
which contains information such as privacy policy, refund policy or customers'
comments.Consumerscan read and evaluatethe information provided and decide
on the level of risk involved in cornmitting trust transaction with that particular
online merchant.
5.8. Future research
As it has been mentioned before, the suggestedinformation framework only
explains part of the overall trust model. Future research should include other
constructs as proposed by other researchers.Although certain relationships
between trust and risk are mentioned and included in the initial development of
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framework suggestedcan influence the overall level of risk on EC transaction.
In addition, there are also two other problems regarding the information
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Further work can also be carried out to refine the prototype system. The system
should be able not only to searchtext information but also to extract information
from graphics elements on the merchant websites. For example for payment
option, the refined system should recognisethe logo of visa and mastercards.The
availability of these logos indicates that the online merchantsare accepting other
means of payment other than cash (through a deposit to a bank account, a
common payment method in some Asian countries where credit cards are not
available to the generalpublic). The current system can also be developedfurther
as an autonomousshopping agent where it can searchautomatically the merchant
trust information framework whenever the consumers are visiting any EC
websites.The agent should have the preferenceof the user and able to detect the
risk involved in dealing with particular online merchant. With these information,
the agent should be able to recommendor rate the trustworthiness of the online
merchant. Ultimately, the agent should be able to recommend the best online
The
for
to
the
consumer.
recommendation is not only
merchants
any product
consideringthe trustworthinessof the merchantbut can also include other factors
such as price, quality or featuresof the product.
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Appendix 2
Questionnaireusedin Phase3

Questionnaire for research title: A Merchant Trust
Framework for Electronic Commerce
Information
Applications (Business to Consumer Segment)

Dcar I-cspoildelit.s.
business
1',
arrangement NvIlcre the proccss ot'creating
Icclcs,,
is it
c('0111111cf-ce
trust to\\ards miline merchants is still a big challenge. III gC11CRII,COIISLIMCPS
in
hilving
thcir minds toward the
to
tRiSt
civate
elIOLIgh
problems
ilre still
flicilitate
Since
transactions.
to
eCommerce
wcbsites arc
online merchants
ini'Ormation
Icads
the
that
to the cstablishincilt of'
(lie 111,1111
illecting Space.
trust clivironment fi*0111C011sumers to online mci-cliants (merchant trust) nced
to he Conveyed while Consumers arc online. Therefore, the overall objective
fecdback
fiVin
tl1C
the respondent about thc
to
this
gCt
IS
01'
LlIICStIO1I11iIII-C
Sense oftrust toward onlinc merchants.
IICCdCd10 CI'CZItC
111601-111,01011
I WOUld like to cniphasizc here that there is no right or wrong iliswcl, to tile
questions so please answa tile question as what you IM is COITCCt1'01-VOLI.
All I-CSI1OIILIS
\VIII he tl-CIICLI IS Strictly confidential and anonymous. The
it'
be
1'01I)LIrposes
and
you are intercstcd to
ýICIdellliC
USCLIOllly
I'CS111t
Will
tile copy of' the output plcasc Lise I separate shect to attach you name and
1,01I'llture C0111111
LillICation.
Contact 1111,61-Illatioll

Thank you for your time I'or the experiment and effort in completing this
Lilies(lonnal I'e.
M. K. Kasiran
Post Graduate Student
Computer Science Department
Sal l'ord I Jniversity

Ilow to complete this questionnaire?
case X\I.i IC ýo IIr respo IIse II It lie spacc prox, Ided or circle the appropriate code after t lie),
have the cxpenencc of'reading the required i111,01.111ation
from the real c('0111111ei-cc
wcbsites.
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Demographic
I

"Scx

I

Age

Information
Malc
Felliale

Frequency ol'Internet usage

Nc\ci- usc Inicnict
At least oncc a month
At least once a \N,cck
At lea.st once a daý

Fxperience miline shopping

Ncver shop onlinc
Once ollIN
2 to 4 limcs
More than 4 tinics

(, encral Framework
Agree

tiliccl-taill

Disagi-ce
*\
Disagice

Agree

7

I always have doubt about the real existence of' a business entity
behind mr, eCommerce website.

I ()

1always believe that it is important For online merchant to
communicate clearly that they really exist behind their websitc.

I ()

In order to he trustworthy, online merchants need to communicate
clearly that they really exist behind their Nvebsite.

I ()

The real existence of' business entity is not important oil trust
creation toward online merchants in eCommerce.

I ()

III ORICr10 be IRISIWOrIlly, OIIIiI1Cmerchants need to publish their
business'policy such as privacy policy 01-refund policy Oil their

10

8765

Nvcbsitc.
10

111

12

I.,

14

ol'business policv oil the wel) site is important
creation toward online nicrchantý.
Publication

flor trust

always believe that it is important for online merchant to be
endorsed by independent party and this should he clearly stated oil
their websites.

198765

1)

111order to be triistworthy,
the merchants riced to have endorsement
1)), other partics oil their web site.

198765

In(lorscnicrit
by other party oil online merchants website does ilot
have am, el'i ,cct oil trust creation toward them.

199765

1 always have doubt about the capability ol'online merchant to ILlIfil
their obligation in completing the transaction as promised.

198765

8765
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(. encrall Franicivork
IS

I ahvaýs believe that it is important for online merchant to be
always capable ol'hilfilling their obligation to complete oillilic
transaction

16

17

(Continue)

987654

as promised.

In order to be trustworthy, the online merchants need to give
informalion about how they will fulfil their obligation in
completing the transaction.
Information
to complete
toward thein,

on how the online merchants can fulfil their obligation
the online transaction is not important on trust creation

18765

'1

19870S

.4

Detail Framework (Existence)
VCry
Importaill

Important I incataill

Lcss
Illiporlam

Not
Important

I low important are these information to be available online in
order to establish the legitimacy ot'an online merchant
IS

Online

merchant's

addrcss

1k)

Online

incrchant's

telephone

20

0111i'le Merchants

Detail Frame-work

997653
98765

numbcr

I'ax number

-1

198765432

(Policy)
Ver,
1111portantPliccitaill
Important

21
22

I low important are these policy statements to be available online
in order to establish a sense oftrustworthy toward online
merchants :Online merchant's privacy policy
Online merchant's refund policy

Detail Framework

3

98765

.132

9765

1)

I'C"'s
Nol
Important Importaill

.132

(Fulfilment)
Important Pliccl-lilin

vcl. \
I 111portalit

I
'ess
lillpollaill

I lo%vimportant are these information to be available online if)
order to create a sense merchant competency in handling order
through online transaction
23

Information

related

to payment

process

24

Information

related

to Shipping

Process

10

98765

25

Inlormation

related

to tracking

process

I ()

98765

765

137

Not
Important

Detail Frameiiork

26
27

(Policy)

I low importance are these endorsement to be available online in
order to establish it sense oftrustworthy towards online
merchants Fn(lorscment through third party
Fndorsement through Customer Comment

Moderating

Less
Imporlant

Noi
Importain

U11ccl-taill Disagree

strollgIN
I )isagrcc

Important Uncertain

I ()

99765432

10

98765432

Factors (Risk)
Strongly

Agrec

Agree

28
21)
10

My assessment of'risk involved in eCommerce transaction will be
based on these flictors -Price oftlie product involved (The risk is higher for expensive
product)
Location ol'the online merchant (The risk is higher ifthe online
11jel-cli,
int located in a loreign country)
Availability ()l'the product (The risk is higher for a rare item)

U)

9

1(1

9

1(1

9

7

6

5

4

3

2I

8

7

6

5

4

3

2I

8

7

6

5

4

3

2I

Moderating Factors (Trust propensity)
Strongly
Agrcc

31

1 always trust Online merchants.

32

1 never hesitatc to buv online.

3-1

1 %%illonly give my credit card information to online merchants if
it is being transmitted through secured channel.
I will never buy anything 1rom online merchants.

Agrec

U11ccl-laill Disagicc

I ()

9

8

7

6

5

1()

9

8

7

6

5

10

9

8

7

6

1()

9

8

7

6

4

Thank YOLL
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Appendix I
Snapshotsof'onlinc questionnaires(Phase1)
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