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A Torture-Free Cyber Space: A Human Right
Samantha Newbery and Ali Dehghantanha

A Torture-Free Cyber Space: A Human Right

Definitions of torture range from the emotive to the legal. The media sometimes use the term in
a loose or informal sense, for example to refer to the pain felt when one’s sports team loses a
crucial game.1 This dangerous practice detracts from the severity of torture as defined in law.
When international human rights instruments describe the treatment of prisoners as torture, they
are referring to severe suffering. News reports also use the term in a non-legal, informal sense to
refer to the effects of cyberbullying.2 In some instances cyberbullying can meet the severity of
suffering aspect of the legal definition of torture, as will be explained below.

It can be argued that only when treatment meets a definition of torture contained in international
human rights law and associated jurisprudence that we can say it really is torture. However,
there have been instances where the law has been manipulated so that practices many people
would regard as torture do not meet the narrowed definition. Lawyers working for US President
George W. Bush’s government achieved this in the months after the terror attacks of 11
September 2001. In his August 2002 memorandum Jay S. Bybee, Assistant Attorney General at
the Department of Justice’s Office of Legal Counsel, wrote that physical pain is only severe
enough to cross the threshold into torture if it is ‘equivalent in intensity to the pain
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accompanying serious physical injury, such as organ failure, impairment of bodily function, or
even death.’3 The reason for this manipulation was the desire to support an argument that certain
controversial interrogation techniques were legal and could therefore be used against terror
suspects in an effort to gain intelligence from them. This took place at a time when the US was
keen to collect intelligence on Al-Qa’ida as part of the War on Terror.

The 1984 United Nations Convention Against Torture (UNCAT) defines torture at length. The
components of this definition can be summarised as: severe physical or mental pain or suffering;
that it is inflicted intentionally in order to obtain information, a confession, inflict punishment, to
intimidate or to coerce, ‘or for any reason based on discrimination of any kind’; and is carried
out by, at the instigation of, or with the consent or acquiescence of, someone acting in an official
capacity.4 How to ascertain when these criteria are met, especially given that ‘severe’ is not
defined and that suffering can be difficult for victims to describe, has proven challenging for
international human rights courts.

It is particularly relevant to discussions of cyber torture that UNCAT explicitly acknowledges
that the suffering caused by torture can be physical or mental. Coverage of the use of torture in
the US-led War on Terror since 9/11 has focused on physical actions such as exposing prisoners
to extreme heat or extreme cold, physical violence and the prolonged enforcement of
uncomfortable or painful positions known as ‘stress positions’.5 Although the mental suffering
that these methods can cause is not ignored completely, reasons why these damaging physical
methods are often the focus of commentary on the use of torture in the War on Terror might
include that their effects are easier to communicate and to measure, and that US policy
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documents also focus on these physical actions. Not only do these primarily physical methods
have a psychological or mental effect on those who are exposed to them, but other methods of
torture are primarily psychological in character. These include threatening the prisoner with
execution and with aggressive dogs. Torture therefore can be, and often is, mental as well as
physical in its methods and effects.

Media coverage of controversial interrogation techniques used by western states in the War on
Terror has equated, and at times confused, interrogation with torture.6 Being clearer about what
practices are being discussed will benefit analysis of the impact and legality of these practices.
Seeking information by conducting interrogation does not always involve torture, as routine
questioning at police stations in western states usually demonstrates. As the UNCAT definition
reminds us, torture is not always motivated by a desire to gain information from the person being
subjected to torture: revenge has been exacted on prisoners who a capturing army believed accurately or otherwise - were responsible for the death of their comrades; and sadism has
motivated individual prison guards, for example.7 For actions to constitute torture as defined by
UNCAT, the intentionality behind the action is key. The purpose of torture is to obtain
information or a confession, to punish, intimidate or coerce, or it is carried out ‘for any reason
based on discrimination’.8

Human rights law is based on acceptance of the idea that everyone has certain rights by virtue of
being human. The European Convention on Human Rights and Fundamental Freedoms (ECHR),
for example, states that everyone’s right to life shall be protected by law and that no one ‘shall be
deprived of his life intentionally save in the execution of a sentence of a court following his
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conviction of a crime for which this penalty is provided by law.’ The ECHR prohibits slavery
and forced labour, and protects the rights to liberty, security, respect for private and family life,
and freedom of thought, amongst others. Article 3 of the ECHR reads, ‘No one shall be
subjected to torture or to inhuman or degrading treatment or punishment.’9

The landmark case in establishing the interpretation of the term ‘torture’ in the ECHR was the
European Court of Human Rights’ 1978 judgment in Ireland v. The United Kingdom. Having
considered a group of five interrogation techniques used against terror suspects in Northern
Ireland in 1971, the Court found that these techniques had caused ‘if not actual bodily injury, at
least intense physical and mental suffering to the persons subjected thereto and also led to acute
psychiatric disturbances during interrogation.’10 These five interrogation techniques consisted of
being hooded with a black pillowcase, exposure to loud, continuous white noise, stress positions,
limited food and water, and limited sleep. It is noteworthy that these techniques were found by
medical professionals to have induced psychological trauma as well as physical effects, and that
the Court, too, acknowledged these effects in their judgment.11 The Court judged, however, that
these techniques ‘did not occasion suffering of the particular intensity and cruelty implied by the
word torture as so understood.’12 International human rights lawyer Philippe Sands QC and
former UN Special Rapporteur on Torture Manfred Nowak have both noted that human rights
standards have changed since 1978 and that if faced with the same evidence in much more recent
years the Court would judge that these techniques did amount to torture.13 Certain of the
ECHR’s rights can be waived in times of emergency threatening the life of the nation. The
prohibition of torture is not one of these rights: the ECHR’s prohibition can never be put to one
side.
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Cyber: Severe Pain and Intentionality
Regardless of whether we take a less formal definition of torture as a subjective judgment about
the severity of suffering or a formal definition provided by international human rights law, or
even George W. Bush’s lawyers’ definition, the use of cyber methods provides enough examples
to tick almost all the boxes as a means of torture and the potential to meet all the elements of the
definition. Cyberbullying already causes more adolescents to have suicidal thoughts than
traditional bullying.14 There exists such a strong relationship between social media and suicide
cases15 that many models have been developed to predict national suicide numbers based on
social media data.16 Hearing of people committing suicide when their private photos are leaked
online puts little doubt on how the compromising of privacy can be said to cause severe pain or
suffering.17 Threatening to publish someone’s private information online can cause enough pain
for the victim to consider a suicide attempt, thereby meeting the severe pain or suffering element
of torture via cyber means. Online identity fraud has reportedly had a significant emotional
effect on the victims.18 Many victims state that they would have survived better being robbed at
gunpoint than organised online identity theft cases.19 Suicide attempts of internet scam victims20
make it clear how online identity hijacking attacks can cause severe pain.21

Traditionally threatening people by telling them that they or their families will be killed, or
threatening them with losing money or their credit have been used as means of causing pain for
the reasons given in the definition of torture. Comparing this with cyber phishers’ modi operandi
reveals many similarities.22 The majority of phishing websites and emails threaten their victims
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by stating that not following the attackers’ instruction would cause huge debt, a big unpaid
invoice, or a serious court case, hence many of them can meet the pain and intentionality
elements of torture. It is not difficult to see how the intentions behind these phishing campaigns
can be to obtain information, to punish, to intimidate or coerce.

All the examples of cyber methods identified above primarily caused mental suffering. In some
instances this leads the victim to inflict physical suffering on themselves. Consideration can –
and should – also be given to whether cyber methods can directly cause physical suffering.
Although there is no reliable evidence of cyber-physical suffering yet, the fast adoption of the
Internet of Things and Internet of Nano Things devices which provide nano-sized smart devices
that are planted in the human body to monitor and control elements essential to life would bring
opportunities to conduct physical cyber torture.23 Implantable smart medical devices such as
Pacemakers and Implantable Cardiac Defibrillators are known to have many security and privacy
vulnerabilities that could potentially be abused to cause severe physical pain.24

Cyber Torture: How Serious is the Problem?
There is already evidence of a correlation between cyberbullying, cyber phishing campaigns,
digital privacy invasion and online identity fraud on the one hand and the pain, suffering and
intentionality elements of the UNCAT definition of torture on the other. Understanding the
frequency and size of these attacks may help in getting a good view of the importance of the
cyber torture issue. 43 per cent of US school students experienced at least one cyberbullying
episode during their study time,25 19.6 per cent of them regularly experience it every month and
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3.6 per cent of students reported being cyberbullied with hurtful information.26 Over half a
billion personal information records were stolen in 201527 which can be potentially abused to
cause severe issues for individuals. The risk of large companies’ employees being targeted by
threatening phishing emails reached 1 in 40.5 in 201528 while the number of forensic
investigation cases that detect hacked Internet of Things devices continue to increase.29

The element of the UNCAT definition of torture that it is more difficult to prove is being met by
cyber activities is the specification that torture is something done ‘by or at the instigation of or
with the consent or acquiescence of a public official or other person acting in an official
capacity’. In other words, this legal definition of torture is only met when it is carried out by
someone working for the state in some way. Cyberbullying, for instance, does not always meet
this element of the definition of torture. It is perfectly plausible, however, that cyberbullying
could be carried out in an official capacity.

In the cyber world, tracks can be hidden easily, making it difficult to establish who is responsible
for attacks. What cannot be disputed, however, is that states do have the capacity to conduct the
kinds of cyber activities identified as meeting the severity of suffering threshold given in the
definition of torture. Further, it is easy to imagine cases where they would also have the
motivation for engaging in cyber torture, therefore satisfying all three elements of the definition
of torture.

Freedom from Cyber Torture: The Missing Element of Human Rights Discussion
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As established by the European Court of Human Rights in 1978 torture is suffering of particular
intensity and cruelty. It is clear that cyber activities can satisfy this element of the definition of
torture. The other elements of the UNCAT definition of torture can also align with cyber
practices in that they can cause severe pain or suffering that is intentionally inflicted for purposes
including punishment, intimidation, coercion or ‘any reason based on discrimination’ and that
they can be carried out ‘by or at the instigation of or with the consent or acquiescence of a public
official or other person acting in an official capacity.’30 Cyber torture is a possibility and is
highly likely to happen. The correlation between cyber activities and torture does not contest the
definition of torture as established by international human rights law and associated
jurisprudence. Instead, it highlights a need to think differently about torture. No longer should
we conceptualise torture as something that takes place solely when the torturer and victim are in
close physical proximity to one another. The cyber dimension as discussed here highlights that
torturer and victim can be physically distant. The victim does not need to be a physical prisoner
of a torturer to be exposed to torture. This is not entirely new: phone calls and letters might have
been used to conduct torture in the past. Cyber and its quality of being widespread, however,
expands the reach of torturers.

States and human rights groups must acknowledge the strong possibility that cyber torture either
is happening or will happen. Given that torture is an activity carried out in an official capacity
and that it is forbidden by international human rights law states have an obligation to ensure their
employees are not engaged in, consenting to or acquiescing to cyber torture. As well as having
this forward-looking obligation, they should ensure that disciplinary action is taken against those
found to have already engaged in, consented to or acquiesced to cyber torture. Human rights
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groups such as Amnesty International, who continue to campaign against torture, have a key role
to play in raising states’ awareness of what is taking place in their country’s name. They have
successfully pressured governments to institute safeguards against torture in the past. This is
illustrated by Amnesty International’s success in pushing for an official inquiry into the
treatment of prisoners in the-then British colony of Aden in the mid-1960s during a nationalist
insurgency that won independence for Aden in 1967. This inquiry in turn resulted in changes to
the guidelines governing the handling of prisoners held in British custody for interrogation in the
form of additional safeguards including that medical treatment should be readily available. 31

Cyber torture also has implications for the medical practitioners who treat victims of torture.
Their valuable work acknowledges the mental suffering caused by torture. It is important that
victims of all forms of torture who want to receive treatment for what they have experienced can
access appropriate, timely treatment and expertise. It is possible that greater awareness amongst
the medical profession and amongst those who are in a position to refer victims for restorative
treatment will increase the frequency with which victims of cyber torture are offered appropriate
medical support.

Understanding of the means by which torture can be conducted must keep pace with cyber
developments in order that successful efforts can be made to keep cyber space free from torture.
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