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ABSTRACT: InMay 20, % ULWDLQ:-V VLIJQDOV LQWHOOLJHQFH DJHQF
+HDGTXDUWHUV *&+4 MRLQHG WKH VRFLDO PHGLD SODWIRL
DIJHQF\ RQFH VHHQ DV Writved8ocl Middia xeveivigchsioaitention frog + 4 -V

the press and other social media, often resulting in ridicule off étichés &raumMhghiy U - VW D W H
WKH PRYH DQG ZKDW KDV EHHQ WKH LPSDFW" &DQ *&+4-V X\
considering adapismethod? The article suggests that, while certainly welcome, and allowing the agen
reach out to a newsdech generation of potential recruits, while questioning stereotypes of what GCH(
does, efforts towards openness can only getistefastmke soh amplify conspiracy theories affecting
issues such as brand identity.

Introduction

In May 2016, GCHQ announced its social media presence to the public with the sinipdd dweetdu

2 a traditbnal phrase beloved of computer programmers when introducing new programmes to public
view.In the following few days the tweet attractatfigignt coveragéand ridicule)n the mainstream

media 2 with many commenting on the apparent disjuncture of supposedly highly secretive agencies on
public networks. Whilst other pasfsgovernmentand even thatelligence and security agenbisage

had a longestablished online presemgtih open job advertising and websites arrival of intelligence
agencies on social media symbolmadjgested newmore operera Did it signify an acknowledgement

in the postSnowden era ¢he need to engage and rebuild public truasayniceommenteda more
superficial PRIrivenexerciseln fact, in the case of GCHQh¢ social media account has more specific
aims in terms of recruitment am@eographical restructuroafgsCHQi However, as we willsalnote

thereare perhapsnintended onsequences in types of audience that have been a&renttdaly ashe

focal point for conspiracy theorists and opponents of state intelligence agencies.

Whilst there has been considerable focus on the private uses of internet surveillance and big data
to achieve intelligence objectives, the public presence of security agencies has attracted minimal academic
attention. Hencenithis research, we explo® KLV SXEOLF SUH VIMIiQdr latiotnh) *&+4 -V
concentrating on three particular asp8ttatey 2in particular weeviewsome of the reasons why they
have public presence i.e. what they are seeking to7Zcbideat 2how GCHQ attempt to achieve this
i.e what sort of content are they delivering online and to whatfertiece2 how successfare they
in engaging with either wider public audiences or specific targeted groupsaaatywigpto engage
with then? To do this, we reviewed public documents linked to Intelligence agencies social media activities



to understand their stated objpeti Then in order to see whether such objectives might be met, we
gathered Twitter output from, and audience response to, the GCHQ platform. In short, what does GCHQ
tweet about and why and who makes up the audidrecegsults indicate a somewhat mpieitire At

one level, there has been a relatively smooth transition into the social media public world with a platform
providing regular GCHQ related content. However, exploration of the Twitter audience and their response
to GCHQ isillustrative of diffiulties ofsuch governmeratigencies operating irhighly publicsphere

which is often seen aenselypolarsed and where demands for constant authenticity and openness are
often met with scepticism, cynicism and hostility.

Government Organigtions and Social Media Resence Why Bother?

The social media presence of government departments and agencieslangarthigtory of gradual
adaptation to the internetgbvernment programmes, created in the 1990s, often initially led to criticisms
that governments were merely replicating their offline activities online, or just dumping information online
with littlethought as to its purpogé.atterly, however, and especially with the growth of social media, we
have seen more consideration of how social media might reshape, or reconnect, the relationship between
the public and governmentBecause dheunique rad and position of intelligence aadurityagencies

it difficult to find a clear counpartin other parts of governmeim terms of social mediaaegy and

usage. They provide public senlice unlike other government agencies thesgcesre no really
individudised or pblically measurableeverthelesst is worth acknowledgirtbe broad reasonahy
Government organisatioaagage witsocial medibecause, in doing souitderline therather unique
challenges that GCHQ faces in a veryigpabcial spheréh essence, government social media presence
tends to revolve around key functions:

x Providing informationn policy: At a basic level, government seeks to use social media to inform
the public of what they are doing, how they are immuti@g@olicy and changes to the operation
in how they work.

x Delivering services online: clearly much of government is involved in service provision. Over the
past two decades many government services have moved online to provide ease of access for
citizers and increase their efficiency and lower the costs of servicevdelivery.

X Interacting and engaging with the public: the interactive possibilities of technology provide
opportunities for government to gather feedback and respond togpebtions and criticism.

This even goes as far as to suggest that the public can reshppmdoicegolicy through regular
interaction online.

X Impression management: Social media arguably allows organisations to communicate their
message more directly audiences without relying on the potentially distorting prism of

mainstream media. Hence, there is the ability for organisations and institutions to shape their



messages, control their image, market themselves, and ultimate to create a brandhmage with
publicyi

x Building consent and legitimacy?fdhefactors outlined above could be argued to serve a further
benefit2strengthening trust, or, at least, consent from the yudeace, the online presence of
government departments could also be agdrumanising bureaucracies notably through the
personalisation of interactions and storytelling for audiences. Transparency, the use of humour,
presenting the dilemmas of governmental aadtycknowledging criticism are all part of this

process.

All of these basic functions, however, present some obvious, (and some lesglffietidties3, for
intelligence agenci&¥hilst they can provide information about their broad function, it is clearly difficult
for them to detail much of their work. Btjy, while they could be seen as providing public service, (public
protection), in a general sense, again the covert nature of work means this is not individualised or, easily,
publically measurable. Interaction, conversation and dialogue are alsatjgrofilera staff cannot be
identified. Moreover, such organisations have never engaged in direct relationships with the public. Yet,
the move into social media could be seen as a partial response to rebuilding trust in the wake of Snowden
revelations, #tast by allowing a public face to the organisation [see below]. However, the basic difficulties
outlined above, mean that intelligence agencies are always likely to be circumscribed in what they can
achieve. As we shall see, therefore, the focus bfresdim accounts becomes more limited and, arguably,

less well defined

Intelligence Community and SocialMedia Strategies:From Privateto Public?

Of course, the use of social media by intelliggeaceity agencies is not new. In the UK, sueidila has
SUHVHQWHG WKH fLQWHOOLJHQFH IDPLO\: ZLWK QHZ RSSRUWXQ
ZLWK VRFLDO PHGLD VSDFHV fVLJQLILFD Qgiabmedidliot¢ligdancgw WR V H
162&0,17- MRLQ Vigknée (BIIQMIND) Véigmal©intelligence (SIGINT) and imagery intelligence
(IMINT) as an important tool for agencies, even if it could be argued that SOCKigTf-shoot of

traditional open source informatigather than a separate entityhile the usef social media as a
surveillance tool requires a sound statutory footing, with clarity and transparency needed over its use, Sir
'DYLG 2PDQG IRUPHU *&+4 'LUHFWRU DQG WKH 8.V ILUVW 6HFXU
SOCMINT is important f&J fLGHQWLI\LQJ FULPLQDO DFWLYLW\ JLYLQJ HDI
WKH SXEOLF RU EXLOGLQJ VLWXDW LR Qilsarid) ridlid haQ &lsé Yedo@eU D S L C
the frontline in the sd- D O O H BU K3ARKW-WR U ) D NitH algbrithvhs wsédiDo tallor news and
SURSDJDQGD WR LQGLYLGXDOV ZLWK WKH GLJLWDO ZRUOG XVI
clunkier tools of ld DVKLR QH G & B& SdgidlDr@dials more than just a tool to monitor and



shape publianderstanding; it allows intelligence agencies to engage, rather than traditionally hide from
public debate, while also offering avenues to target and recruit a new, much youngesaewy tech
generation of entrants. In the UK, both the Lorblased Nabnal Cyber Security Centre (NCS@),

part of GCHQ charged wiprotecting public and private networks, developing academic and private cyber
capability, and disseminating online security knowlemigge GCHQ use Twitter, respectively joining in
November2015 and January 20W@derstandably, given their different remits, both use social media in
different ways, although they acknowledge the importance of having a social medi&lg'e€atsze.

uses the business and employroatihated LinkedIn platfor, while GCHQ uses the Facebook owned

picture and videsharing service, Instagram, even if Twitter is the largest social media platform for both
NCSC and GCHQ,Q 2FWREHU 1&86& MRLQHG *&+4 RQ ,QVWDJUDP D
new generatiorxeited about cyber security. If we want to speak to a younger, more female and more
diverse demographic we have to be where they are, so we are delighted to announce that from today we
DUH QRZ RQ ,QVWDJUBP 7KUHH<HDUV2Q-

In the case of GCHQ, the usETwitter provoked media attentiafter the agency shared its first
SRVW T+HOOR Z R3ivéenGts remt td Brdnitor ele§tronic communications, you would imagine
the intelligence agency was already on the social media site. But now ifs tweetrfBRC MéwsG
whileThe Guardiaeporedthat the feed, having come after months of discussiof, &sUW RI DQ HIIR
WR PDNH WKH VHFUHWLYH &KHOWHQKDP OLVWHQLQJ SRVW VOLJ
even if initial readR Q WR WKH DFF R XQRamEDDEpIty Rrimk Midister JoRnescott
WZHHWWEUMNHDUY RI IROORZLQJ XVa tAdiher&fl€cted RZodsRsGe@lRiedd K H P
UHDFWLRQ ZLWK %%& 6HFXULW\ &RUUHYV S&RQIGI6IMNpeoRle GIRQ &R U
Twitter are now wondering why they are NOT being followed by @ GiHQugh it is following James
% R ®iG heFinancial Timas with the habitual Le Carré referefcéeLQNHU W D L @iRabileW ZHHWH
satire sitailyMashVKDUHG DQ DUWLFOH FODLPLQJ WKH DJHQF\ ZDV RQ 7
stuff going on thisZHHN#H@&H PHGLD VXUSULVH DW *&+4-V QHZ RQOLQH
response to the traditional secrecy that surrounded the orBaQisati ZRUN *&+4 ZDV ORQJ FR
WR EH WKH PRVW VHFUHW RI %ULWDLQ:-V DJHQFLHV RQO\ EHJUX
VS\ *HRIIUH\ 3ULPH DQG RIILFLDOO\ SODFHG RQ WKH VWDWXW|}
agency th&ecret Intelligence Service) by thelligence Services Act in 1994, starting an increasing
trajectory of public engagement and aveBak why use social media, and why now?

The use of social media by intelligence agencies was not actuabpewitly in the United
States. Indeed, the use of social media generally in government had already been firmly established on the
RWKHU VLGH RI WKH $WODQWLF HVSHFLDOO\OprrOZwRHMENT WKH D
Initiative and Directive’ Sogal media allowed federal agencies, Michael Lkhdomy writes, to
HITHFWAHHW\ SHRSOH ~ Z MithUlhe filddGehtly pasited benefits of public education,
engagement and participation, service provision, collaborative effortspesducton, openness,
transparency and accountability, trust building, and communication efficiarfagcember 2013he



US signals intelligence organisatf@iational Security Agency (NSA), joined Twitter. By June 2014, the
&HQWUDO ,QWHOOLJHQFH $JHQF\ &,$% KBGHLDNONRVMRILIRKR HG: H ZADM)W
FRQILUP QRU GHQ\ WKDW WKLV LV RXU IL eovwrewhZrt88,000 timesaVKLQ K
attracting over 100,000 new followers, and, as of October 2019, had 2.7 millionfoNahikrsvidely

reported, both were following the precedent set by other members of the US intelligence and security
communityxv The FederaBureau of Investigation, largely because of its role as the leading federal law
enforcement agency, launched into social media in November 2008, with more than seventy separate pages
or sites across Twitter, YouTube, Instagram, and Flickr, represeldtioifi¢es across the US. The FBI

was followed shortly afterwards by the first US intelligelated Twitter account for the Office of the

Director of National Intelligence, the effective head of the-agehicy US intelligence community,

directing anaverseeing the US intelligence effort, which joined in Julya2008hichnow has over

112,000 followers. The Defence Intelligence Agency (DIA) created a Twitter profile in February 2010, and
the National Geospatiditelligence Agency joined in Aug@&tll»xv Today, the US intelligence
community has a total of over 3.6 million Twitter followers, with many more on other social media
platformsxvi While admitting there was still much to be done, a survey of US intelligence social media
IRX QG W K D VWefidiekl Werd-rdakingpositive strides to edeogtge, amptovide some limited
WUDQVSDUHQF\ RI WKH LQW H® I the IR, SodiaFnfreBlid ca@ heVgdervadDpaM\of Y L W L
the wider strategy of openness on intelligence matters that stéreed 990s, seeing eirmreasing
engagement with journalists and the pabilids in the US, it can be argued that social media offers a
similar avenue to engage, educate and give insight into intelligence activities, whilengpdeg néw

outreach taa time whern% U L \edenhci@s ¥re looking for grepensonnetliversity, following criticism

from the Parliamentary kitigence & Security Committee. As such social media is important for two

reasons: education and diversity.

It is no surprise thahé organisations using social media are signals intelligence agencies looking
IRU QHZ UHFUXLWYV SO XJJH GAd9QdetR b¥¢dhies fnor@ iMtebthedand retwivikded, Q J V -
there has been an increasgpiiremento protect society from actordievwish to use the internet, and
computercontrolled systems as an attack vector. Technological innovations have made it cheaper, and
easier, to place more data and critical national infrastructure (CNI) on ebaggagterystems that may
also be connectén some way to global internet networks. These developments have drastically increased
the threat of cybesecurity attacks thatelligence and security agemoiestidentify andtombat. A failure
to protect against such attacks by both state angtateractors could be catastrophic. For instance,
6WX[QHW D FRPSXWHU ZRUP XVHG WR DWWDFN FRPSRQHQWV RI
uranium enriching centrifuges and set the program back significai@ly. WKH ZRUOG- -V ILUVW
cyberattack on a national power grid left 225,000 people without power inc¥Whifeeno attack has
yet siccessfully knockemit UK CNI, there is growing pressure on GCHQ and NCSC to pastect
increasing number of potential targets frgnoaing threatxi However CNI isonly one area in which a
state may bailnerableThere have also been information waattaekdy other states, primarily through



social medjaand there is also the epegsent danger of serious organised crimingdgyudilising the

internet for nefarious activitiés a result, organisations such as GCHQ and NSA have been required to
significantly increase their capacity to combat digital threats to match the pace of change that comes with
each technological inntiea. To build this capacity, intelligence agencies not only need the finances for
expensiveaechnical infrastructyréhey, more importantly, need the staff with the necessary skills to
undertake cybeecurity activityYetin recent years there haverbawiltiple reports that intelligence

agencies have struggled to recruit and retain much needed digital talent. In the US, the Comprehensive
IDWLRQDO &\EHU 6HFXULW\ ,QLWLDWLYH RI ODWHU GHFODVYV
cybeasecurity experts within Federal Government or private sector to implement thE@NgEehensive

National Cyber Security Initiativa]the same waBritish intelligence is facing similar isshies report

E\ W K HInglligénce and Security Corttea (ISC)i stated that competition from the private sector

is a contributing factor to a 22% shortfall in recruitment within GEMQKH DJHQF\ yditihgs LW ZDYV
value RXW RI DSSUHQWLFHY DQG RWKHU VWDII Eng&wasKofficial®Q DW D
DGPLWWHG reévdming théin pblousty and developing them and giving them a sort of rounded
FDUWMWHKH VDPH UHSRUW DOVR VWDWHG WKDW WKH DJHQF\ VWU,
house technical specialists because it inevitably has to compete with big technology companies which are
DEOH WR SD\ VDL¥@lheldraib Qf\&e@alisPskatl iH GCHQ has been a long running issue; in

WKH ,6&1% report,LW ZDV KLJKOLJKWHG WKDW *&+4 ZDV ORVLQJ YF
WHFKQRORJ\ VNLOOV DW XS WR WKUHH WLPHV WKed, DiledtéH RI WKH
,DQ /REEDQ WR WKH FRPPLWWHH RQ WKH YfJURZLQJ PDUNHW IRU
match the salaries that industry was offering. As a result GCHQ was training staff who were then recruited
by the private sector, attracted K LJKHU VD O D U L HV>B @ GanliahHAD ¥, Ht Wa&repQriedL W V -
WKDW *&+4 ZDV JLYLQJ JfUHWHQWLRQ SD)\RdtiQadhvpani&sRsushlald Y HQ W
Google and Microsoftwii This suggests that a range of skills shortages and ¢comfpetit the higher

paying private sector is reducing cybersecurity capacity, in an area where there is already a significant skills

gap in the Ukeix

A culture mismatch is also hampering recruitment effit¢ UHYHDOHG E\ WKH ,6& -V -
R @iviersity and Inclusion in the UK Intelligence CommuhByitish intelligence has the perception of
being predominantly white, male and middkss. Lingering perceptions that recruitment is conducted
through a tap on the shoulder during an Oxbridge temugp some way to suggest that a job is
inaccessible to those outside this demograpbigh the reality is that the situation tctaith online
and print media advertising and other channels for advertiséntengie\different from the recruitemt
practices of the past. Of course, the UK is not alone in seeking to diversify-tippaghtleagencids.
the US, the Director of National Intelligehae launched an Office of Diversity and Inclusion to promote
a more diverse workforeending what one former CIA operations officer calfed KasWHFH FiXOW X UH -
ZKLFK VDZ 86 LQWHOOLJHQFH AW PR IH G3 BR WHK/MWIHPOPTHtBd U I$RD Q W
Australian Secret Intelligence Service (ASIS) launched its Diverbigluaiwh Strategy, to increase



diversity amongst its workforce, with a focus on representation from Aboriginal and Torres Strait Islander
peopledv $XVWUDOLD:-V IRUHLJQ LQWHOOLJHQFH DJHQF\ ZDV MRLQH(
AustraliarSecurity Intelligence Organisafia8lO)the following yeat.In 2019, ASIO launched its own

Mudyi 2 $SERULJLQDO DQG 7RUUHV 6WUDLW ,VODQGHU 6WDII 1HWZ
ZRUNSODFH FXOWXUH WKDW Y D O Xed stafh) gn@ a Bép&ratetet ok Heveldpidr U L J L
greater gender diversity% ULWDLQ-V DJHQFLHYVY DOVR UHFRJQLVH WKH QHF
heavily for their lack of minority representatjdnJ XUHV ITURP VKRZHG WKDW MXVW
came from BAME backgrounts By 2007, MI5 had a BAME workforce of 6:8%n 2010The Sunday
Timepublished extracts from a leaked report, first commissiothed®gbinet Office, which found there

wasD fYHUSRRO ORI % BGCNQWiH several interviewed suggesting workplace prejudice.
Amongthe c® SODLQWYV UHF R Ul®id Gerg, landl llth§uglzlba@been security cleared | am
constantly challenged about my loyalty to Britain by my collealgileeanother sail,7 KH V HWeEs LW\ R

ask questions which are culturally inappropriate, insensitiveasige'x In March 2015, the ISC called

for more women in the agentieghilethe July 2018SC reportcriticised the lack of representation
amRQJVW PLQRULW\ %$0( /*%7 DQG GLVDELOLW\ JURXSV ZLWK W}
UHIOHFWLQJ TWEHR HRVRK®HEB P ONNHWDLQ - ILQGLOGCMXK atM R@\O\ RQH
staff at Senior Civil Service level who deGlaf@ V %id/hile the committee blamed organisational

cultures and security vetting, recruitment and engagement was also a problem area even if agency campaign
ZHUH YfLQFUHDVLQJO\ LQQRYDWLYH DV WKH $JHQ mbrid ivéfs¢HN WR S
range of applicants from underH S U H V H Q WHArGVREUdXiXtiBg/recruitment campaigns, despite
DWWUDFWLQJ VLIJQLILFDQW DWWHQWLRQ IDLOHG WR fUHFHLYH
ZLGH UDQJH RI BDV¥VHNILUFRHQYEGEXDOV IURP GLYHUVH EDFNJURXQG)
WKHVH RUJDQLVDWLRQV:- $V DQ HDUOLHU ,6& UHSRUW LQWR W
Recruitment campaigns have to evolve to challenge the particsilarly those surrounding the
seemingly matdominated intelligence world. We should encourage the use of more positive role models

to break down the stereotypes that have been established and reinforced by the entertainmént industry
Fortheagen¢éiV DQG 03V UHFUXLWPHQW Qdpridseriie@ gups fhihehDiays, BidiW W R
WR PRYH DZD\ IURP WKH PRUH WUDGLWLRQDO PHFKDQLVPV:- WD
rather than just newspapers and weliskRespondingtothe -V UHSRUW WKH JRYHUQPHQV
WKDW DVSHFWV RI WKH DJHQF\ UHFU XI5Wd3 deenanoreaS®ih BAME KD GV
and female applications across campaigns in Q1 2018 compared with Q4 2017/18. Since February 2017,
female applants to GCHQincreasedconsiderablyfrom 2016/17. This illustrates the impact that
recruitment campdiQV DUH KDYLQJYRQ DSSOLFDWLRQV:

,QWHOOLJHQFH DJHQFLHVY KDYH ORQJ WULHG WR PRYH DZD
approach to recruitment. In *&+4 UDQ D UHFUXLWPHQW FDPSDLJQ WKURXJ
TTXLEN WHAIFNHQ U VRfal@GWng its firsever game targeted ad campaign in 2007, running
WKH VWUDSOLQH T&DUHHUV LQ %ULWLYVEH RaNbo® Six: Vdg@slH- LQ JD



Splinter Cell Double Aggnv SDUW RI D JHQHUDO GULYH E\ % RdcWither® -V DJHQ
WKURXJK RQOLQH JDPLQJ LV MXVW RQH H[DPSOH RI *&+4-V HIIRU
November2015, it used reverse graffitreating an advert by cleaning pavements using a stencil and
pressure washe'WR FUHDWH WKH F WWISWIeEhrircHl \Dpdorduditie§ 4¢P UHHUY FR XN -
appearing in Manchester, Birmingham, Wolverhampton, drek@&horeditch, East London, especially
targetingtechstaX SV D QG f&dadpalhHHatled Hackney Council to threaten enforcement action
for graffitiingvii GCHQ also took out an advert in the Pride Issue of LGBT maggniediméscluding
WKH OLQH f$OWHUQDWLYH SHUVSHFWLYHYV VSDUN WKH LQQRYDYV
WKLQJV GLITHUHQW ®In MaR 2218, Sl@QlauacRed likLfiksKTV advert in a bid to ditch
the traditional James Boimdage and attract more female and ethnic minority applications. The advert,
ZKLFK RSHQHG ZLWK WKH LPDJH RI D VKDUN IHDWXUHG D PRWKF
ZH-UH MXVW OLNH \RX- ZDV |IRGGRAHUGUEY DDIDR2Ydatt of afwiderU EH U V|
T VHFUHWOLRHURDMXDG FDPSDLJQ RQ <RXTnXEGckbbd QAR *iRWMaIOH 'LV S
UHSRUWHG WKDW 6,6 KDG EHHQ UHFRJQLVHG DV RQH RI WKH 8.V
D FDPSDLJQ WR DQIWACEIBEASit/ISE ebkcerns about BAME recruitment, the Security
6HUYLFH 0, ZDV OLVWHG DV R Q HXRwWhiW &EHQnd® @rg&sIBAMEPaSBdD R\H U V
femaleFDQGLGDWHV WXKURR GKH G ~&in@ & cybadaihing wokshopsii In October
ZRUNLQJ ZLWK WHdtisd ee¥igthlagerch, Qa%ighl02QGCHQ won an aeaamihg
top out of 6,000 applicatioABsDW WKH DQQXDO 'LJLWDO &RPPXQLFDWLRQV $ZC
FDPSDLJQ DLPLQJ VWR 6 WRVWUDIF WHRASRPH QE ks bReRiQiRgZnhe@bBerd/d€ H FD U 1
staff, a campaign that attracted increasing interest in online adverts and resulted in media attention.

6RFLDO PHGLD LY DOVR DQ LPSRUWDQW SDUW Rordf&+4-V HG
&RPPXQLFDWLRQV $QGUHZ 3LNH VXJIJHVWHG WKH IHHG ZRXOG I
GLUHFWO\ DERXW WKH LPSRUWDQW ZRUN ZH GR WR NHHS %ULW
accessible and to help the public understand abotg our work. We also want to reach out to the
technical community and add our voice to social media conversations about technology, maths, cyber
VHFXULW\ DQG RWKHU WRSLFV ZKHUH ZH KDYH D YLHZ- 7RSLFV
languages, maths, cyber security, technology and innovation, job opportunities and as a way of signposting
events, publicationQ HZV EORJV D Q@F8lening thRizn8LtelIRdtagram, GCHQ officials
H[SODLQHG Y3HRSOH JHQHUMODR KNQRBZNHAHH- - MV KR FNRXQUW U\ VDIH
chance to see behind the scenes. Hopefully this will help dispel some myths and show who we are as
individuals« You'll not only learn about our work to stay one step ahead of those wishing to do us harm,
but also get a glimpse at our hobbies, clubs, and coffe&sBapbeyond just education, the feed could
also, a¥he TelegraBRLQWHG BRMW SKFIOQFE FRQILGHQFH:- WKDW KDG EHHQ
OXULG FODLPV RI PDVYV VXU Y AOM@InQtédn Zofialbivihgale Bpp@rth@ny O HD N\
RI 'LUHFWRU 5REHUW +DQQLJDQ *&+4 KDG WR FRSH ZLWK QHZ G
traditional standR 1l VWDQFH WR PHGLD DQG SXEOLF DW WK WHR 8 JUDFS IC



editorial explainedhe intelligence agencies need to be better at explaining what they do to keep us safe
and why it is important that they continue to do it. They have a good story to tell and from the little we
know of Mr Hannigan, a former communications chief in Nartheland, he is considered the person
bestabletotelt DQG WR OHDG *&+4 RXWWh fRé¢ 20/ KH QW RGR2VKH 8.V LQWF
agencies need to maintain an online presence, with social media being jist paetedy, even if SIS

anG 0, GR QRW XVH WKHVH SODWIRUPV \HW +RZHYHU ZKDW HIIH
hasthe organisatioreachedhe target audience it wants? Who h @O ORZV *&+4.V 7ZLWWHU DF
are they speaking to the right people?

Content & Audience: Methods& Data

To understand the nature of GCHQ on social mediaudgence, and the comparison with the wider

social media activity of then otheragenciet the UK, US, Canada, Australia and New Zeataisd

research used two separate data collections from the Twitter platform. Twitter was chosen for this research
as theApplication Programming Interfasanuch more accessible to researchers. Thé fifsich was

a collection of a sample of tweets sent on Tviijt¢hese agencies alongside any tweet containing,
mentioning, tweeting to, replying, or retweeting eleven separate intelligence agencies over the month of
February 201 total, this projeatollected?03,01%weets. The second datdlection gatherddllower

data on 482,302 differenwitter accountgor roughly 7% of the total follower netwofkthe agencies

identified here Overall, we are confident that this data represents a gotelafathm overall networks

that engage with tliéveeyesagencies omwitter. Two sets of analysis were then undertaken. The first

was a content analysis of the types of posts created by GCHQ. Content analysis is a nigihgd of de
gualitative data fromuantitative sources. This analysis was used to understand the strategy in place by
GCHQ when it comes to Twitter. This second set of asalgs through social network analysisg

SNA analysis software Gephi (Basttaal 2009). This was used agismal and numerical method of
understanding the groupings which formed within the surroundingeyles, 5and around the social
presence of GCHQ communication. Furthermore, we were also able to use Gephi to find which intelligence
agencies had the mospartance in the networks and the online discussions.

Results: GCHQ in the Twittersphere

In February019 the GCHQ Twitter account posted 76 tinmegch higher than other accounts from the

5-eyes agencies (see tabl&Hrpugh content analysis it wasitbthat nine tweets (11.8%) were directly

related to recruitment. These posts are directly advertising vacancies such as software dev&pers, lingui
and intelligence analysts, suggeiigyacancy posts were only a small proportion of the melssgges t

posted using the social media website. However, we also found an increased number of posts related to
building its employer brand with underrepresented groups within its workforce (women, LGBT+, BAME,



disability/mental health, and faitAnalysidound a total of 12 (15.8%) posts celebrating the agencies
history, or culture in regard to either of these demogrdphatdition, there wergvo further posts

(2.6%) communicating messagest6 &DOOHG fIXWXUH FRGHEUHDNHU®OGpHQFRXUL
the skills needddr the work the agency doesom the perspective of employer branding, these posts can

be considerethdirectrecruitmentmessagethat attempt to make the agencyrenattractiveto these

groups. Fouadditional posts (5.2%) could be considered employer branding, but instead to a general
audence, sch as posts from behind the scenes, or wisdlike to work at the agency. This suggests a
two-pronged approach to recruiting staff for GCH@rstly, to display that the workplace culture is
favourable and accepting of people from the desired underrepresented demographics within its workforce,
correcting perceptions of the agency, and sectmdligplay active vacancies as they arise to a general
audence. However, this still only accounts for 27 (35.5%) of the messages posted by the agency.

When compared to the other agencies included in this study, it seems a pattern can be seen within
the types of intelligence agencies and how they approachoth&witter. Through all the accounts, an
average of 30.5% (SD. 18.7) of all tweets are related to recruitment. However, those agencies with a
requirement for harder to recruit roles also had a higher number of recruitment related messages. Agencies
whose perations lends itself to cybersecurity or Stdtled activities, particularly the Australian
Signals Directorate, NSA, the Canadian CSE, GCHQ, and NGA had more recruitment messages with a
total 42.5% being recruitment related. This is compared tof@ae albetheragencies such as the CIA.
Providing some evidence that amongst those agencies in the study, a common theme is the use of social
media for recruitment. However, where the platieamgyablyfilled with certain demographi{such as
fTWHFKRL@® WKH DIJHQFLHYVY DUH DFWLYLW\ VHHNLQJ WKHVH W\SH\
and other STEM roles, there will be an increase in the overall number of recruitmémoygisthe
success of this strategy needs to be measuradénréports by the UK ISC.

\ Follow ) v

& GcHQ @
;’; ®GCHQ

In 2016, we lit up our site in #Bude to mark
IDAHOBIT Day
#LGBTHistoryMonth

et mi:. QL GBPORE



Imagé: Tweet from GCHQ celebrating their LGBT+ credentials by lighting communication dishes in rainbc
colours. An example of employer branding.

The other 64.4% of posts by GCHQ consisted of news, such as dineecelgbration of the
agencies 100/ear and visit by the Queen, puzzles, historical facts or statements by the agency director,
-HUHP\ )OHPLQJ ,Q HIIHFW PXFK RI WKLV FRQWHQW IDOOV ZLWK
recommendations@ WKH XVH RI VRFLDO PHGLD DQG WkKedi#GhaF® WLRQDC
content related to raising awareness of the organisation's activities and role, promoting a particular type of
culture, and promoting trust in their functions. For instance, linking the current day organisation to its
famousSecond World Wapastat Bletchley Parlor by highlightingositive news stories and officially
backedGCHQ PHGLD FRQWHQW 6WRULHYV LQFOXGHG WKH DYRZDO RI *
Londorkxi, historical blogs on SIGINT for the First World War centenary, afatttih@oming GCHQ
exhibition at the London Science Musdtnom this, it is evident that the agency is not just using Twitter
as a recruitment tool and has other visible communicative purposes. While in comparison, it seems that the
Twitter account for thCSC is much more targeted, with content specifically aiming to reduce the levels
of cybercrimeand improve cyber secunithin the UK, withpracticabdviceaimed at businesses and
everyday uses witips on how to stay safe online, and notificatiorseairity vulnerabilities within

commonly used software.

Tablel.Comparison of Byes agencies in the number & type of recruitment posts on Twitter

Tweets Tweets
o 0

referencing hlgh!lghn_ng Twegts General Total Totalnof % of
Twitter account direct dlvers.|t.y referencing employer N of recruitment tweets
recruitment (specific future branding tweets tweets relgted to
message and codebreaker. recruitment

9 general)
GCHQ 9 12 2 4 76 27 35.5
NSAgov 1 5 4 4 20 14 70.0
FBI 6 5 0 1 50 12 24.0
CIA 2 2 0 4 36 8 22.2
Defenseintel 0 0 0 0 15 0 0.0
ODNIgov 1 2 0 0 19 3 15.8
NGA_GEOINT 7 3 0 5 42 15 35.7
NCSC 0 12 11 2 132 25 18.9
csiscanada 7 2 4 29 15 51.7
ASDGovAuU 2 0 11 5 45.5
cse_cst 9 5 39 19 48.7



TOTAL 44 49 21 29 469 143 30.5

Table2 Comparison dd-eyesagencies in the number of specific diversity recruitment messages

Targeted demographic

Twitter account LGBT+ Women BAME Disability Mental Faith
Health
GCHQ 6 2 2 0 1 1
NSAgov 0 4 1 0 0 0
FBI 0 0 5 0 0 0
CIA 0 2 0 0 0 0
Defenseintel 0 0 0 0 0 0
ODNIgov 0 1 1 0 0 0
NGA_GEOINT 0 0 2 0 0 0
NCSC 0 11 0 0 0 0
Csiscanada 0 0 1 0 1 0
ASDGovAuU 0 3 1 0 0 0
cse_cst 0 2 1 0 0 0
TOTAL 6 24 14 0 2 1

TableHow effective is this communicationcsinategyid¢ating with diverse groups?

Out of all the agencies, it seems that the GCHQ had attempted ta amivaetdiverse range of
candidates,ding the only account to seek to significantly attract LGBT+ applicants, and overall creating
messages for five of the six demographics tested agdiesipst other agencies only accounted for two
or under of these same groups within their tweetdditioa, GCHQ had the highest number of tweets
aimed at encouraging candidates from diverse groups to apply, matched only by the NCSC (who was live
tweeting an event for female coders, inflating their overall figures), theoefiorebe argued that when
compared to other agencies, it was GCHQ who has been seeking to attract a more diverse workforce.
However, this does not provide any evidence to suggest they are successful at reaching thése audiences

topic in need of future reselr

To find out to what extent GCHQ was able to connect with a more diverse audience, network
analysis was used to test which groups they communicated with on Twitter. Netwo(degr&ppéndix
I) shows the network for all tweets that contain GCH@emtion the agencies Twitter account. While
this does not show who had seen tweets by GCHQ, it acts as an indicator for who has been talking about
WKHP 7KLV JUDSK VKRZV WKDW W, lHeelD codr@dtihgWvith sBbime BfltwiP HQ W D
interded audience. For instance, small networks can be found related to recruitment events,-such as a 36
node network surrounding an event b&sadssedn women coders in Manchester;-ad&le network
surrounding the activity of a collaboration betwedvidtie By Dyslegtaarity and GCHQ advertising the



agencies hiring policies of people with Dyslexia. There was also a fogtlem2®work surrounding the

work of GCHQ staff collaborating witiode Clutp teach schoolchildren coding, suggesting the
collatration with relevant partners is giving GCHQ access to a segment of their target audience (Women,
potential future candidates, and people with dyslexia). However, it should be remembered that this type of
activity is small compared to the overall net{@fkodes out of a total of 2,752), and there were no
observable networks relating to people from BAME or LGBT+ backgrddmds significant activity
ZLWKLQ WKH QHWZRUN FDQ EH IRXQG LQ UHODWLRQ WR QHZV
Cheltenhanoffices to celebrate 100 years of the organisgtimkes up much of the overall network.

Other areas relating to news can be seen occupying large areas of the network, such as tweets relating to ¢
VPN news story amongst other loosely bound groupstafgolews. Suggesting that much of the Twitter
FRPPXQLFDWLRQ LV RXWVLGH RI WKH DJHQF\-V FRQWURO DQG L
draw attention to their recruitment activity or to build trust in the agency generally. Othesuightly b

clusters of the network were also found to be dedicated to conspiracy theories, or c@EdiQanti
sentiment. The nonsensical mentions found within the graph are often filled with users tagging in the
GCHQ twitter account for napparenteasonor to useit asa debating tactic. In one examplajser

mentioned the GCHQ account while calling another user a paid shill or troll after expressing disagreement
with current policy in Saudi ArabQ RWKHU ODUJHU FOXVWHU VDZW&+4D0RG SD
included its Twitter handle, connecting it to themrgarling the use of s& D O O HD I &bz Fare

belief that theondensation trails produced by Higimg aircraft are actually chemical or biological agents

spread by government aseans of mind contioli, ortheDSSDUHQW LQYROYHPHQW RI *&+
2a story of a fictitious child trafficking ring involving US Democratic Party officials shared-tighhe alt

DQG RWKHU RSSRQHQWV RI +LONMayWdth&meht@W Re@@ated tsupposeB PSDLJIQ
FRYHUXSV RU 9 KAnGhe@popildt Ebnépldaxywegiared online using the GCHQ hashtag is the

claim that the agency helped spy on the Trump campaign in 2016. The claims, popularised by White House
Press Secretary S&aicer in early 2017, led to an unprecedented rebuke from GCHQ, but have continued

to be shared online, especially allegations that GCHQ Director Robert Hannigan was part of the conspiracy,
TWR VXUYHLO:- 7UXPS SURPRWHG E \t-right ldnd CorgpiraBykizQistS RS XODU Z|

When compared to the overall follower network (network gr&ppendix I), it seems that the
majority of followers are localised to spetifibnalcontexts. For instance, while many followers of the
FBI will also follow CIA and NSA, they will not also follow other intelligence agencies witbiethe 5
This is represented on the graph by the significant clusters around each agency, ardctbeaedetiy
of agencies from the sanaion In comparison to the overall network of tweets that mention one of the
5-eyes (network graph 3), a similar pattern can be found, except that the network is more dominated by
agencies with a larger internationate recognition (FBI, CIA & NSA). This suggests that just having an
agency Twitter account will not automatically raise the profile of the agency, and other external factors such

as news, or statements by high ranking pdiijiceds (such as Donaldifmp), have a great influence



CONCLUSIONS

The initial findings here suggest that social media carries with it advantages and disadvantages for
intelligence agencies. As we noted at the outset, these orgaregatoience of social media is always

likely to be more circumscribed than the majority of government departments and agencies. Excited PR
chatter about building interactive client relationships or dialogues and personalising and humanising
services are always going to be more difficult whecaryoottalk back, and statbnnotbe identified.

Arguably, then trying to benchmark GCHQ against standard lessongyfreemenent approaches is

always likely to be difficult. Such agencies are in a rather unique position. Hence, it makes more sense to
examine their current social media communication in the context of their historical evolution and their
LOQWHOOLJHQFH FRXQWHUSDUWY HOVHZKHUH ,QGHHG *&+4-V HJ|
other forms of social media aamgage, educaded give some insights into intelligence activities. For
LQVWDQFH *&+4:-V IHHG KDV EHHQ XVHIXO LQ SURPRWLQJ LWV
highlighting important cultural events and sending the general message that inclusieityitgratediv

now integral for GCHQ as it looks to develop in theC2hturyThe feed also shows a sense of humour;

one of the most popular tweets shared was a response to the 2019 Dr Who New Year special when Dalek
were shown attacking GCHQ. The nextd&+4 7ZHHWHG 9f:H-YH MXVW DERXW ILQL
PHVV « EXW ZH-UH KDSS\ WR FRQILUP *&4BYy Noverdbar 2008 GCR@GHUD W L
reached 100,000 followers, celebrating by offering followers the opportunity to win aleBCID

Puzzle Book Higned by Director Jeremy FlemfigHDFKLQJ IROORZHUV LQ RXU |
great achievement, and shows the growing understanding the public has of our mission to help to keep the
FRXQWU\ VDIH- VD Lhéadfd Kxtetndl- relat&nsdThé US experience also shows that

agencies can have significant outreach, a lesson that can be applied to the UK example where GCHQ is
FXUUHQWO\ OHDGLQJ $OWKRXJK XVH RI 7ZLWWH thhahQtGb& WKHU S
seenzand there is no suggestion that SIS or MI5 will join GCHQ and NCSC it the Twittersphere, there
could be advantages to MI5, for example, which already has an established programme of historical
engagement, recruitment outreach and spédedhé WKH VHUYLFH -V '"LUHFWRU *HQHUDC
the basis for online content to be shared with new audiences through soeiat mé@dia. 0, -V WKHQ
Director General Jonathan Evans also suggested that with the growing threat of domsstjdttemer

YLWDO WR EH DV RSHQ DQG WUDQVSDUHQW DV SRVVLEOH « EHF
LQ XV KHOSV XV GR RXU MRE ®BongthiRrgEddial\Wiedia ta®i2MMitRERedd O V HF X U
SIS, an organisation that haslitionally avoided publicity, had a link to itsTWsadvert shared through

*&+4 -V | BéihG on Twittewould potentially alloagencies the ability connect andeach outo
externahudiences they may not otherwise talRgseen by GCHQ, paerrships witlgroups such as

Code Club bringsith it access to their audientoelping meeatecruitment goals and hit particular target

groups for diversity and inclusion.



But there are alsignificantvarningsSimply having an account on Twitta@tattractshousands
of tweets anaotifications relating to news and recruitnofe acts as a focus for anyone wanting to
send hostile messagas phenomenon not just experienced by intelligence agareigaeral sensé
underlines some of the limitations to any impression management strategy via sodéiailenadthe
past EHOLHYHUV LQ WKH fGHHS VW Bdwodendin@ralickousdebtetsritikdiQ G ZHUH
unscrupulous journats rantingwhile standingn a boxat +\GH 3DUN -V 6 S HH2 Marylpibli& RU QH U
QDWXUH RI 1&6& DQG *&mehny it\qRdkly Dé&xorRdd @ ltabget for abuse, potentially
damaginghebrand identity and attracting adverse reactions that the onlicieypuédi designed to deflect
LQ WKH ILUVW SODFH *RLQJ EDFN WR WKH LQLWLDO DLP RI DOO
social media uses, it is clear that the agency policy of not engagingvayadialogue often limits the
overallability to interact with their audience. In practice, while GCHQ may want to add its voice to social
media conversations about technology, maths, cyber security, and history, such messages are drowned out
by the wider noise generated by other Twitteru##RWYV DQG EHOLHY Hihauld g A8KH TGHH
pointed out that even if GCHQ responded to the moredwelconspiracies online, it would probably
have little effect as many are created in archahtber of likeninded believers and, whemied, are
unlikely to finish, having, as observed by David Aaronivfighhistory of conspiraciéiexibility where
T1DQ\ QHZ DQG LQFRQYHQLHQW WUXWK FDQgEHquIFFRPPRGDWHG
message that their actions are proportionate, and able to discriminate between the activities of everyday
citizens and suspected targets is unlikely toopiteon, shaped heavily by the Snowden revelations,
amongst civil liberties groupst modernday SIGINT agencies have the capability to and regul&rly do
to quote former NSA Director General Keith Alexartl§  ROOHFW HYHU\WK{AQANgRQ LQGL
to the these external pressures can-beuse opposition to agencies going too farerditection of
openness, especially being seen to normalise use of sockmoadik HOG FRQFHUQ IRU VWDII
agencieg and the possible dangers of sharing images of staff and facllitie4.-V KHDG RI H[WHU
communications acknowledgeld D®éndfating fresh social media content which protects our staff
LGHQWLWLHV EXW SURYLGHYV D SHHN LQVL®HEveR judt IZUDANING O ZD\V
the Twitter feetvasD TWR U W X R XV S Thermbendia Tinddf8mocbahd8ai@y Editor in May

GTHQ and all of its staff are subject to draconian security procedures that restrict contact with the

RXWVLGH GLJLWDO ZRUOG EH\RQG WKH DJHQF\-V RSHUDWLRQDO
taken months of wrahO I»® Joday, there are still significant concerns that social media usage can
encourage employees to lessen their guard, exposing them to intelligence rivstat@rantors. In
August 2019, western officials warned that LinkedIn is used extensively by Al HLJQ LQWHOO

agencyo cultivate new sourcesi

While the analysis presented above provides an overarching image of the communicative landscape
for GCHQ and other intelligence agencies, there is certainly scope for additional research in terms of
understanding the audience. This research shows that a comprehensive understanding of the types of
people who are following intelligence agencies online is needed. A profile analysis alongside a more



comprehensive dataset of Twitter followers of eachyagienld help better understand the groups and

types and numbers of followers. For example, are they academics, cybersecurity professionals, heavy news
consumers, or bots and trolls attempting to distort online debKteXOM *&+4-V XVH RI 7ZLWWH
applauded, the impact and outrdshto be questioned. The evidence from the above suggésts that
conversation about GCHQ is very much outside the hands of the ageribg, soitiversational agenda

being set bgurrent affairsa clear contrast with& 6 &social media activity. In contrast to GCHQ, much

Rl 1&6&-V FRQW H-Qrity\ad@dé Rrie\hiektvarnidgs. A browse of tweets sent out in late
November2019showed that topics includpdactical advice dwo-factor authentication, emsdcurity

and antispoofing, safety in election campaigns, dealing with common online threats, and how to enjoy
online gaming safeind protecting personal and financial data. In the same period, GCHQ tweeted about
recruitmentthe regular brainteaserdlding on the success the GCHQ Puzzle Bpakis one and

twoxiv, a CBBC cyber competition and links to older news items. To some extent, the content reflects the
different aims of both organisatith VRFLDO PHGLD SUHVHQFH DQG WKH GLIIHUI
both can provide. For NCS®ith its growing public and businéssng remit, the feed is an excellent

way to disseminate expert advice. By contrast, GCHQ as a SIGINT organisatigrbdafily talk about

support for the military and counterrorism effort in public, not the wider focus fameign
FRPPXQLFDWLRQV HYHQ LI DORQJVLGH 1&6& LW VKDUHG GHWD
flaws in softwarexvBoth acounts also show thadstSnowdertransparency and public engagement can

only go so fatd\sNCSC & (2 &L DUDQ 0 D A §ighifradtplopéndon offour work has continued

to take the form of defending against hostile state &¥toizEan say that RizgsChinalran and North

.RUHD FRQWLQXH WR SRVH VWUDWHJILF QDWLRQDO VHFXULW\ W
operational successes and the full range of the NCSC, GCHQ and wider state tagtadniétidbesployed

D JDL Q Wi W talld 8out successes often undermines techniques and tradecraft and most officials
would agree with the oteh XRWHG &,$ VD\LQJ WKDW fYWKH VHFUHW RI RX
V X F FMMA/concluding, this study suggests that GCHQ and NCSC usebirsmlia is a welcome
stepchange from traditional engagement activity, but there needs to be an objective discussion of the pros
and cons of publifacing online activity to improve public understanding and knowledge of intelligence

and security in the UK
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