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Abstract  

Background, Motivation and Objective: Cloud computing (CC) within UK 
HEIs is an emerging research phenomenon. When adopting new innovations, 
it is important to assess whether it will add value to the organisation. Contri-
bution/Method: This exploratory empirical research is derived from the 
technology, organisation and environment model (TOE), which targeted 
higher education institutions (HEIs). A qualitative study, which explored the 
potential barriers and enablers of CC adoption by HEIs from a doctoral stu-
dent perspective, was conducted, where 32 students at a University that had 
recently adopted the educational cloud situated in North-west England, were 
interviewed. Results/Discussion/Conclusion: The results showed that the 
most significant enablers of the educational cloud were cost efficiency, scal-
ability, flexibility and mobility, and especially collaboration among students. 
Whereas the most significant barriers of the educational cloud were security 
and cultural resistance. In conclusion, the adoption rate of CC is increasing 
gradually in UK HEIs, which is mostly down to the cost efficient and col-
laborative nature of the educational cloud, but there is still the issue of pri-
vacy and trust in the educational cloud which impedes adoption. 
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1. Introduction  

Cloud computing (CC) has become an important issue across industry. For ex-

ample, the potential benefits of CC are now convincing various organisations 

and institutions to adopt the technology. It provides customers with computing 

as a service over a network via large-scale data centres or the cloud [1]. These 
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have been investigated in a number of contexts ranging from large corporations 

[2] to educational institutions, such as schools, colleges and Universities [3] [4]  

[5] [6]. 

Alkhater et al. [7]  came up with the explanation that benefits, such as reduced 

costs and the flexible nature of the cloud, are enough to convince organisations 

to migrate to the cloud. However, Kshetri [8]  argues that many organisations are 

still unfamiliar with the cloud, and are likely to reject the technology due to the 

number of challenges and risks associated with the technology. It is therefore 

important for education institutions to consider the potential challenges and 

risks of migrating to the cloud before making their adoptive decision. In fact, 

potential investors attempt to reduce the severity of risk and abate uncertainty 

by carefully assessing the most critical business and system processes that could 

potentially benefit the most from the cloud [9]. Familiarity with innovation 

adoption factors helps organisations or institutions to adopt a more structured 

approach when analysing such factors. 

However, assessing the technical factors is not enough at institutional level. It 

is important for innovation to be explored within both the institutional context 

and external environment. In view of Sultan [3], CC causes “IT commoditising”. 

Owing to this argument, IT departments within institutions will anticipate resis-

tance. The public cloud, for example, which is widely adopted by institutions, 

allows them to store data off-campus. The service provider is often outsourced 

to another country, and thus raises a number of potential risks associated with 

data privacy, among other legal aspects. 

The UK, for example, is a developed country. Alharthi et al. [10] explain that 

CC is now allowing UK institutions to access highly complex infrastructures and 

advanced technology with very little investment needed. It also gives UK institu-

tions an opportunity to access quality technologies with minimal expertise. Go-

ing forward, CC is expected to replace existing computing through the internal 

management of infrastructure and the development of large data centres. Rela-

tive advantage is heavily associated with cost efficiency and adhering to business 

requirements [3]. 

The existing literature has identified numerous definitions of CC. The most 

well-known and accepted definition comes from the National Institute of Stan-

dards and Technology (NIST) [11] as follows:  

“Cloud computing is a model for enabling ubiquitous, convenient, on-demand 

network access to a shared pool of configurable computing resources (e.g., net-

works, servers, storage, applications, and services) that can be rapidly provi-

sioned and released with minimal management effort or service provider inter-

action. This cloud model is composed of five essential characteristics, three ser-

vice models, and four deployment models.”—Mell and Grance [12] 

It was surprising to find that there is limited research about the barriers and 

enablers of CC in the UK higher education context [10]. Therefore, this paper 

will contribute by understanding potential barriers and enablers of the educa-
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tional cloud in UK institutions from a doctoral student perspective. A doctoral 

student perspective was chosen because it is necessary to investigate the barriers 

and enablers of the educational cloud from a common user’s point of view in 

University settings, as well as determining the role of CC in doctorial education; 

areas which have been under-researched. Doctoral students will likely use CC to 

support their studies or research, store vital course data and access their educa-

tional materials off-campus; or none of these depending on their personal views 

of the technology. Therefore, this will help to assess doctoral students’ intentions 

for potentially using or not to use the educational cloud in their respected insti-

tution [13]. 

CC is a growing trend, and is considered a new area in the innovation and 

management information systems fields [14]. To the authors best knowledge 

based on the literature review, there is no previous papers that addresses the 

barriers (risk of non-adoption) and enablers (potential adoption) of the educa-

tional cloud (cloud technologies for higher education institutions), particularly 

from a doctoral student perspective (post-graduate PhD students), as well as the 

institutional, technological and environmental factors affecting CC in the UK 

context. Therefore, it would be interesting to determine whether there is a de-

mand for the educational cloud among this specific student group, since other 

studies have found that the likes of college students [4] and under-graduate stu-

dents [3] are in demand for an educational cloud. 

2. Literature Review  

This study adopts NIST’s view of CC [12]. Since this publication, there are have 

been a number of academic studies which follow this same definition to support 

the literature review process [1] [2] [11] [15]. 

Here, an overview of CC, as well as a review of the barriers and enablers of CC 

in the higher education context is provided. Finally, a brief analysis of successful 

CC case studies in the higher education context is provided. 

The CC model derives from several technologies, including the internet, web 

services, utility computing, grid computing and virtualisation. Low cost broad-

band and storage, as well as high speed wireless networks are all contributing 

factors toward the development of CC. Furthermore, CC is more than just out-

sourcing framework. Adapted from the work of Youssefand Alageel [16] and 

Eviwiekpaefe and Ajakaiye [17], five key characteristics of CC in the education 

context have been defined: 

�  Access to a wider network of computing resources: the ability to access 

network resources on numerous computing devices ranging from computers 

to smart phones; 

�  Self-Service on request: the ability to access cloud resources, such as email, 

applications, storage etc. anytime, anywhere; 

�  Pay-as-you-go service: paying only for the amount service used; 

�  Adaptability and flexibility: how far cloud resources are capable of adjusting 
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to changing consumer demands; 

�  Resource centralisation: gathering and consuming shared resources over a 

network; service providers also use shared computing resources to offer cus-

tomers cloud services. 

The literature has also identified three key cloud service models and three key 

cloud deployment models Mell and Grance [12] used in the education context 

[3]: 

2.1. Service Models 

�  Online cloud applications: this is a simplified term for Software as a Service 

(SaaS) where cloud vendors host applications, which customers can access 

over a network; 

�  Online operating systems: in other words, this is a Platform as a Service 

(PaaS), which enables customers to develop, run, and manage web applica-

tions without the need of establishing and maintaining the infrastructure as-

sociated with application development and execution, e.g. Linux hosting; 

�  Online tangible resources: this is essentially Infrastructure as a Service 

(IaaS) that offers visualised resources online or via a network [18] [19] [20].  

Collectively, these service models can be referred to as an “aaSS” or as a ser-

vice system. This seems more appropriate and simple to understand from a gen-

eral user perspective compared to the technical jargon presented in the cloud 

literature. This would also sound more appealing to the average user of the cloud 

in the educational arena as they too may not be accustomed to the cloud jargon. 

2.2. Deployment Models  

�  Open education cloud: in other words, public networks where users can ac-

cess of pool of resources such as applications, databases and storage using 

web services or applications publicly or via the Internet. Public clouds are the 

most commonly used deployment models in educational institutions given 

they are the cheapest and most flexible option; 

�  Closed education cloud: in other words, private clouds that can be con-

trolled and managed off-campus. Private clouds are considered the most se-

cure cloud model given its extra level of security; 

�  Fusion education cloud: in other words, hybrid clouds where a combination 

of two or more clouds e.g. public and private; 

�  Community educational cloud: these are controlled and shared in the cloud 

environment by institutions, and caters for a particular community who have 

similar interests [12] [18]. 

Currently, there are a number of cloud services on the market, including email 

services, Google Apps, ERP systems and CRM Salesforce [21]. CC venders are 

now targeting higher education institutions (HEIs) [22] [23]. The next section 

provides a review of the existing literature pertaining to the barriers and enablers 

of adopting CC in HEIs. 
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2.3. CC in HE Context 

Several studies have explored the barriers and enablers of CC. However, this 

study will not cover all the key barriers and enablers, only those relevant to the 

HEI context. The following barriers and enablers have been deduced from the 

literature presented below. 

2.3.1. Enablers  
There are various benefits that can benefit the institution. The literature identi-

fies some of the general benefits that can support CC in HEIs. Mell and Grance 

[12] explain that CC is a system that uses a network of services hosted remotely 

on the internet as a means of storing, managing and processing data, as opposed 

to a local machine or server [3]. In addition, a number of studies have identified 

numerous benefits of the cloud [64]: 

Cost efficiency (relative advantage): the cost efficient nature of the cloud 

enables HEIs to minimise IT costs through spending less on computer hardware 

and software, reduce staffing costs by reducing the required personnel to main-

tain data, and save a significant amount of space and energy required to run 

their IT facilities [3] [12] [24]. Cost efficiency is regarded the most common en-

ablers for CC adoption, particularly in the HEI context [3]; 

Collaboration: CC can improve collaboration between users and organisa-

tions. It allows them to implement tools, share applications and data, synchro-

nise and work on documents simultaneously, and track colleagues and records 

to acquire real-time updates [25]. CC tools can therefore help both students and 

faculty to collaborate and communicate more freely online; 

Scalability, flexibility and mobility: CC enables institutions to increase their 

business growth without the need to massively change existing IT systems, and 

the elasticity of the cloud enables institutions not only to implement solutions 

swiftly, but also increase computer capacity when required and remove them 

when not required so as to react faster to unanticipated growth in demand [25] 

[26] [27] [28] [29]; 

Improved business focus, performance and resource management: institu-

tions can share applications and data on the cloud, thereby enabling staff and 

management to concentrate on business processes and initiatives in place of the 

IT infrastructure [30] [31] [32] [33]. 

Efficiency and agility: CC enables institutions to gain quick access to IT ser-

vices they require without having to waste time and money on establishing their 

own IT infrastructure and capabilities [24]; 

Rapid deployments: CC can provide HEIs with a quicker and efficient means 

to develop services and applications, and thus deploying applications is a much 

faster process as this eliminates users worrying about issues over system com-

patibility and storage capacity [28] [34]. 

Greater availability/reliability: CC provides high-performance and scalable 

capabilities on-demand, while sustaining greater capital and operational expen-
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diture, and institutions that install applications on high-performance CC plat-

forms are more than likely to achieve enhanced levels of business resiliency and 

continuity [29] [33] [35]. 

In the HE sector, one has to consider that the technology itself does not give 

them a competitive advantage given the rapid developments that occur within 

this environment. It is the users and the institution that provide this competitive 

advantage as there needs to be some level of interaction with the cloud system in 

order for it to perform the benefits that it sets out to achieve. Moreover, from a 

student perspective, CC can facilitate access to the online library, encourages 

knowledge and idea sharing among other students and staff, interact and learn 

with other students and teachers online anytime anywhere using various devices 

(collaboration), can encourage learning off-campus, online exams can be pro-

duced and allow students to take part in online projects [36] [37] [38]. 

In short, the success of the educational cloud depends on not just the tech-

nology itself, but the institution and users of the technology. Therefore, in order 

to get the most out of CC, HEIs must take into consideration all of the stake-

holders who will be using the technology. 

2.3.2. Barriers  
Despite the various enablers of the educational cloud in HEIs, there are unfor-

tunately barriers that affect the technology. Such challenges can be significant, 

complicated and costly, and require hard work, commitment, determination and 

encouragement from various stakeholders in order to overcome them. Since 

these barriers have a huge impact on all departments of HEIs, they can forever 

change their organisational culture and business processes [39] [40]. 

According to various authors, it is not often the technical barrier of the educa-

tional cloud that impact the institution’s decision to adopt CC, but it is the or-

ganisational and personal barriers [39] [41] [42] [43] [44]. Despite the educa-

tional cloud bringing various opportunities, they can also be discouraging if the 

HEI and their stakeholders are not fully aware of the benefits and challenges 

[45]. The most significant challenges of CC include: 

Security: in CC environments, HEIs can easily lose control over data, while 

simultaneously maintaining the availability, integrity and confidentiality of in-

formation [10] [29] [46] [64]. CC also generates new vulnerabilities and threats, 

which further contributes to the magnitude of risks and challenges facing tradi-

tional IT environments. Potential attackers can access private data and applica-

tions on the cloud network, and thus presents a host of privacy concerns in 

cloud environments where sensitive information or data can be disclosed to a 

third party [3]. Users could therefore lose trust in the cloud system [47]; 

IT maturity: given the unproven nature of the cloud as it is a relatively new 

technology, particularly in HEIs, can lead to future uncertainty of the technol-

ogy, particularly in terms of potential threats and vulnerabilities, leading to in-

stitutions rejecting the technology [48]; 

Cultural resistance: this involves HEIs and its users facing organisational 
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inertia, since migrating from the traditional system to a new cloud system may 

unexpectedly change their roles and responsibilities, as well as the ways about 

performing their job [49] [50] [51]; 

Migration issues: migrating to the cloud can put HEIs’ data at risk. Vendor 

lock-in can restrictaccess to the systems or data hosted by the cloud provider 

[52], and in the worst case a potential loss of data; 

Compliance: institutions are liable for ensuring data security and integrity, 

even when being held by cloud providers, and thus need to comply with security 

standards irrespective of where the applications or data are located [26] [34]. 

In particular, students would most likely be affected by the security aspects of 

the cloud as they would now have to place their trust in a system they are unac-

customed to, not to mention the cultural resistance of a newly implemented sys-

tem. CC is a relatively new technology, and will alter the traditional daily opera-

tions [3]. Therefore, student perceptions could in fact significantly impact on 

HEIs decision to consider the educational cloud. 

In short, the limited use of the educational cloud in HEIs is often down to the 

barriers that reflect technological acceptance [10]. If HEIs are unaware of the 

benefits and opportunities, this would not only lead to the rejection of CC in the 

education sector, but to the lack of maturity of the technology in this sector, and 

thus HEIs will miss out on what CC can bring to them going forward [23]. 

2.4. Successful CC Cases in HEIs 

There are a few known cases from around the world regarding the successful 

adoption of CC in HEIs. This paper has deduced three of the most successful 

cases from Greenwich University [53], MBA Group Projects [54] and the Uni-

versity of Westminster [3]. 

2.4.1. Case 1: Greenwich University  
In the case of Greenwich University, a service model called “Education as a Ser-

vice” (EaaS) was introduced. It helped to transform the way educational services 

and operations are delivered to students [53]. It was found that the model not 

only supported the university to accept and implement CC, but demonstrated a 

number of benefits, such as simple consolidation of existing resources and ser-

vices, and improving students’ learning satisfaction, and teachers’ instruction, 

students were keen to learn and undertake coursework, thereby further improv-

ing students’ learning experience. 

2.4.2. Case 2: MBA Group Projects 
Another successful case was found in the study of Tan and Kim [54]. A case of 

Google Docs in MBA group projects was conducted. The case study focused on 

determining whether or not Google Docs was a viable alternative to their exist-

ing Microsoft Office package. A mixed methodology (qualitative and quantita-

tive) was used to gather data via both questionnaires and interviews. Both sets of 

results showed that MBA students held relatively positive perceptions about the 

use of Google Docs based on their IT skills and experience of using the software. 
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It was concluded that Google Docs is a cheaper and more viable solution as the 

majority of students found the system to be useful and as effective as their exist-

ing MS Office package, which comes at a significant cost. 

2.4.3. Case 3: University of Westminster  
Sultan [3] also conducted a case study to highlight the potential benefits that 

could influence the adoption of CC. The case study was based in the UK and was 

conducted at the University of Westminster. It was revealed that the institution’s 

interest to adopt was down to their current email system being out of date, thus 

a CC Gmail system was proposed. The University looked to Google Apps for 

their solution. This platform aimed to provide free on-campus email to students 

and staff, in addition to productivity applications, such as word processing, 

spreadsheets and presentations with collaborative support (ideal for group-work 

assignments). The results showed that students had a good experience of using 

the new solution, and there were additional economic benefits which influenced 

the University’s decision to adopt. There were minimal costs of using the Gmail 

service, and it was estimated to provide equivalent storage to systems that would 

have potentially cost the University £1m to install, maintain, upgrade, and to 

cover staffing costs, storage, licences and servers etc. 

However, the university did not go ahead with adopting Google Apps as a 

long-term solution, given the security and privacy issues surrounding the trans-

fer from the traditional email system to the new Gmail system. Not only that, 

students began to neglect the new system and opted to use their personal email 

addresses instead. It was concluded that despite the Gmail system did encourage 

the likes of collaborative learning and the ability to share resources efficiently at 

a minimal cost, the university did not go ahead with the adoption process. This 

was due to the legal implications of transferring all of their existing data to a new 

system they were unfamiliar with, and were highly sceptical about trusting their 

data with a third party. 

2.5. Summary  

In short, the literature has yet to determine the full extent of the above barriers 

and drivers from a doctoral student perspective, and in terms of the specific 

technical, organisational and environmental aspects that influence these barriers 

and drivers. There also needs to be more success cases like the ones at Green-

wich University, University of Westminster and the MBA project, but due to the 

unfamiliarity of CC among HEIs, as well as the challenges that could potentially 

hinder their IS development, is still a key issue within the HE sector. Therefore, 

this paper uses the TOE model to pin point the specific barriers and drivers that 

relate to the educational cloud from a doctoral student perspective using the al-

ready identified drivers and barriers from the existing literature. 

3. Research Model 

The Technology, Organisation and Environment (TOE) framework was used as 
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the chosen approach for this research. Haag and Eckhardt [11] state that the 

model was developed by Tornatzky and Fleischer in 1990 for the purpose of 

classifying a range of factors that can support or hinder the adoption of techno-

logical innovations in various contexts, including institutions. These factors in 

the context of this paper refer to the barriers and enablers of CC adoption in 

HEIs. In addition, TOE is a more effective model than the likes of Diffusion of 

Innovation (DOI) and Technology Acceptance (TAM) in that considers not only 

the technological and organisational factors, but also environmental factors [55]. 

TOE has also been used in the CC contexts [11]. Prior to the use of the model 

in CC, it was used in similar fields, like Internet, e-business and open system use. 

TOE has even been used to test the educational cloud in HEIs in developed 

countries [3]. The literature has found that factors ranging from cost efficiency 

to security issues massively contribute to the variance of CC adoption in HEIs. 

The identified barriers and enablers of CC adoption in HEIs from the litera-

ture are covered from not only at institutional level, but also at personal level 

(doctoral student perspective), and were categorised accordingly (see Figure 1) 

[6] [55] [56] [57]. Table 1 and Table 2 show the components of the TOE model 

coupled with the identified barriers and enablers from the literature, all of which 

are appropriately categorised (see Figure 1 for adapted model). 
 

 

Figure 1. Research model. 
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Table 1. TOE model components (Enablers) [6] [55] [56] [57]. 

Component Definition  TOE aspect 

Relative advantage 
The degree to which cloud computing can provide 
a greater benefit to HEIs 

Technology 

Cost efficiency 

Minimising IT costs through spending less on  
computer hardware and software, reduce staffing  
costs by reducing the required personnel to  
maintain data, and save a significant amount of  
space and energy required to run their IT facilities 

Organisation  
Environment 

Compatibility The degree to which CC fits HEIs needs. Technology 

Collaboration 

The degree of which institutions and their  
students can implement tools, share x applications 
and data, synchronise and work on documents  
simultaneously, and track colleagues and records 
to acquire real-time updates. In other words,  
students and faculty can collaborate (work  
together) and communicate more freely online. 

Organisation 

Scalability, flexibility 
and mobility 

Institutions can increase their business growth 
without the need to massively change existing IT 
systems, and the elasticity of the cloud enables 
institutions not only to implement solutions  
swiftly, but also increase computer capacity when 
required and remove them when not required so 
as to react faster to unanticipated growth in  
demand. 

Technology  
Environmental 

Improved business 
focus, performance and 
resource management: 

infrastructure 

Institutions can share applications and data on the 
cloud, thereby enabling staff and management to 
concentrate on business processes and initiatives in 
place of the IT. 

Organisation 

Efficiency and agility 

The degree of which institutions can gain quick 
access to IT services they require without having 
to waste time and money on establishing their 
own IT infrastructure and capabilities. 

Organisation 

Rapid deployments 

HEIs can be provided a quicker and efficient means 
to develop services and applications, and thus  
deploying applications is a much faster process as  
this eliminates users worrying about issues over 

Technology 

Greater  
availability/reliability 

Provision of high-performance and scalable  
capabilities on-demand, while sustaining greater  
capital and operational expenditure, and institutions 
that install applications on high-performance CC 

Technology 

CC adoption The degree of which HEIs plan to - 

HEIs Higher education intuitions and their role in CC - 

HEI size Number of students in the HEI - 

Students Key users of the cloud in HEIs. - 

Research Model 

Figure 1 represents the research model and the proposed constructs. The benefits  
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Table 2. TOE model components (Barriers) [6] [55] [56] [57]. 

Component Definition  TOE aspect 

Complexity 
The degree to which HEIs find difficulty to understand 
or use the cloud. 

Technology 

Security 

The degree of which HEIs can easily lose control over 
data, while simultaneously maintaining the availability,  
integrity, privacy and confidentiality of information. It 
generates new vulnerabilities and threats, contributing to 
further risks and challenges facing traditional IT  
environments, such as potential attackers who can access 
private data and applications on the cloud. 

Technology 

IT maturity 

Given the unproven nature of the cloud as it is a  
relatively new technology, particularly in HEIs, can lead 
to future uncertainty of the technology, particularly in 
terms of potential threats and vulnerabilities, leading to 
institutions rejecting the technology 

Environment 

Cultural resistance 

The degree of which HEIs and its students face  
organisational inertia, since migrating from the  
traditional system to a new cloud system may  
unexpectedly change their roles and responsibilities, as 
well as the ways of going about their daily activities. 

Organisation 

Migration issues 

Migrating to the cloud can put HEIs’ data at risk.  
Vendor lock-in can restrict access to the systems or data 
hosted by the cloud provider, or in the worst case, a  
potential loss of data. 

Technology 

Compliance 

The degree of which institutions are liable for ensuring 
data security and integrity, even when being held by 
cloud providers, and thus need to comply with security  
standards irrespective of where the applications or data 
are located 

Environment 

CC adoption The degree of which HEIs plan to adopt CC. - 

HEIs 
Higher education intuitions and their role in CC  
adoption. 

- 

HEI size Number of students in the HEI - 

Students Key users of the cloud in HEIs. - 

 

and enablers (aspects) in each of the three areas were identified from the existing 

literature [3] [10] [24]-[30] [32] [33] [46] [47] [48] [50] [52] [58] [59] [64]. 

Here, the barriers and enablers identified in the literature were categorised 

according to the TOE framework. It was deduced that issues such as relative ad-

vantage, compatibility, complexity, scalability, flexibility, mobility, greater avail-

ability, security and migration issues impact the technological aspects impacting 

cloud adoption in HEIs. Cost efficiency, collaboration, improved business focus, 

efficiency, agility and cultural resistance were found to impact the organisational 

aspects of cloud adoption in HEIs. Lastly, compliance, stability, flexibility, mo-

bility and innovation maturity impact the environmental aspect of cloud adop-

tion in HIEs. 
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4. Methodology  

This research is an exploratory qualitative based study. Semi-structured inter-

views were used to gather primary data and to meet the aim of this paper. 

Open-ended questions were asked to participants in order to capture qualitative 

data. 

4.1. Population and Sample  

The target population is UK universities that have some experience of using a 

cloud solution that has influenced doctoral students’ learning experience. Based 

on the previous case studies presented in the literature review, some UK Univer-

sities that have already adopted and used CC in the past, Greenwich University 

and the University of Westminster. However, these two Universities are unsuit-

able as these studies have already determined the impact of CC. After doing 

some extensive research, there was another University based in the North-West 

of England discovered to have recently adopted the cloud, and no previous case 

studies have been conducted. Therefore, this research interviewed doctoral stu-

dents from this particular University based in North-West England. Since there 

are limited case studies in the UK context, the previous UK case studies were 

compared to the results discovered in this paper, in order to determine the effec-

tiveness of CC adoption in UK HEIs from a doctoral student perspective. More-

over, a sample of 20 doctoral students was interviewed. With respect to ethics, 

both the University’s and participant’s names were kept anonymous and were 

referred to as alternative pseudonyms e.g. student A. 

4.2. Data Collection  

HEIs in the UK represent the research population. The sample of the research 

was also drawn. Ross [60] states that HEIs are considered a potential customer 

or consumer of cloud services as opposed to an actual vendor. The data collec-

tion tool was semi-structured interviews. The student interviews were conducted 

in a private room on-campus and were obtained through doctoral students vol-

unteering to take part via word of mouth from some of their lecturers. A total of 

32 interviews were conducted (out of an initial sample of 40), thus yielding an 

80% response rate. Four interviewees failed to turn up for the interview. In addi-

tion, 26 positive responses and 6 negative responses were given. Therefore, a to-

tal of 32 valid responses were analysed. 

4.3. Data Analysis  

Thematic analysis was used to analyse the research data. Following verbatim 

transcription, the data was analysed. Descriptive accounts of the research data 

were presented and the most significant findings were deduced. N-Vivo was the 

tool used to analyse the research data, namely the open-ended interview ques-

tions [61] [62]. 
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5. Findings and Discussion  

The findings below reflect the key aspects of the TOE model in relation to the 

most significant barriers and enablers of CC in HEIs from a doctoral student 

perspective. Table 3 provides an overview of each respected student who took 

part in this research. 

5.1. Enablers  

It was discovered that cost efficiency, collaboration and scalability, flexibility and 

mobility were among the most significant enablers of CC among students. 
 
Table 3. Research participants. 

Student Department Year Age 

A Business school 1 30 

B Law 3 45 

C IT 2 34 

D Business school 1 25 

E Law 3 42 

F IT 2 33 

G IT 2 36 

H Business school 1 41 

I  Law 3 27 

J IT 2 29 

K Business school 1 40 

L IT 1 31 

M Law 2 24 

N Business school 1 34 

O IT 3 24 

P Law 2 33 

Q Business school 1 32 

R Business school 2 31 

S IT 3 25 

T IT 1 31 

U Law 3 27 

V Law 2 29 

W IT 2 30 

X Business school 1 21 

Y Business school 1 24 

Z Business school 1 41 

A1 IT  3 32 
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Relative advantage: When institutions see that a particular innovation can 

potentially offer a relative advantage, it would more likely suggest that they are 

willing to adopt that innovation [63]. In order to achieve this, however, institu-

tions and their students must have become accustomed to the relative advan-

tages of CC. In the context of this research, relative advantage leaned more to-

wards the cost efficiency benefit of cloud technology. 

Cost efficiency: It was quite clear that all 32 students (students A-F1) inter-

viewed had a firm grasp of the CC innovation adopted at their institution, and 

demonstrated a number of cost benefits. Students A, E, M and P indicated that 

CC has significantly reduced the cost of external storage. Student A mentioned: 

“the cloud has saved me money, since the alternative would have been to pur-

chase an external storage device, which costs significantly more.” Similarly, stu-

dent E indicated: “the cost of storage space, in addition to having a free 10GB 

one-drive storage and a Google Apps is much less than the cost of an external 

hard-drive.” This supports views of various researchers as the cost efficient na-

ture of the cloud helps HEIs to minimise IT costs through spending less on 

maintain and upgrading outdated IT facilities [3] [12] [13] [24], thus leading to a 

better learning experience. 

Finally, Student M further added: “the cloud has significantly reduced print-

ing costs as I can simply show the work to my supervisor on the cloud without 

having to print everything.” This demonstrates that students not only save 

money, but also help the environment by wasting less paper. 

Compatibility: it was observed that the cloud did meet the University’s needs. 

This was apparent from the responses pertaining to the collaborative nature of 

the cloud, as well as all 32 respondents (students A-M) agreeing that the cloud 

supports their daily activities [33]. 

Collaboration: all 32 students (A-F1) provided an interesting view of the col-

laborative cloud. They all shared the same belief that the collaborative cloud fa-

cilitates group learning and communication. 

Student A indicated: “the cloud provides a simple, but effective means of 

sharing information and collaborating with fellow students. I can use the cloud 

to communicate more easily and for group work”. Student F mentioned: “the 

cloud application is highly structured. It also allows me to manage my assign-

ments via project and each project comes with its own task notes, files and con-

versations. It also allows me to share files with individuals who are affiliated with 

the project team.” Student A1 indicated: “the collaborative nature of the cloud 

encourages teamwork and facilitates communication. The collaborative cloud 

also facilitates file sharing in a more organised fashion. With regards to my 

course, sharing information was a smooth process and when engaging in group 

work with fellow students, much work was completed without having to meet up 

personally.” Student B mentioned: “document sharing and group chat were very 

useful. Each group member completes their group task of the project and then 

uploads their work to the shared cloud, which all of my group members can access 
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from any location, at any time, and from any device. From there, we can observe 

the group’s progress and the uploaded work from each member. A cloud appli-

cation called team box, which enabled me to communicate or chat to my team 

members was very useful so there was no need to send emails to each other. Chat 

helped the group to get their points and queries across much clearer.” Student G 

indicated: “the chat feature allows for better communication between group 

members in real-time. The note feature allows for sharing opinions and dis-

cusses them among group members”. Student C even mentioned: “I am able to 

engage in my group work more effectively via the cloud’s collaborative features, 

like the notes and discussion features, and makes sharing assignment and project 

materials with fellow group members much easier. I can engage in various discus-

sions with fellow groups without having to meet face-to-face.” 

Willcocks et al. [25] affirms that CC can improve collaboration between users 

and organisations, as well as allowing institutions to implement tools, share ap-

plications and data, synchronise and work on documents simultaneously, and 

track colleagues and records to acquire real-time updates. This confirms that CC 

tools can facilitate students’ ability to collaborate and communicate more freely 

online. 

Scalability, flexibility and mobility: eleven students (students A-I, K and 

L-U) raised the issue of scalability, flexibility and mobility, and had mixed re-

sponses about the issue. 

Student B mentioned: “the ability to access various applications via any web 

browser and on any of my smart devices is highly effective.” A further eight stu-

dents echoed similar responses (students C-I), such as: “using the applications 

anytime anywhere” (student C), “each activity on the cloud can be done via this 

effective cloud application every time everywhere” (student K and L-U), and “it 

is available at any time” (student D). Student E even stated: “my colleagues and I 

can even update our opinion at any time via this application”. 

Students J, M, P and A1-F1 contended the idea that the elastic nature of the 

cloud reflects its flexibility in that the University was able to implement its CC 

solution quickly without affecting other surrounding systems. Student J, in par-

ticular, indicated: “accessing the files in any computer or device is very easy and 

no portable external storage device, such as a pen drive is required”. 

A number of studies agree that the elastic and highly associable nature of the 

cloud enables institutions implement solutions swiftly, and increase computer 

capacity when needed [25] [26] [27] [28] [29]. 

5.2. Barriers  

It was discovered that security and cultural resistance were among the most sig-

nificant barriers of CC among students. 

Complexity: with regards to complexity, all 32 students (students A-F1) 

agreed that CC was not difficult to use, but rather the existing problems that may 

hinder their CC experience, such as security and privacy flaws. 
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Security: all 32 participants (students A-F1) provided some interesting in-

sights about security in the cloud, most of which centred on privacy and data 

protection related issues. 

Student A indicated: “the cloud is an effective tool that supports collaborative 

learning, but I feel that these systems are at huge risk.” “The lack of privacy and 

encryption techniques that can prevent sensitive information, such as user-

names, passwords, grades and course materials from being disclosed from the 

masses presents a host of security concerns.” (Student M). Student L indicated: 

“I feel that the cloud provides Universities less power over controlling data on 

the cloud, which can present a host of risks to the University’s IT infrastructure.” 

Student D mentioned: “the current issue regarding cloud security derives from 

the SLA. Service level agreements must be stricter so as to improve the integrity 

and privacy of data, and to clamp down on potential risks the cloud could be 

exposed to.” 

Alharthi et al. [10] affirms that HEIs can lose control of data, while simulta-

neously maintaining the availability, integrity and confidentiality of information. 

Potential attackers can access private data and applications on the cloud, thereby 

presenting a host of privacy concerns in cloud environments where sensitive in-

formation or data can be disclosed to a third party [3], and thus students lose 

trust in the cloud system [29] [33] [46] [47]. 

Cultural resistance: the results do not entirely indicate cultural resistance, 

but rather a rejection of some cloud services as they were deemed inappropriate 

by students (students A-M). Students A, C, E and G-U agreed that the Gmail 

system was a redundant and pointless system as they could use their personal 

emails, which were as effective. Student A indicated: “I do not see the point of 

using a free cloud emailing service I am already using for my personal account. 

This cloud service adds no value to the University’s IT infrastructure. I would 

rather use my personal email for my University activities.” Student C indicated: 

“Gmail is good, but there is no point of making another account, since I already 

have an account with the same email provider. Why can’t I just use my personal 

email?” This indicates rejection not down to the cultural shift in the University’s 

IT infrastructure, but rather a complete rejection of a system they deemed inap-

propriate. 

However, students B, D, F and V-F1 argued that the Gmail system had some 

purpose. Student B, in particular, indicated: “Gmail is great. I use another email 

provider for my personal email, and making a Gmail account had provided me 

with a host of Google related applications to support my learning.” 

It can be deduced that those students who already had a Gmail account found 

Gmail inappropriate, while those who had just set up an account found the sys-

tem useful. Similarly, there was a case at University of Westminster where they 

shifted their existing emailing system to the cloud-based Gmail system was deemed 

a redundant technology as many students used their personal emails, and thus 

had no need of using the Gmail platform. Although this was a cost efficient 
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solution as it would save the University almost £1m in infrastructure costs, stu-

dents still neglected the system and used their personal accounts instead [3]. 

5.3. Reflection  

On reflection, CC was regarded by doctoral students as a simple and highly ef-

fective solution to support their learning experience, particularly with regards to 

collaboration, namely sharing ideas and work and communicating over the 

cloud without having to meet in person. Therefore, collaboration was regarded 

the most significant enabler of cloud technology use in HEIs. Despite this, stu-

dents did voice their concerns about the security aspects of the educational 

cloud, citing that the cloud could potentially disclose personal data and become 

vulnerable to attackers, thus calling for better security measures to be imposed 

on the educational cloud. Table 4 deduces the most significant findings in this 

paper in comparison to the existing literature. 
 
Table 4. Summary of findings. 

Component Definition  TOE aspect 

Cost-efficiency 

�x Spending less on computer 
hardware and software, 

�x Reduce staffing costs 

�x Saving on space and energy 
required to run IT facilities 

�x Significantly reduced the cost of external 
storage 

�x Free and cheaper external storage services 

�x Eliminates online storage costs 

�x Cost linked with green IT: eliminates 
printing costs 

�x Demonstrates not only cost savings, but 
environmental benefits environment by 
wasting less paper 

Collaboration 

�x Increases collaboration  
between users and  
organisations 

�x Implement tools 

�x Share applications and data 

�x Synchronise and work on 
documents simultaneously 

�x Track colleagues and records 
to acquire real-time updates 

�x Facilitates group learning and  
communication 

�x Provides simple and effective means of 
sharing information 

�x Communicate easily with professors and 
fellow students 

�x Promotes the management of  
assignments and research projects: each 
project comes with its own task notes, 
files and conversations. 

�x Promotes file sharing with the project 
team 

�x Smooth data sharing process when  
engaging in group work with fellow  
students 

�x Work can be done without having to 
meet up personally 

�x Data and work progress monitoring: 
other group member’s progress and  
uploaded work can be observed 

�x Group chat and notes feature of the cloud 
helped to get points and queries across 
much clearer in real-time 
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Continued 

Flexibility,  
scalability and 

mobility 

�x Increase business growth 
without changing existing IT 
systems 

�x Elasticity of the cloud allows 
to implement solutions swiftly 
and increase computer  
capacity 

�x Easy access to various applications via any 
web browser on any smart device or PC 

�x Anytime anywhere access 

�x Easy access to files on any computer or 
device 

�x Requires no portable external storage 
device, such as a pen drive 

Security 

�x Loss of control over data 

�x Generates new vulnerabilities 
and threats 

�x Risk of attackers accessing 
private data and applications 
on the cloud; this presents a 
host of privacy concerns where 
sensitive information or data 
can be disclosed to a third 
party 

�x Lack of trust 

�x Privacy and encryption techniques  
presents a host of security concerns, such 
as data disclosure and hacking 

�x No control over data 

�x Security derives from the SLA: The  
Service level agreements must be stricter 
to improve the integrity and privacy of 
data, and to clamp down on potential 
risks the cloud could be exposed to 

Cultural  
resistance 

�x Organisational inertia:  
migrating from the traditional 
system to a new cloud system 
can change roles and  
responsibilities 

�x Did not entirely indicate cultural  
resistance, but rather a rejection of some 
cloud services that were deemed  
inappropriate 

�x Gmail system was a redundant and 
pointless system, since personal emails 
were a better alternative 

6. Contribution  

On a theoretical level, this research may provide potential adopters (Universi-

ties) of CC an insight about the most significant factors affecting CC adoption, 

especially given that the results reflect the barriers and enablers of CC from a 

doctoral student perspective. The enablers that support CC adoption among 

doctoral students were cost efficiency, the scale, flexible and mobile nature of the 

cloud and especially collaboration. However, doctoral students expressed secu-

rity, compliance and technological resistance as barriers that impede the effec-

tive use of the cloud. For those reasons, much focus should be placed on pro-

moting the benefits of the educational cloud to increase the level of adoption, 

but to consider the risks to avoid any biases toward the technology. This was 

supported by the classification of the most significant barriers and enablers of 

the educational cloud from a doctoral student perspective to influence potential 

HEIs in the UK decision to adopt the technology. Moreover, this research helped 

to fill the literature gap pertaining the significant barriers and enablers of the 

educational cloud from a doctoral student perspective. 

On a methodological level, this research provided in-depth qualitative re-

search, including a sound methodology for promoting CC adoption in UK HEIs. 

Face-to-face semi-structured interviews were used to gather appropriate data 

about the potential barriers and enablers of the educational cloud in UK HEIs 
 

DOI: 10.4236/ojbm.2019.71001 18 Open Journal of Business and Management 

 



M. Ali 
 

from a doctoral student perspective. Interviewing doctoral students of a known 

University to have adopted some kind of cloud solution situated in North-west 

England UK HEIs made this achievable. The interviews helped to reflect on the 

most significant barriers and enablers of the educational cloud identified by the 

doctoral students interviewed. 

On a practical level, the proposed model (adapted from the TOE model) in 

Section 3 helped to deduce the most significant barriers and enablers of the edu-

cational cloud in the HEI context from the existing literature. This provided a 

roadmap to test these deduced barriers and enablers from a doctoral student 

perspective to see which ones impacted them the most. It was deduced that the 

technical factors reflected the security, scalability, flexibility and mobility and 

cost efficient aspects of the educational cloud, the organisational factors reflected 

collaborative nature of the cloud and cultural resistance, and the environmental 

factors reflected compliance of the educational cloud. 

In short, this research may also help decision makers in HEIs to make their 

adoptive decisions when considering the educational cloud, and serves as a 

benchmark for IT decision makers in UK HEIs, namely universities. 

7. Conclusions 

This study targeted UK HEIs and their respected doctoral students. Although 

the response rate was rather low, the external validity of this study was relatively 

high. It is vital that HEIs invest in future technologies that support their core 

business. It was found that CC has the potential to succeed in the educational 

arena going forward. It is important that curriculums associated with IS disci-

plines are updated to include CC and prepare HEIs for the new trend. It would 

be great to see the promotion of the educational cloud in the likes of workshops 

and conferences to convince potential adopters to invest in the technology to 

maximise return on investment going forward. Unbiased research papers on 

cloud adoption in the educational arena are valued resources for decision makers. 

The most notable barrier of the educational cloud was security, namely the 

degree of privacy and trust, which can impede adoption. There appears to be an 

element of distrust regarding the storage of data assets, such as doctoral stu-

dents’ work and records. Despite this, the most notable enabler of adopting the 

educational cloud among doctoral students was the technology’s ability to de-

liver effective collaboration, thereby improving doctoral students’ overall learn-

ing experience. Moreover, it is important that cloud service providers are more 

involved in establishing more trust in cloud services and offer a better levels of 

service quality and security so as to promote the adoption of not only CC in 

general, but the adoption of the educational cloud in HEIs as well. 

Since this was a mono study that only used one data collection tool (inter-

views), validating the data was rather restricted, and thus conducting a mixed 

study comprising of both quantitate and qualitative methods would be ideal to 

strengthen the validity the research findings (interviews and surveys perhaps). It 
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would be recommended to conduct this mixed study about the risk mitigation 

measures taken by CC adopters in an attempt to address the security issues, 

namely data privacy issues identified in this research so as to provide a much 

stronger case for adopting the educational cloud in UK Universities. This will 

help to address the data privacy aspects in the SLA or coming to the realisation 

that CC is more secure than what is alleged prior to adoption. 

This study can be repeated in future studies to explore the long-term migra-

tion of the educational cloud for the target population and contributing factors. 

This study can also be conducted in other countries (preferably developing as 

this study was conducted in a developed country) as a means to compare the 

most significant factors with the ones identified in this study. Moreover, includ-

ing a construct about the reliable nature of the educational cloud would also be 

recommended as the majority of doctoral students voiced their concerns about 

the security aspects of the technology, despite their notable appraisals of it. 
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